IEEE  P802.11z/D2.0, July 2008


IEEE  P802.11z/D2.0, July 2008


IEEE P802.11
Wireless LANs

	TGz Draft 2.0 LB135 Clause 0-5

	Date:  August 29, 2008

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Menzo Wentink
	Qualcomm
	Straatweg 66, Breukelen, the Netherlands
	+31-65-183-6231
	mwentink@qualcomm.com


Abstract

This document contains proposed comments resolutions for LB135 related to Clause 0-5.
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Abstract: This amendment provides Direct Link Setup enhancements to the IEEE 802.11 MAC, and PHY, extending direct link setup to be independent of the access point, and adding power save capabilities. The direct link setup is made independent of the AP by tunneling the protocol messages inside data frames.

Keywords: Direct Link, Power Saving

Introduction

(This introduction is not part of IEEE P802.11z/D2.0, Draft Standard for Information Technology – Telecommunications and information exchange between systems - Local and metropolitan area networks – Specific requirements - Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY) specifications. Amendment 7: Direct Link Setup)








The purpose of this document is to provide amendments to the IEEE 802.11 PHY/MAC layers related to direct link setup.

Notice to users

Errata

Errata, if any, for this and all other standards can be accessed at the following URL: http:// standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for errata periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp /index.html.

Patents

Attention is called to the possibility that implementation of this amendment may require use of subject matter covered by patent rights. By publication of this standard, no position is taken with respect to the existence or validity of any patent rights in connection therewith. A patent holder or patent applicant has filed a statement of assurance that it will grant licenses under these rights without compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair discrimination to applicants desiring to obtain such licenses. Other Essential Patent Claims may exist for which a statement of assurance has not been received. The IEEE is not responsible for identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or conditions are reasonable or non-discriminatory. Users of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards Association.

Participants

At the time this draft amendment to standard was completed, the IEEE 802.11 Working Group had the following membership:

Bruce Kraemer, Chair

Adrian Stephens and John Rosdahl, Vice-chairs

Stephen McCann, Secretary

EDITORIAL NOTE—a three column list of voting members of 802.11 on the day the draft was sent for sponsor ballot will be inserted

The following were officers of Task Group z:

Menzo Wentink, Chair

Daniel Borges, Secretary

Menzo Wentink, Technical Editor

Major contributions were received from the following individuals:

EDITORIAL NOTE—a three-column list of individuals who made a major contribution will be inserted.
The following members of the balloting committee voted on this Standard. Balloters may have voted for approval, disapproval, or abstention.

EDITORIAL NOTE—a three-column list of responding sponsor ballot members will be inserted by IEEE staff
Editorial Notes

EDITORIAL NOTE—Two forms of editorial markup are used: Notes and Comments. Editorial Notes and Editorial Comments are not part of the amendment and will be removed before it is published, together with any other contents in this subclause. This paragraph is an example of how an Editorial Note is marked. Editorial Comments are marked (Ed:), and contain references to submissions or comment resolutions to track the origin of changes.

EDITORIAL NOTE—Headings with empty content or Headings preceding editing instructions that modify the contents of the referenced subclause are there to provide context to the reader of this document, they have no other significance.

EDITORIAL NOTE—Except when referring to tables and figures that exist in the baseline, figure and table numbers are preceded by “z” and are assigned sequentially. This will be changed prior to sponsor ballot.

EDITORIAL NOTE—The default IEEE-SA style for tables is to “float”. This means that they be repositioned later, usually at the head of the next page, to avoid splitting the table and reduce the amount of blank space. The table can appear to move out of the subclause it is referenced first from, and can even split a paragraph. This is the intended IEEE-SA behavior, please do not report it as a defect in the draft.

EDITORIAL NOTE—Line numbering is only approximate. This is a limitation of the FrameMaker tool. Whitespace between paragraphs is part of the IEEE-SA style, as defined in their templates. The combination of these two facts leads to the appearance of blank lines in the draft between every paragraph. Please do not report this as an editorial defect as it is the unavoidable behavior.
EDITORIAL NOTE—The <ANA> flags in this document will be replaced with the appropriate values once assigned.
Contents

EDITORIAL NOTE—Insert table of contents.
List of figures

EDITORIAL NOTE—Insert list of figures.
List of tables

EDITORIAL NOTE—Insert list of tables.
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The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace. Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change and describes what is being changed by using strikethrough (to remove old material) and underscore (to add new material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editorial notes will not be carried over into future editions because the changes will be incorporated into the base standard.
This amendment’s baseline is IEEE Std 802.11™–2007, as amended by
· 802.11k-2008
· 802.11r-2008
· Draft P802.11y_D11.0
· Draft P802.11w_D6.0

· Draft P802.11n_D6.1

2. Normative references

Insert the following new reference in alphabetical order:

IETF RFC 1042, A Standard for the Transmission of IP Datagrams over IEEE 802 Networks, J. Postel, J. Reynolds, February 1988.

3. Definitions

EDITORIAL NOTE—The subclause numbering of definitions is of the form “3.z<x>” where <x> is an increasing number. The 802.11 technical editor will assign numbers when merging this list into the baseline document.

Insert the following new definitions into Clause 3:

3.z1 tunneled direct link setup: A protocol which uses a specific Ethertype encapsulation to tunnel direct link setup frames through an AP, to establish a direct link.


4. Abbreviations and acronyms

Insert the following new abbreviations and acronyms into Clause 4 so as to maintain alphabetic ordering:

TDLS


Tunneled Direct Link Setup
TPK


TDLS Peer Key
PSP


Peer Service Period

Peer PSM

Peer Power Save Mode
5. General description
5.2 Components of the IEEE 802.11 architecture

Insert the following new subclause after 5.2.9 and its subclauses, if any:

5.2.9 Tunneled Direct Link Setup

Tunneled Direct Link Setup (TDLS) is characterized by the fact that the signaling frames are encapsulated in Data frames, which allows them to be transmitted through an access point transparently. Therefore, the access point does not need to be direct link aware, nor does it have to support any of the capabilities which will be used on the direct link. To allow for power saving, TDLS may include Peer U-APSD, Peer Power Save Mode (Peer PSM), and switching to the AP path while the direct link remains logically in place.

	1
	Peter
	Ecclesine
	Cisco Systems
	0
	1
	13
	T
	N
	Move the amendment baseline statement from frontmatter page 'eye' to page 1. The baseline statement belongs in the amendment draft.
	per comment
	Accept

	2
	Adrian
	Stephens
	Intel Corporation
	2
	10
	6
	T
	N
	"(status: informational)."  - what does this mean?  How can a normative reference be informational?
	Remove cited text or more reference to Bibliography.
	Accept

	3
	David
	Cypher
	NIST
	2
	10
	6
	T
	Y
	Any reference included in the normative reference clause, in required, not for information.   See IEEE Standards Style Manual 10.4
	At a minimum remove "(status: informational)"
	Accept

	4
	Lidong
	Chen
	NIST
	3
	10
	17
	T
	N
	"3.z1 tunneled direct link setup: A protocol which uses a specific Ethertype encapsulation to tunnel direct link setup frames through an AP, irrespective of the APs capabilities." may not be precisely true. The security depends on APs' security capapbility completely.
	Either modify the capability to a more specific term or add some sentence to explain "security set up depends on APs' security capabilities.
	Accept

	5
	Allan
	Thomson
	Cisco Systems
	3
	10
	17
	T
	Y
	The sentence "through an AP, irrespective of the APs capabilities" makes no sense whatsoever. AP must have the capability to support DLS first of all. Second it must have DLS tunnelling enabled. There are probably other mandatory conditions that have to exist before this protocol works.
	Remove "irrespective of the APs capabilities"
	Accept

	6
	Osama
	Aboul-Magd
	Nortel Networks
	3.z1
	10
	17
	T
	Y
	Before the definition of the "tunneled direct link setup" there is the need to have a definition for the architectural concept "tunneled direct link"
	add definition
	Deline – the concept of tunneling is well known in the networking industry

	7
	Lidong
	Chen
	NIST
	3.z1
	10
	17
	T
	N
	The definition of TDLS is "A protocol which uses a specific Ethertype encapsulation to tunnel direct link setup frames through an AP, irrespective of the APs capabilities". However, the security set up depends on Aps's security capability. If Ap does not include RSN IE in its beacons, the a STAT shall not initiate a TDSL. 
	If the definition of TDSL is meant to be a requirement, then the current TPK handshake must be replaced. If the AP capacities in the definition does not include security capability, then explain clearly. 
	Counter – the addition “irrespective of the APs capabilities” has been removed.

	8
	Darwin
	Engwer
	Nortel Networks
	3.z2
	10
	20
	T
	Y
	I question whether "peer" is the correct term to use here.  The term "peer" as used in the base stnd (802.11-2007) indicates any other STA wrt the current STA of interest.  Hence a peer is any STA to which the current STA can transmit or receive a frame, or even attempt to transmit or receive a frame.  In contrast the use of "peer" in the 802.11z D2.0 "peer power save mode" (and others) seems to be of the form "another non-AP STA associated with the same AP, and furthermore another non-AP STA to which the current STA *may* establish a direct link".  Hence the usage of "peer" is inconsistent.  If the intent in 802.11z is to refer to "another non-AP STA associated with the same AP" I suggest defining a new term within the 802.11z amendment with that precise meaning that uses a unique name space that does not overlap or overload existing terminology or usage within the standard.
	Precisely define a new term that properly indicates the intent now ascribed to "peer" within 802.11z D2.0.  Then make the corresponding term usage changes throughout this clause and indeed the entire draft amendment.  Suggestions: compeer, coequal, sibling, cognate (as in "allied or similar in nature or quality"), connate, …  Of those choices I think "cognate" is perhaps the best choice.
	Counter – replace peer STA with TDLS peer STA.

	9
	Tomoko
	Adachi
	Toshiba Corporation
	3.z2
	10
	20
	T
	Y
	From the comments received in P802.11n D5.0, TGn decided to limit only general terms in clause 3 and moved all those 802.11-specific to a new clause. (Although I personally don't like to shift all the MAC clause numbers that are so familiar!) 
The term "peer power pave mode" (which is probably a typo of "peer power save mode") seems to be 802.11-specific. 
And the name is too general that one cannot easily understand that it is limited to TDLS. 
	Reconsider the appropriate place for this definition. 
Change the name to clearly show that it is TDLS specific. 
	Counter – the definition of Peer Power Pave Mode has been removed because this concept is no longer there. Tthis definition is a remnant from Draft 1.0 ,which should have been removed in going to Draft 2.0. Regarding TDLS, the current base standard defines direct link in Clause 3, so tunneled direct link was added there too.

	10
	Dorothy
	Stanley
	Aruba Networks
	3.z2
	10
	20
	T
	N
	The text states" power save mode which can be used by STAs which support TDLS" When it is used by these STAs, is it used only for TDLS?
	Clarify. Suggest "which can be used on a DLS link by STAs…"
	Counter – this definition has been deleted.

	11
	Kapil
	Sood
	Intel Corp.
	3
	10
	22
	T
	Y
	Missing definition for TPK (TDLS Peer Key).
	Insert 3.z3 TDLS Peer Key (TPK): A concatenation of session keys derived from the TDLS Peer Key Security protocol.  Its components include a Key Confirmation Key (KCK) and Temporal Key (TK) used to protect information over the direct link.
	Counter – the acronym TPK was added to Clause 4.

	12
	Qi
	Wang
	Broadcom Corporation
	4
	10
	23
	T
	Y
	Add PSP (Peer service period) to this clause 4. 
	As in comment. 
	Accept

	13
	Nancy
	Cam-winget
	Cisco Systems Inc
	4
	10
	28
	T
	Y
	TPK should be included in the list of acronyms and in Clause 3 as well (definitions)
	In the comment
	Accept

	14
	Kapil
	Sood
	Intel Corp.
	4
	10
	29
	T
	Y
	Insert abbreviations for "TPK - TDLS Peer Key", and "Peer PSM - Peer Power Save Mode"
	As in comment
	Accept

	15
	Alexander
	Safonov
	IITP RAS
	5
	10
	42
	T
	N
	In the current draft, two power-saving methods are described, but sentence starting 'TDLS also includes an option either to enter Peer Power Save Mode…' only mentions one of them.

Similar comments for P11L12, Table 7-4, P33L40, P35L17, P36L52
	Change this sentence as follows: 'TDLS also includes an option either to use Peer U-APSD or Peer Power Save Mode, remaining on the direct link, or to suspend receiving over the direct link, so that the station can enter a power save mode.'
	Accept

	16
	George
	Bumiller
	Research In Motion
	5
	
	
	T
	Y
	There's no figure for Tunneled Direct Link Setup, though (in IEEE 802.11-2007), the architecture figure is important enough to be repeated there as Figure 5-8. IBSS is shown in Figure 5-9. Suggest adding a figure illustrating TDLS.
	After Figure 5-9 (2007), add a figure illustrating TDLS. There are only three elements (two STAs and an AP). This would be briefly mentioned in clause 5.6 (2007).
	Decline – there is no architecture diagram for DLS, and TGz decided to follow that guideline. However, a volunteer effort to create such a diagram is welcomed.

	17
	Osama
	Aboul-Magd
	Nortel Networks
	5
	10
	31
	T
	Y
	There is the need to provide a high level description of the architectural concepts of TDLS and how it relates to the IEEE 802.11 overall architectural concepts. This should help the reader to establish the link between 802.11z and 802.11 in general. 
	add architecture related discussion and the role of the different IEEE 802.11 architectural components.
	Decline – there is no architecture diagram for DLS, and TGz decided to follow that guideline. However, a volunteer effort to create such a diagram is welcomed.

	18
	George
	Bumiller
	Research In Motion
	5.2.9
	10
	37
	T
	Y
	Tunneled Direct Link Setup is described in 5.2.9. However, there is no mention of Direct Link (or station-to-station link) in the preceeding parts of clause 5. There is only the definition in 3.138 of station-to-station link. Direct Link should be described first in clause 5, before its setup.
	Add, in clause 5.6 (2007) "Differences between ESS and IBSS LANs", mention of Direct Link. This would then provide a basis to assist the reader understand the proposed 5.2.9. Since the title of 5.6 covers ESS and IBSS, there would just be a brief mention of Direct Link.Then add a subclause, 5.2.9 "Direct Link", followed by 5.2.9.1 "Direct Link" and a short description, and 5.2.9.2 "Tunneled Direct Link Setup" with the proposed paragraph. [Other ways of providing the information in clause 5 could also be used.]
	Decline – there is no architecture diagram for DLS, and TGz decided to follow that guideline. However, a volunteer effort to create such a diagram is welcomed.

	19
	Qi
	Wang
	Broadcom Corporation
	5.2.9
	10
	42
	T
	Y
	"TDLS also includes an option either to enter Peer Power Save Mode (Peer PSM) remaining on the direct link or to suspend receiving over the direct link, so that station can enter a power save mode." Confusing sentence. 
	Rewrite the sentence and clarify the options. In particular, be clear about the link/path (i.e., the AP path or the direct link) on which the STA is in power save mode (i.e., the infrastructure power save or the Peer Power save).  
	Accept, see 11-08-1151-00-0000z

	20
	Tom
	Kolze
	Broadcom
	5.2.9
	10
	42
	T
	Y
	The sentence should be clarified: "TDLS also includes an option either to enter Peer Power Save Mode (Peer PSM) remaining on the direct link or to suspend receiving over the direct link, so that station can enter a power save mode." 
	Rewrite the sentence clarifying the option or options. Too many pronouns/possible ambiguity.  Clarify the channel (base or the direct link) on which the STA is in power save mode, and more specificity than "a power save mode."
	Accept, see 11-08-1151-00-0000z

	21
	Andrew
	Myles
	Cisco
	5.2.9
	10
	42
	T
	Y
	The text states, "TDLS also includes an option either to enter Peer Power Save Mode (Peer PSM) remaining on the direct link or to suspend receiving over the direct link, so that the station can enter a
power save mode."

This text is unparsable
	Rewrite sentence is a way that it can be parsed
	Accept, see 11-08-1151-00-0000z

	22
	Clint
	Chaplin
	Samsung Electronics
	5.2.9
	10
	42
	T
	Y
	"TDLS also includes an option either to enter Peer Power Save Mode (Peer PSM) remaining on the direct link or to suspend receiving over the direct link, so that the station can enter a power save mode."
	"TDLS also includes an option either to enter Peer Power Save Mode (Peer PSM) while remaining on the direct link or to suspend receiving over the direct link, so that the station can enter a power save mode."
	Accept, see 11-08-1151-00-0000z, where the quoted text has been modified along the lines suggested by the commenter.

	23
	Kapil
	Sood
	Intel Corp.
	5.2.9
	10
	43
	T
	Y
	Sentence is confusing.  "TDLS also includes an option either to enter Peer Power Save Mode (Peer PSM) remaining on the direct link or to suspend receiving over the direct link, so that the station can enter a power save mode."  Especially, the very last part of 2nd sentence.  How is a direct link suspended - It is either established or teardown?
	Rephrase: "TDLS non-AP STA can enter the Peer Power Save Mode (Peer PSM) either while remaining on the Direct Link, or optionally, by teardown of the Direct Link."  Did I capture the intent?  If not, please rephrase accordingly.
	Accept, see 11-08-1151-00-0000z, where the quoted text has been modified along the lines suggested by the commenter.

	24
	Kapil
	Sood
	Intel Corp.
	5.4.3.8
	10
	45
	T
	Y
	Text from 802.11w D6.0 needs to be updated which indicates which TDLS management frames need to be protected.  
	Insert and track the following text from 802.11w D6.0:
5.4.3.8 Robust Management frame protection
The Robust Management frames are Action, Disassociation and Deauthentication frames. 

Management Frame Protection protocols apply to Robust Management frames after RSNA PTK establishment for protection of unicast frames is completed and after delivery of the IGTK to protect broadcast/multicast frames.

Insert at the end of this paragraph: 
Management frame protection applies to all TDLS Action Frames types (defined in Table 7-z1), except TDLS Setup frames (Action field values 0, 1, and 2) 
	Counter – text has been added to restrict TDLS frames to be transmitted only using the tunneled format.








10
Copyright © 2008 IEEE. All rights reserved.

This is an unapproved IEEE Standards Draft, subject to change.

Copyright © 2008 IEEE. All rights reserved.
i
This is an unapproved IEEE Standards Draft, subject to change.


