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Abstract

This document contains normative text for the comment resolutions in 08/0987
· Event reporting

Event requests allow a STA to request a non-AP STA to send particular real-time event messages when they occur. The types of events include: Transition, RSNA, Syslog, and Peer to Peer link events. A transition event is transmitted after a non-AP STA successfully completes a BSS Transition. Transition events are used to diagnose transition performance problems. An RSNA event report describes the type of Authentication used for the RSNA. for a non-AP STA. RSNA events are used to diagnose security and authentication performance problems. A syslog event report allows a non-AP STA to transmit a set of Syslog event messages to the requesting STA. Syslog event reports are used to access the contents of a STA's syslog when a STA is unable to establish Layer 3 connection or before a Layer 3 connection is established. A peer-to-peer link event report allows a non-AP STA to inform the requesting STA that a peer-to-peer link has been established. Peer-to-peer link event reports are used to monitor the use of peer-to-peer links in the network.

7.3.2.62 Event Request element

7.3.2.62.1 Event Request definition

The Event Request element contains a request to the receiving STA to perform the specified event action. The format of the Event Request element is shown in Figure v1.

	
	
	
	
	
	
	

	
	Element ID
	Length
	Event Token
	Event Type
	Event Response Limit
	Event Request

	Octets:
	1
	1
	1
	1
	1
	variable

	Figure v1—Event Request element format


The Element ID field is equal to the Event Request value in Table 7-26.

The value of the Length field is variable and depends on the length of the Event Request field.

The Event Token field is set to a nonzero number that is unique among the Event Request elements sent to each destination MAC address for which a corresponding Event Report element has not been received.

The Event Type field is set to a number that identifies the type of event request. The Event Types are shown in Table v1.

	Table v1—Event Type definitions for event requests and reports



	Name
	Event Type

	Transition
	0

	RSNA 
	1

	Peer-to-Peer Link
	2

	System Log (Syslog) 
	3

	Reserved
	4 – 220

	Vendor Specific 
	221

	Reserved
	222 – 255


The Event Response Limit field contains the maximum number of requested Event Reports to be included in the Event Report Element.

The Event Request field contains the event request corresponding to the Event Type as described in 7.3.2.62.2 through 7.3.2.62.4. The Event Request field is not present when requesting a Syslog report.

The Event Request element is included in an Event Request frame as described in 7.4.11.1. The use of the Event Request element and Event Request frame is described in 11.20.3. 

7.3.2.62.2 Transition event request

The Event Request field corresponding to the Transition event request contains zero or more Transition Event Request sub-elements. A transition event is a STA movement or attempted movement from one BSS (the source BSS) in one ESS to another BSS (the target BSS) within the same ESS.

The Transition Event Request sub-elements are defined to have a common format consisting of a 1 octet Sub-element ID field, a 1 octet length field, and a variable length sub-element specific information field. The set of valid Transition Event Request sub-elements is defined in Table v2.

	Table v2—Transition Event Request Sub-element



	Transition Event Request Sub-element
	Sub-element ID 

	Target BSSID Transition 
	0

	Source BSSID Transition 
	1

	Transition Time 
	2

	Transition Result
	3

	Frequent Transition 
	4

	Reserved
	5-255


The Transition Event sub-elements specify the conditions in which a Transition Event Report is sent by a STA.
The Target BSSID Transition sub-element is used to request that a Transition Event Report includes the transition event entry when the target BSSID is equal to the specific BSSID in the Target BSSID field. Excluding this sub-element from the event request element indicates a request for transition events for all target BSSIDs. The format of the Target BSSID Transition sub-element is shown in Figure v2.

	
	
	
	

	
	Sub-element ID
	Length
	Target BSSID 

	Octets:
	1
	1
	6

	Figure v2—Target BSSID Transition sub-element format


The Sub-element ID field is equal to the Target BSSID Transition value in Table v2.

The value of the Length field is set to 6.

The Target BSSID field contains a 6-octet BSSID. 

The Source BSSID Transition sub-element is used to request that a Transition Event Report includes the transition event entry when the source BSSID is equal to the BSSID specified in the Source BSSID field. The format of the Source BSSID Transition sub-element is shown in Figure v3.

	
	
	
	

	
	Sub-element ID
	Length
	Source BSSID 

	Octets:
	1
	1
	6

	Figure v3—Source BSSID Transition sub-element format


The Sub-element ID field is equal to the Source BSSID Transition value in Table v2.

The value of the Length field is set to 6.

The Source BSSID field contains a 6-octet BSSID.

The Transition Time sub-element is used to request that a Transition Event Report includes the transition event entry when the Transition Time is greater than or equal to the Transition Time Threshold. The format of the Transition Time sub-element is shown in Figure v4.

	
	
	
	

	
	Sub-element ID
	Length
	Transition Time Threshold

	Octets:
	1
	1
	2

	Figure v4—Transition Time sub-element format


The Sub-element ID field is equal to the Transition Time value in Table v2.

The value of the Length field is set to 2.

The Transition Time Threshold field contains a value representing the transition time to be used as the threshold value for the Transition Time condition in TUs. The Transition Time is defined in 11.20.3.2.

The Transition Result sub-element is used to request that a Transition Event Report includes the transition event entry that matches the transition result defined by this sub-element. The format of Transition Result sub-element is shown in Figure v5.

	
	
	
	

	
	Sub-element ID
	Length
	Match Value

	Octets:
	1
	1
	1

	Figure v5—Transition Result sub-element format


The Sub-element ID field is equal to the Transition Result value in Table v2.

The value of the Length field is set to 1.

The Match Value field is set with each bit as defined in Figure v6 to request that the specified transition results that match the bit descriptions are included in the Transition Event Report. 

	
	B0
	B1
	B2-B7

	
	Include Successful Transitions
	Include Failed Transitions
	Reserved

	Bits
	1
	1
	6

	Figure v6—Match Value field definitions


The Frequent Transition sub-element is used to request that an alerting Transition Event report be generated when the total transition count during the specified time period is equal to the value given in Frequent Transition Count Threshold field. The format of the Frequent Transition sub-element is shown in Figure v7.

	
	
	
	
	

	
	Sub-element ID
	Length
	Frequent Transition Count Threshold 
	Time Interval

	Octets:
	1
	1
	1
	2

	Figure v7—Frequent Transition sub-element format


The Sub-element ID field is equal to the Frequent Transition value in Table v2.

The value of the Length field is set to 3.

The Frequent Transition Count Threshold field is a one octet field containing the number of transitions in the measurement duration after which a Transition Event Report is generated.

The Time Interval field is set to the time interval in TUs during which the STA determines if the Frequent Transition Count Threshold is exceeded. 

7.3.2.62.3 RSNA event request 

The Event Request field corresponding to an RSNA event request contains zero or more RSNA Event Request sub-elements. 

The RSNA Event Request sub-elements are defined to have a common format consisting of a 1 octet Sub-element ID field, a 1 octet length field, and a variable length sub-element specific information field. The set of valid RSNA Event Request sub-elements is defined in Table v3.

	Table v3—RSNA Event Request Sub-element



	RSNA Event Request Sub-element
	Sub-element ID 

	RSNA Target BSSID 
	0

	Authentication Type 
	1

	EAP Method 
	2

	RSNA Result 
	3

	Reserved
	4 – 255


The RSNA sub-elements specify reporting conditions for RSNA Event Reports. 

The RSNA Target BSSID sub-element is used to request that an RSNA Event Report includes the RSNA event entry when the target BSSID is equal to the specific BSSID in the Source BSSID field. Excluding this sub-element from the event request element indicates a request for transition events for all source BSSIDs. The format of the RSNA Target BSSID sub-element is shown in Figure v8.

	
	
	
	

	
	Sub-element ID
	Length
	Target BSSID 

	Octets:
	1
	1
	6

	Figure v8—RSNA Target BSSID sub-element format


The Sub-element ID field is equal to the RSNA Target BSSID value in Table v3.

The value of the Length field is set to 6.

The Target BSSID field contains a 6-octet BSSID.

The Authentication Type sub-element is used to request that an RSNA Event Report includes the RSNA event entry when the Authentication Type is equal to the authentication type specified in the Authentication Type field. The format of the Authentication Type sub-element is shown in Figure v9.

	
	
	
	

	
	Sub-element ID
	Length
	Authentication Type

	Octets:
	1
	1
	4

	Figure v9—Authentication Type sub-element format


The Sub-element ID field is equal to the Authentication Type value in Table v3.

The value of the Length field is set to 4.

The Authentication Type field contains one of the AKM suite selectors defined in Table 34 in 7.3.2.25.2.

The EAP Method sub-element is used to request that an RSNA Event Report includes the RSNA event entry when the EAP Method is equal to the EAP method specified in the EAP Method field. The format of the EAP Method sub-element is shown in Figure v10.

	
	
	
	
	
	

	
	Sub-element ID
	Length
	EAP Type
	EAP Vendor ID (optional)
	EAP Vendor Type (optional)

	Octets:
	1
	1
	1
	0 or 3
	0 or 4

	Figure v10—EAP Method sub-element format


The Sub-element ID field is equal to the EAP Method value in Table v3.

The value of the Length field is set to 1 or 8.

The EAP Type field contains a value that identifies a single EAP method and is set to any valid IANA assigned EAP type as defined at http://www.iana.org/assignments/eap-numbers.

The EAP Vendor ID field contains a value that identifies the EAP Vendor. The EAP Vendor ID field is included when EAP Type field is set to 254, and is excluded otherwise.

The EAP Vendor Type field contains a value that identifies the EAP Type as defined by the vendor. The EAP Vendor Type field is included when EAP Type field is set to 254, and is excluded otherwise.

The RSNA Result sub-element is used to request that an RSNA Event Report includes the RSNA event entry that matches the transition result defined by this sub-element. The format of RSNA Result sub-element is shown in Figure v11.

	
	
	
	

	
	Sub-element ID
	Length
	Match Value

	Octets:
	1
	1
	1

	Figure v11—RSNA Result sub-element format


The Sub-element ID field is equal to the RSNA Result value in Table v3.

The value of the Length field is set to 1.

The Match Value field bits are set as defined in Figure v12 to request that the specified RSNA results that match that bit descriptions are included in the RSNA Event Report. 

	
	B0
	B1
	B2-B7

	
	Include Successful RSNA
	Include Failed RSNA
	Reserved

	Bits
	1
	1
	6

	Figure v12—Match Value Field Definitions


7.3.2.62.4 Peer-to-Peer Link event request 

The Event Request field corresponding to Peer-to-Peer Link event request contains zero or more Peer-to-Peer Link Event Request sub-elements. Peer-to-peer link is defined here to be either the Direct Link within a QBSS or the STA to STA communication in an IBSS.
The Peer-to-Peer Link Event Request sub-elements are defined to have a common format consisting of a 1 octet Sub-element ID field, a 1 octet length field, and a variable length sub-element specific information field. The set of valid Peer-to-Peer Link Event Request sub-elements is defined in Table v4.

	Table v4—Peer-to-Peer Link Event Request Sub-element



	Peer-to-Peer Link Event Request Sub-element
	Sub-element ID 

	Peer Address 
	0

	Channel Number 
	1

	Reserved
	2 – 255


The Peer-to-Peer Link sub-elements specify reporting conditions for Peer-to-Peer Link Event Reporting. 

The Peer Address sub-element is used to request that a Peer-to-Peer Link Event Report includes the Peer-to-Peer Link event entry whose peer STA address or BSSID is equal to the specified MAC address. The format of the Peer Address sub-element is shown in Figure v13.

	
	
	
	

	
	Sub-element ID
	Length
	Peer STA/BSSID Address

	Octets:
	1
	1
	6

	Figure v13—Peer STA Address sub-element format


The Sub-element ID field is equal to the Peer STA Address value in Table v4.

The value of the Length field is set to 6.

The Peer STA/BSSID Address field contains a 6-octet MAC address of a peer STA or a BSSID for peer-to-peer links in an IBSS. If the indicated address matches the Address 1 field of the Address field contents (cf. Tabe 7-7), then the address is a peer STA address.  If the indicated adress matches the Address 3 field of the Address field contents, then the address is a BSSID address for the Direct Link or the IBSS.
The Channel Number sub-element is present to request that a Peer-to-Peer Link Event Report includes the Peer-to-Peer Link event entry when the peer-to-peer channel number is equal to the specified Channel Number. The format of the Channel Number sub-element is shown in Figure v14.

	
	
	
	
	

	
	Sub-element ID
	Length
	Regulatory Class 
	Channel Number

	Octets:
	1
	1
	1
	1

	Figure v14—Channel Number sub-element format


The Sub-element ID field is equal to the Channel Number value in Table v4.

The value of the Length field is set to 2.

The Regulatory Class field indicates the channel set of the Peer-to-Peer link to be used for the Peer-to-Peer Link Event Report. The Regulatory Class is defined in Annex J. 

The Channel Number field indicates the channel number of the Peer-to-Peer link events requested and incouded in the Peer-to-Peer Link Event Report. A Channel Number of 0 indicates a request to report any Peer-to-Peer link event for any supported channel in the specified filtering Regulatory Class.

7.3.2.62.5 Vendor Specific event request 

The Event Request field corresponding to Vendor Specific event request contains zero or more Vendor Specific sub-elements. The Vendor Specific sub-element has the same format as the Vendor Specific element (see 7.3.2.26).

.

7.3.2.63 Event Report element

7.3.2.63.1 Event Report Definition

The Event Report element is used by a STA to report an event. The format of the Event Report element is shown in Figure v15.

	
	
	
	
	
	
	
	

	
	Element ID
	Length
	Event Token
	Event Type
	Event Report Status
	Event Timestamp (optional)
	Event Report (optional)

	Octets:
	1
	1
	1
	1
	1
	0 or 12
	variable

	Figure v15—Event Report element format


The Element ID field is equal to the Event Report value in Table 7-26.

The value of the Length field is variable and depends on the length of the Event Report field. The minimum value of the Length field is 3.

The Event Token field is set to the Event Token in the corresponding Event Request element. If the Event Report element is being sent autonomously then the Event Token is set to 0. 

The Event Type field is set to a number that identifies the type of event report. The Event Types are shown in Table v1.

The Event Report Status field is set to a value in Table v5, indicating the STA’s response to the Event Request.

	Table v5—Event Report Status



	Event Report Status
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4
	Cancelled

	5–255
	Reserved


The Event Timestamp and Event Report fields are only present when the Event Report Status field is set to 0.

The Event Timestamp field is set to the time that the Event occurred, in UTC, including hours, minutes, seconds and milliseconds, as shown in Table v6. If UTC time is not known to the accuracy required for any Timestamp field, the field is set to all binary ones indicating that this is unknown. If UTC is not available to the STA, all Timestamp fields are set to unknown. 

. 
	Table v6—Timestamp Field



	Octet
	Description

	0 - 1
	Milliseconds (0-999)

	2
	Seconds (0-59)

	3
	Minutes (0-59)

	4
	Hours (0-23)

	5
	Day of month (1-31)

	6
	Month (1-12)

	7-8
	Year (0-65,534)


The Event Report field contains the specification of the event report, as described in 7.3.2.63.2 through 7.3.2.63.5.

The Event Report element is included in an Event Report frame as described in 7.4.11.2. The use of the Event Report element and frame is described in 11.20.3.

7.3.2.63.2 Transition event report 

The format of the Event Report field corresponding to a Transition event report is shown in Figure v16.

	
	
	
	
	
	

	
	Source BSSID 
	Target BSSID
	Transition Time 
	Transition Reason
	Transition Result

	Octets:
	6
	6
	2
	1
	2

	
	
	
	
	
	

	
	Source RCPI 
	Source RSNI
	Target RCPI
	Target RSNI
	

	Octets:
	1
	1
	1
	1
	

	Figure v16—Event Report format for Transition event 


The Source BSSID field contains the 6-octet BSSID address of the associated AP prior to the attempted transition.

The Target BSSID field contains the 6-octet BSSID address of the AP that is the target of the attempted Transition.

The Transition Time field contains the transition time in TUs. The transition time is defined in 11.20.3.2.

The Transition Reason field indicates the reason why a transition attempt occurred and contains one of the values in Table v7.

	Table v7—Transition Reasons 



	Transition Reason Value
	Description

	0
	Unspecified

	1
	Excessive frame loss rates and/or poor conditions

	2
	Excessive delay for current traffic streams

	3
	Insufficient QoS capacity for current traffic streams (TSPEC rejected)

	4
	First association to ESS (the association initiated by an Association Request message instead of a Reassociation Request message)

	5
	Load balancing

	6
	Better AP found

	7
	Deauthenticated or Disassociated from the previous AP

	8
	AP failed IEEE 802.1X EAP Authentication

	9
	AP failed 4-Way Handshake

	10
	Received too many replay counter failures

	11
	Received too many data MIC failures

	12
	Exceeded maximum number of retransmissions

	13
	Received too many broadcast disassociations

	14
	Received too many broadcast deauthentications

	15
	Previous transition failed

	16
	Low RSSI

	17-255
	Reserved


The Transition Result field contains the result of the attempted transition and is set to one of the Status Codes specified in Table7-23 in 7.3.1.9.

The Source RCPI field indicates the received channel power of the most recently measured frame from the Source BSSID before the STA reassociates to the Target BSSID. The Source RCPI is reported in dBm, as defined in the RCPI measurement clause for the PHY Type. 

The Source RSNI field indicates the received signal to noise indication of the most recently measured frame from the Source BSSID before the STA reassociates to the Target BSSID. The Source RSNI is reported in dB, as defined in 7.3.2.41.

The Source BSSID, Source RCPI, and Source RSNI fields are set to 0 if the transition is initiated by an Association Request message.

The Target RCPI field indicates the received channel power of the first measured frame just after STA reassociates to the Target BSSID. If association with target BSSID failed, the Target RCPI field indicates the received channel power of the most recently measured frame from the Target BSSID. The Target RCPI is reported in dBm, as defined in the RCPI measurement clause for the PHY Type.

The Target RSNI field indicates the received signal to noise indication of the first measured frame just after STA reassociates to the Target BSSID. If association with target BSSID failed, the Target RCPI field indicates the received signal to noise indication of the most recently measured frame from the Target BSSID. The Target RSNI is reported in dB, as defined in 7.3.2.41. 

7.3.2.63.3 RSNA event report 

The format of the Event Report field corresponding to an RSNA event report is shown in Figure v17. 

	
	
	
	
	
	

	
	Target BSSID
	Authentication Type
	EAP Method 
	RSNA Result
	RSN Element

	Octets:
	6
	4
	1 or 8
	1
	variable

	Figure v17—Event Report format for RSNA event 


The Target BSSID field contains the 6-octet BSSID address of the AP accepting the authentication attempt.

The Authentication Type field contains the Authentication type in use at the time of the authentication attempt and is set to one of the AKM suite selectors defined in Table 34 in 7.3.2.25.2. 

When the Authentication Type field is set to the value of either 00-0F-AC:1 (Authentication negotiated over IEEE 802.1X or using PMKSA caching as defined in 8.4.6.2) or 00-0F-AC:3 (AKM suite selector for Fast BSS Transition as defined in 8.4.3), the EAP Method field contains the IANA assigned EAP type as defined at http://www.iana.org/assignments/eap-numbers. The EAP type contains either the legacy type (1 octet) or the expanded type (1 octet type = 254, 3-octet Vendor ID, 4-octet Vendor-Type). The EAP Method field is a single octet set to 0 otherwise.
The RSNA Result field contains the result of the RSNA establishment attempt and is set to one of the Status Codes specified in Table 7-23 in 7.3.1.9.

The RSN Element field contains the entire contents of the negotiated RSN information element at the time of the authentication attempt. The maximum length of the RSN Element field is less than the maximum length of an RSN information element. If the length of the RSN information element included here exceeds the maximm length of the RSN Element field, the RSN informatin element shall be truncated to the maximum length allowed for the RSN Element field.
7.3.2.63.4 Peer-to-Peer Link event report 

The format of the Event Report field corresponding to a Peer-to-Peer Link Event Report is shown in Figure v18.

	 
	
	
	
	
	
	

	
	Peer STA/BSSID 
Address
	Regulatory Class
	Channel Number
	STA Tx Power
	Connection Time
	Peer Status

	Octets:
	6
	1
	1
	1
	3
	1

	Figure v18—Event Report format for Peer-to-Peer Link event 


The Peer STA/BSSID Address field contains a 6-octet MAC address. If this event is for a Peer-to-Peer Link in an infrastructure BSS, this field contains the MAC address of the peer STA. If this event is for a Peer-to-Peer Link in an IBSS, this field contains the BSSID of the IBSS.

The Regulatory Class field indicates the channel set of the Peer-to-Peer link. Valid values of the Regulatory Class are shown in Annex J. 

The Channel Number field indicates the peer-to-peer channel number of the Peer-to-Peer link. The Channel Number is defined within a Regulatory Class as shown in Annex J.

The STA Tx Power field indicates the target transmit power at the antenna in dBm with a tolerance of +/-5dB of the lowest basic rate of the reporting STA.

The Connection Time field contains the connection time in seconds. If the Peer Status is 0, this field indicates the duration of the Direct Link. If the Peer Status is 1, this field indicates the time difference from the time the Direct Link was established to the current time. If the Peer Status is 2, this field indicates the duration of the IBSS membership. If the Peer Status is 3, this field indicates the time difference from the time the STA joined the IBSS to the current time.

The Peer Status field indicates the Peer link connection status as indicated in Table v8.  

	Table v8—Peer Status definitions



	Peer Status
	Description,

	0
	Direct Link terminated

	1
	Direct Link active

	2
	IBSS membership terminated

	3
	IBSS membership active

	4-255
	Reserved


7.3.2.63.5 Syslog event report 

The format of the Event Report field corresponding to a Syslog event report is shown in Figure v19.

	
	

	
	Syslog Msg

	Octets:
	variable

	Figure v19—Event Report format for Syslog event 


The Syslog Msg field contains the entire syslog message, consisting of the PRI, HEADER, and MSG portion of a Syslog message as described in IETF RFC 3164 [RFC3164]. The TAG field of the MSG portion of the message is a 17 octet string containing the ASCII representation of the STA MAC address using hexadecimal notation with colons between octets.  The octet containing the individual/group bit occurs last,   and that bit is in the least significant position within that octet..

7.3.2.63.6 Vendor Specific event report 

The Event Report field corresponding to Vendor Specific event report contains zero or more Vendor Specific sub-elements. The Vendor Specific sub-element has the same format as the Vendor Specific element (see 7.3.2.26).
7.3.2.64 Diagnostic Request element

7.3.2.64.1 Diagnostic Request definition

The Diagnostic Request element contains a request that the receiving STA undertake the specified diagnostic action. The format of the Diagnostic Request element is shown in Figure v20.

	
	
	
	
	
	
	

	
	Element ID

	Length

	Diagnostic Token
	Diagnostic Request Type
	Diagnostic Timeout
	Diagnostic Information Sub-elements (optional)

	Octets:
	1
	1
	1
	1
	2
	variable

	Figure v20—Diagnostic Request element format


The Element ID field is equal to the Diagnostic Request value in Table 7-26.

The value of the Length field is variable and depends on the length of the Diagnostic Information Sub-elements field. The minimum value of the Length field is 4 (based on a minimum length for the Diagnostic Information Sub-elements field of 0 octets).

The Diagnostic Token field is set to a number that is unique among the Diagnostic Request elements sent to each destination MAC address for which a corresponding Diagnostic Report element has not been received.

The Diagnostic Request Type field is set to a number that identifies a type of diagnostic request. The defined Diagnostic Request Types are shown in Table v9. 

	Table v9—Diagnostic Type definitions



	Name
	Diagnostic Type Values

	Cancel Diagnostic Request
	0

	Manufacturer Information STA Report
	1

	Configuration Profile 
	2

	Association Diagnostic
	3

	IEEE 802.1X Authentication Diagnostic
	4

	Reserved
	5 – 220

	Vendor Specific 
	221

	Reserved
	222 – 255


The Diagnostic Timeout field contains the time, in seconds, after which no response is returned.

The Diagnostic Information Sub-elements field contains zero or more diagnostic information sub-elements depending on the specific Diagnostic Request Type.

The Manufacturer Information STA Report and Configuration Profile Diagnostic Request elements carry no Diagnostic Information sub-elements. 

The Diagnostic Request element is included in a Diagnostic Request frame as described in 7.4.11.3. The use of Diagnostic Request element and frames is described in 11.20.4.

7.3.2.64.2 Association Diagnostic request

The Diagnostic Information Sub-elements field corresponding to an Association Diagnostic Request Type is shown in Table v10. The corresponding Diagnostic Information Sub-elements are defined in 7.3.2.64.5.



	Table v10—Association Diagnostic request contents



	Order
	Information Sub-element

	1
	AP Descriptor

	2
	Profile ID


7.3.2.64.3 IEEE 802.1X Authentication Diagnostic request

The Diagnostic Information Sub-elements field corresponding to an IEEE 802.1X Authentication Diagnostic Request Type is shown in Table v11. The corresponding Diagnostic Information Sub-elements are defined in 7.3.2.64.5.

	Table v11—IEEE 802.1X Authentication Diagnostic request contents



	Order
	Information Sub-element

	1
	AP Descriptor

	2
	EAP Method

	3
	IEEE 802.1X credentials

	4
	Profile ID


7.3.2.64.4 Vendor Specific Diagnostic request 

The Diagnostic Information Sub-elements field corresponding to a Vendor Specific Diagnostic Request Type contains zero or more Vendor Specific sub-elements as defined in 7.3.2.26.

7.3.2.64.5 Diagnostic Information Sub-element descriptions

The following sections describe the various sub-elements that may be included in Diagnostic Information Sub-elements field of a Diagnostic Request element or a Diagnostic Report element. The format of a Diagnostic information sub-element is shown in Figure v21.

	
	
	
	

	
	Diagnostic Information Sub-element ID
	Length
	Diagnostic Information Sub-element Contents

	Octets:
	1
	1
	variable

	Figure v21—Diagnostic Information Sub-element format


The Diagnostic Information Sub-element ID field indicates the Diagnostic Information Sub-element type and is set to any allocated value in Table v12.

The Length field is set to length in octets of the Diagnostic Information Sub-element Contents field.

The Diagnostic Information Sub-element Contents field carries the Diagnostic information sub-element contents and is described in the subsections that follow. 

	Table v12—Diagnostic Information Sub-element ID values 



	Identifier 
	Sub-element Name
	Length (in octets)

	0
	IEEE 802.1X Credentials
	3

	1
	AKM Suite
	6

	2
	AP Descriptor
	10

	3
	Antenna Type
	3 to 254

	4
	Antenna Gain
	3

	5
	Cipher Suite
	6

	6
	EAP Method
	3 to 10

	7
	Firmware Version
	3 to 254

	8
	MAC Address
	8

	9
	Manufacturer ID String
	3 to 254

	10
	Manufacturer Model String
	3 to 254

	11
	Manufacturer OUI
	5

	12
	Manufacturer Serial Number String
	3 to 254

	13
	Power Save Mode
	4

	14
	Profile ID
	3

	15
	Supported Regulatory Classes 
	3 to 254

	16
	Status Code
	4

	17
	SSID
	4 to 36

	18
	Tx Power Capability
	3 to 254

	19-220
	Reserved
	

	221
	Vendor Specific
	3 to 254

	221-255
	Reserved
	


The format for the IEEE 802.1X Credentials sub-element is shown in Figure v22.

	
	
	
	

	
	 Sub-element ID
	Length
	Credentials

	Octets:
	1
	1
	1

	Figure v22—IEEE 802.1X Credentials Sub-element format


The Credentials field indicates the type of credential. The valid values for this field are shown in Table v13.

	Table v13—IEEE 802.1X Credentials Values



	Value
	Description

	0
	None

	1
	Pre-shared key

	2
	Username and password

	3
	X.509 certificate

	4
	Other certificate

	5
	One time password

	6
	Token

	7
	Certificate and username/password

	8
	Certificate and token

	9–255
	Reserved


The format for the AKM Suite sub-element is shown in Figure v23.

	
	
	
	
	

	
	 Sub-element ID
	Length
	OUI
	AKM Suite

	Octets:
	1
	1
	3
	1

	Figure v23—AKM Suite Sub-element format


The OUI and AKM Suite fields identify the authentication method and is set to one of the values in Table 34 in 7.3.2.25.2.

The format of the AP descriptor sub-element is described in Figure v24.

The BSSID field is a 6-octet field as described in 7.1.3.3.3 that identifies the BSS indicated in the AP Descriptor sub-element.

	
	
	
	
	
	

	
	 Sub-element ID
	Length
	BSSID
	Regulatory Class
	Channel Number

	Octets:
	1
	1
	6
	1
	1

	Figure v24—AP Descriptor Sub-element format


The Regulatory Class field contains an enumerated value from Annex J specifying the frequency band in which the Channel Number is valid.

The Channel Number field indicates the current operating channel of the AP identified by the BSSID in the AP Descriptor.

The format for the Antenna Type sub-element is shown in Figure v25.

	
	
	
	

	
	 Sub-element ID
	Length
	Antenna Type

	Octets:
	1
	1
	variable

	Figure v25—Antenna Type Sub-element format


The Antenna Type field contains an ASCII string indicating the type of antenna connected to the wireless network adapter. 

The format for the Antenna Gain sub-element is shown in Figure v26.

	
	
	
	

	
	 Sub-element ID
	Length
	Antenna Gain

	Octets:
	1
	1
	1

	Figure v26—Antenna Gain Sub-element format


The Antenna Gain field contains the peak gain in dBi of the antenna.

The format for the Cipher Suite sub-element is shown in Figure v27.

	
	
	
	
	

	
	 Sub-element ID
	Length
	OUI
	Suite Type

	Octets:
	1
	1
	3
	1

	Figure v27—Cipher Suite Sub-element format


The OUI and Suite Type fields identify the cipher suite and is set to one of the values in Table 32.

The format for the EAP method sub-element is shown in Figure v28.

	
	
	
	

	
	 Sub-element ID
	Length
	EAP method

	Octets:
	1
	1
	1 or 8

	Figure v28—EAP Method Sub-element format


The EAP Method field contains an IANA assigned EAP type as defined at http://www.iana.org/assignments/eap-numbers. The EAP Method field contains either the legacy type (1 octet) or the expanded type (1 octet type = 254, 3-octet Vendor ID, 4-octet Vendor-Type).

The format for the Firmware Version sub-element is shown in Figure v29.

	
	
	
	

	
	 Sub-element ID
	Length
	Firmware Version

	Octets:
	1
	1
	variable

	Figure v29—Firmware Version Sub-element format


This Firmware Version field contains an ASCII string identifying the version of firmware currently installed on the wireless network adaptor. This string is not null terminated.

The format for the MAC Address sub-element is shown in Figure v30.

	
	
	
	

	
	 Sub-element ID
	Length
	MAC Address

	Octets:
	1
	1
	6

	Figure v30—MAC Address Sub-element format


This MAC Address field contains the 6-octet IEEE 802 MAC address of the STA.

The format for the Manufacturer ID String sub-element is shown in Figure v31.

	
	
	
	

	
	 Sub-element ID
	Length
	ID

	Octets:
	1
	1
	variable

	Figure v31—Manufacturer ID String Sub-element format


The ID field contains an ASCII string indicating the manufacturer identifier of the wireless network adaptor. This string is not null terminated.

The format for the Manufacturer Model String sub-element is shown in Figure v32.

	
	
	
	

	
	 Sub-element ID
	Length
	Model

	Octets:
	1
	1
	variable

	Figure v32—Manufacturer Model String Sub-element format


The Model field contains an ASCII string indicating the model of the wireless network adaptor. This string is not null terminated.

The format for the Manufacturer OUI sub-element is shown in Figure v33.

	
	
	
	

	
	 Sub-element ID
	Length
	OUI

	Octets:
	1
	1
	3

	Figure v33—Manufacturer OUI Sub-element format


The OUI field contains an Organizational Unique Identification, the first 24-bits of the network connected device, which indicate the specific vendor for that device.

The format for the Manufacturer Serial Number String sub-element is shown in Figure v34.

	
	
	
	

	
	 Sub-element ID
	Length
	Serial Number

	Octets:
	1
	1
	variable

	Figure v34—Manufacturer Serial Number String Sub-element format


The Serial Number field contains an ASCII string indicating the serial number of the wireless network adaptor. This string is not null terminated.

The format for the Power Save Mode sub-element is shown in Figure v35.

	
	
	
	

	
	 Sub-element ID
	Length
	Power Save Mode

	Octets:
	1
	1
	2

	Figure v35—Power Save Mode Sub-element format


The Power Save Mode field is a bitmap field that indicates the power save mode(s) in use by the STA, as defined in Table v14. 

	Table v14—Power Save Mode definition



	Power Save Mode
	Bit

	Unknown
	0

	None
	1

	PS mode (ReceiveDTIMs=1, see 11.2.1)
	2

	PS mode (ReceiveDTIMs=0, see 11.2.1)
	3

	U-APSD (see 11.2.1.4)
	4

	S-APSD (see 11.2.1.4)
	5

	U-PSMP (see 9.16)
	6

	S-PSMP (see 9.16)
	7

	WNM-Sleep Mode (see 11.20.15)
	8

	FBMS (9.2.7.2)
	9

	TIM Broadcast (11.2.1.11a)
	10

	TFS (11.20.14)
	11

	Reserved
	12–15


The format for the Profile ID sub-element is shown in Figure v36.

	
	
	
	

	
	 Sub-element ID
	Length
	Profile ID

	Octets:
	1
	1
	1

	Figure v36—Current Profile Indication Sub-element format


The Profile ID field contains a unique identifier for referencing a configuration profile available on a device. The value of the identifier can be any arbitrary value, as long as it is uniquely associated to a single configuration profile on the device sending the identifier.

The format for the Supported Regulatory Classes sub-element is shown in Figure v37.

	
	
	
	

	
	 Sub-element ID
	Length
	Supported Regulatory Classes Element 

	Octets:
	1
	1
	variable

	Figure v37—Supported Regulatory Classes Sub-element format


The Supported Regulatory Classes Element field contains the Supported Regulatory Classes element, as defined in 7.3.2.51. 

EDITORIAL NOTE—7.3.2.51 is defined in TGy.

The format for the Status Code sub-element is shown in Figure v38.

	
	
	
	

	
	 Sub-element ID
	Length
	Status Code

	Octets:
	1
	1
	2

	Figure v38—Status Code Sub-element format


The Status Code field contains the final IEEE 802.11 Status code, as defined in Table 7-23 in 7.3.1.9, received at the end of the applicable operation.

The format for the SSID sub-element is shown in Figure v39.

	
	
	
	

	
	 Sub-element ID
	Length
	SSID 

	Octets:
	1
	1
	0 to 32

	Figure v39—SSID Sub-element format


The SSID field contains a Service Set Identifier with a maximum length of 32 octets, as defined in 7.3.2.1. 

The format for the Tx Power Capability sub-element is shown in Figure v40.

	
	
	
	
	

	
	 Sub-element ID
	Length
	Tx Power Mode
	Tx Power

	Octets:
	1
	1
	1
	variable

	Figure v40—Tx Power Capability Sub-element format


The Tx Power Mode field identifies the transmit power mode of the non-AP STA and is set to one of the values in Table v15.

	Table v15—Tx Power Modes



	Tx Power Mode
	Value

	Fixed
	0

	Automatic
	1

	Reserved
	2-255


If the Tx Power Mode field is set to Fixed then the TxPower field contains one or more Tx power levels in units of dBm, in increasing numerical order. If the Tx Power Mode field is set to Automatic, the TxPower field is two octets in length and contains the STA’s minimum and non-zero maximum TxPower levels, in that order. The TX Power Levels are encoded as 2’s complement values in dBm, rounded to the nearest integer. 

The format for the Vendor Specific sub-element is defined in 7.3.2.26.

11.20.3 Event Request and Report Procedures

11.20.3.1 Event Request and Event Report

The Event Request and Event Report frames enable network real-time diagnostics. A STA that has a value of true for the MIB attribute dot11MgmtOptionEventsEnabled is defined as a STA that supports EventReporting. A STA for which the MIB attribute dot11MgmtOptionEventsEnabled is true shall set the Event field of the Extended Capabilities element to 1. While dot11MgmtOptionEventsEnabled is true, a STA shall detect, timestamp and log all transition, RSNA, Peer-to-peer, and Syslog events.

A STA that supports Event Reporting shall only send an Event Request or Event Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities element contained a value of 1 for the Event bit in the Capabilities field. If the STA receives an Event Request frame without error and it supports the Event service, it shall respond with an Event Report frame that includes the Dialog Token that matches the one in the Event Request frame. 

Within each Event Request frame there may be zero or more Event Request elements. Each Event Request element contains a unique Event Token that identifies the element within the Event Request Frame. Each Event Report element shall contain the same Event Token that was included in the original request. 

Only a single Event Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Event Request frame with a different Dialog Token before the completing Event Report for the previous request from the requesting STA, the receiving STA shall only respond to the most recent Request frame.

Upon a BSS transition, any event requests in the latest Event Request frame shall be cancelled at the STA. Note that the STA log of events shall not be cleared as a result of BSS transitions. However, if STA moves to a different ESS or IBSS, the STA shall delete all event log entries.

All Event Report elements shall include a Status field that indicates the overall result of the event transaction. If the STA is able to return zero or more Event Report elements, then a value of Successful shall be returned. If a STA has no logged events of the requested type, it shall return an event report with no events included in the successful Event Report element. If the STA is unable to process the request at that time, a value of Fail shall be returned. If the request is unacceptable to the STA, a value of Refused shall be returned. If the STA is incapable of generating an Event Report of the type specified in the Event Request frame, the STA shall return a value of Incapable indicating that the requester should not request again.

The Event Report frame shall only be sent with an individually addressed destination address. If a non-AP STA receives an Event Request frame with a multicast destination address, it shall discard the frame. An Event Request shall only be sent from an AP to a non-AP STA. Event Request frames sent to an AP shall be discarded by the AP.

When a STA sends an Event Request frame to another STA it shall indicate the types of events requested by setting the Event Type field and shall indicate the maximum number of logged events to report by using the Event Response Limit field in each included Event Request element. If the number of available logged events of the requested type exceeds the Event Response Limit, the STA shall only report an Event Response Limit number of the most recent events. If there are no available logged events of the type specified in the Event Request frame, the STA shall send Event Report frame without any Event Report Element. The reporting STA shall send all available Event Report elements for the requested Event Type when Event Request field is not present in the Event Request element.

If the Event Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional Event Report frames until all Event Report elements have been returned to the requesting STA. Each subsequent Event Report frame and Event Report elements shall include the same Dialog Token and Event Token, respectively, that was sent in the corresponding Event Request frame. When multiple MMPDUs are required, the non-AP STA shall include complete Event Report elements and shall not fragment an element across multiple MMPDUs.

The Event Request and Report elements may contain conditions that specify events to be reported and conditions that establish event reporting when a STA experiences problems or failures. A STA sends an Event Request frame containing zero or more Event Request elements including one or more sub-elements. Sub-elements are defined for each event type. The corresponding Event Report element shall include the events that meet the specified event conditions within the current ESS or IBSS.

A STA shall not address an Event Request frame to a STA that is not a member of the same BSS or IBSS. The permitted source and destination STAs for an Event Request frame are shown in Table 79c.

	Table 79c—Allowed and Disallowed Event Request



	Service Set
	Source of Request
	Destination of Request
	Allowed

	Infrastructure BSS
	AP
	Non-AP STA
	Yes

	Infrastructure BSS
	Non-AP STA
	Non-AP STA
	No

	Infrastructure BSS
	Non-AP STA
	AP
	No

	IBSS
	Non-AP STA
	Non-AP STA
	Yes

	ESS
	AP
	AP
	No


EDITORIAL NOTE—802.11-2007 ends with Table 79. 11k adds a. 11r adds none. 11y adds none. 11n adds n53 (b). 11w adds none. 11p adds none. 11s adds none.

11.20.3.2 Transition Event Request and Report

The Transition Event report provides information on the previous transition events for a given non-AP STA. The Transition Event request and report are only permitted in the Infrastructure BSS.
Each STA  supporting the Transition Event shall detect, timestamp and log up to and including the last 5 events occurring since the STA associated to the ESS. More than 5 of the  most recent events may be logged at a STA.
Upon receipt of an Event Request frame containing an Event Request element including a Transition Event request, the non-AP STA shall respond with an Event Report frame that includes available Event Report elements within the current ESS for the Transition event type. 
If a Transition event sub-element is present in the Event Request field, the reporting non-AP STA shall include available Event Report elements that meet the specified condition for the transition event type. If no transition event sub-elements are present in the Event Request field, the reporting STA shall include all available Transition Event Report elements. A STA that encounters an unknown Sub-element ID value in a Transition Event Request frame received without error shall ignore that sub-element and shall parse remaining Event Request fields for additional information sub-elements with recognizable sub-element ID values. 

A Transition Event Report may also be sent as a report when frequent transition is detected. The Frequent transition occurs when the number of BSS transitions exceeds the indicated Frequent Transition Count Threshold within a time interval indicated by the Time Interval defined in 7.3.2.62.2.

The Transition time is defined as the time difference between the starting time and the ending time of a transition between APs, even if the transition results in remaining on the same AP. 

The starting time is one of the following items:

—
The start of a search for an AP, when the transition reason is 4 (first association to WLAN).

—
The latest time that a frame could have been transmitted on the source BSS.

—
The start of a search for an AP, after determination that a transition has failed.

The ending time is one of the following items:

—
The earliest time that a data frame can be transmitted on the target BSS, after completion of RSN, 802.1X, or other authentication and key management transmissions, when such are required by the target BSS.

—
The time that a determination is made that the transition has failed.

11.20.3.3 RSNA Event Request and Report 

The RSNA Event Report provides authentication events for a given non-AP STA. The RSNA Event Request and Report are only permitted in an Infrastructure BSS.
Each STA supporting the RSNA Event shall detect, timestamp and log up to and including the last 5 events occurring since the STA associated to the ESS. More than 5 of the  most recent events may be logged at a STA.
Upon receipt of an Event Request frame containing an Event Request element including an RSNA Event request, the non-AP STA shall respond with an Event Report frame that includes available Event Report elements within the current ESS for the RSNA event type. 
If an RSNA event sub-element is present in the Event Request field, the reporting non-AP STA shall include available Event Report elements that meet the specified condition for the RSNA event type. If no RSNA event sub-element is present in the Event Request field, the reporting STA shall include all available RSNA Event Report elements. A STA that encounters an unknown Sub-element ID value in a RSNA Event Request frame received without error shall ignore that sub-element and shall parse remaining Event Request fields for additional information sub-elements with recognizable sub-element ID values. 

11.20.3.4 Peer-to-Peer Link Event Request and Report 

The Peer-to-Peer Event Report provides peer to peer connectivity events for a given non-AP STA. Peer-to-peer link is defined here to be either the Direct Link within a QBSS or the STA to STA communication in an IBSS. A Peer-to-Peer Event occurs when a Peer-to-peer link is initiated or terminated. 
Each STA supporting the Peer-to-Peer Event shall detect, timestamp and log up to and including the last 5 events occurring since the STA associated to the ESS or IBSS.  More than 5 of the  most recent events may be logged at a STA. When a link is intiatied, a STA shall log and timestamp the peer-to-peer event without a connection time. When a peer-to-peer link is terminated, a STA shall log the peer-to-peer event including the connection time for the terminated link and shall delete from the log any intitiation event for the same peer-to-peer link. 
Upon receipt of an Event Request frame containing an Event Request element including a Peer-to-Peer Link Event request, the non-AP STA shall respond with an Event Report frame that includes available Event Report elements within the current ESS or IBSS for the Peer-to-Peer event type. When a STA includes a Peer-to-peer event report element for a link initiation, the STA shall include a connection time for the event report element which indicates the time difference from theevent timestamp to the current time.
If a Peer-to-Peer link event sub-element is present in the Event Request field, the reporting non-AP STA shall include available Event Report elements that meet the specified condition for the Peer-to-Peer event type. If no Peer-to-Peer link event sub-elements are present in the Event Request field, the reporting STA shall include all available Peer-to-Peer Event Report elements. A STA that encounters an unknown Sub-element ID value in a Peer-to-Peer Event Request frame received without error shall ignore that sub-element and shall parse remaining Event Request fields for additional information sub-elements with recognizable sub-element ID values. 

11.20.3.5 Syslog Event Request and Report 

The purpose of the Syslog Event report is to provide the AP with system event information from a STA described in vendor specific, human readable (ASCII text) form. 

A non-AP STA that supports event reporting may be queried at any time for its current set of syslog messages. The syslog messages returned by the non-AP STA may provide insight into the trouble being experienced by non-AP STA.    

Upon receipt of an Event Request frame containing an Event Request element including a Syslog Event request, the non-AP STA shall respond with an Event Report frame that includes Syslog Event Report elements. 

11.20.3.6 Vendor Specific Event Request and Report.   

The procedures for use of the Vendor Specific Event Request and Report are vendor specific and are not part of this standard.

Annex P
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