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7
Frame formats
7.3
Management frame body components
7.3.2
Information elements

7.3.2.27
Extended capabilities element
Insert the following row at the end of Table 7-35a.

Table 7-35a—Capabilities field
	Bit(s)
	Information
	Notes

	<ANA>
	SSPN Interface
	When dot11SspnInterfaceEnabled is set to TRUE, the SSPN Interface field is set to 1 to indicate the AP supports SSPN Interface service as described in 11.18.4.  When dot11SspnInterfaceEnabled is set to FALSE, the SSPN Interface is set to 0 to indicate the AP does not support support this capability.  Non-AP STAs shall set this bit to 0.

	
	
	


9
MAC Sublayer functional description

9.2
DCF
Change 9.2.7 as shown below:
9.2.7
Broadcast and group addressed MPDU transfer procedure

In the absence of a PCF, when broadcast or group addressed MPDUs are transferred from a STA with the To DS field clear, only the basic access procedure shall be used. Regardless of the length of the frame, no RTS/ CTS exchange shall be used. In addition, no ACK shall be transmitted by any of the recipients of the frame. Any broadcast or group addressed MPDUs transferred from a STA with a To DS field set shall, in addition to conforming to the basic access procedure of CSMA/CA, obey the rules for RTS/CTS exchange and the ACK procedure because the MPDU is directed to the AP. 


When dot11SspnInterfaceEnabled is true, an AP shall distribute the broadcast/group addressed message into the BSS only if dot11NonApStaAuthSourceMulticast in the dot11InterworkingEntry identified by the source MAC address of the frame is set to true. When dot11SspnInterfaceEnabled is false, the broadcast/group addressed message shall be distributed into the BSS. The STA originating the message shall receive the message as a broadcast/group addressed message. Therefore, all STAs shall filter out broadcast/group addressed messages that contain their address as the source address. 
When dot11SspnInterfaceEnabled is false, broadcast and group addressed MSDUs shall be propagated throughout the ESS. When dot11SspnInterfaceEnabled is set to true, broadcast and group addressed MSDUs shall be propagated throughout the ESS only if dot11NonApStaAuthSourceMulticast in the dot11InterworkingEntry identified by the source MAC address of the frame is set to true.
11
MLME

11.4
TS Operation

11.4.3
TSPEC construction

Change the following paragraph as indicated: 

An active TS becomes inactive following a TS deletion process initiated at either non-AP STA or HC. It also becomes inactive following a TS timeout detected at the HC, or if the HC within an AP having dot11SspnInterfaceEnabled set to TRUE determines per 11.18.5 that the non-AP STA’s TS has exceeded the transmitted MSDU limit for the access category in which the TS was admitted.. When an active TS becomes inactive, all the resources allocated for the TS are released.
11.4.4
TS setup

Change the following paragraphs as indicated: 

The SME in the HC decides whether to admit the TSPEC as specified, refuse the TSPEC, or not admit but suggest an alternative TSPEC. If the TSPEC is received from a non-AP STA by an AP having dot11SspnInterfaceEnabled set to TRUE, the HC shall use the permissions stored in the dot11InterworkingEntry for that STA in the decision to admit or deny the request as described in the following paragraph.  The SME then generates an MLME-ADDTS.response primitive containing the TSPEC and a ResultCode value. The contents of the TSPEC and Status fields contain values specified in 10.3.24.4.2.
When the HC in an AP having dot11SspnInterfaceEnabled set to TRUE receives a TSPEC, the AP shall inspect it to determine the requested access policy, user priority and mean datarate.

a) For a TS to be admitted when the requested access policy is set to EDCA, both of the following shall be true:

i) The access category shall be determined from the user priority according to Table 9-1. The bit corresponding to this access category in dot11NonApStaAuthAccessCategories from the non-AP STA’s dot11InterworkingEntry is set to 1.

ii) The sum of the mean data rate of all active TSs in this access category plus the mean data rate in the TSPEC shall be less than or equal to the non-AP STA’s dot11InterworkingEntry for dot11NonApStaAuthMaxVoiceRate, dot11NonApStaAuthMaxVideoRate, dot11NonApStaAuthMaxBestEffortRate, or dot11NonApStaAuthMaxBackgroundRate depending on whether the derived access category is voice, video, best effort or background respectively.

b) For a TS to be admitted when the requested access policy is set to HCCA, all of the following shall be true:

i) The dot11NonApStaAuthHCCA value shall be set to TRUE.

ii) The sum of the mean data rate of all active TSs having access policy set to HCCA plus the mean data rate in the TSPEC shall be less than or equal to dot11NonApStaAuthMaxHCCARate in the non-AP STA’s dot11InterworkingEntry.

iii) The delay bound which will be provided by the HC in the TSPEC response shall be less than or equal to dot11NonApStaAuthHCCADelay in the non-AP STA’s dot11InterworkingEntry.

The HC MAC transmits an ADDTS Response frame containing this TSPEC and status. The encoding of the ResultCode values to Status Code field values is defined in Table 11-2. In an AP having dot11SspnInterfaceEnabled set to TRUE, the HC shall set the dot11nonApStaAddtsResultCode in the non-AP STA’s dot11InterworkingEntry equal to the ResultCode. 

11.18
WLAN Interworking with External Networks Procedures

Change 11.18.4 as shown below:
11.18.4
Interworking Procedures: Interactions with SSPN
To provide SSPN Interface services, the IEEE 802.11 infrastructure interacts with the SSPN associated with the user of the non-AP STA either directly or via a roaming relationship. As part of setting up the layer two security association (e.g., RSN), user policies are communicated to and stored in the AP. They are used for controlling the service provision to the non-AP STA. The information from the SSPN affects the higher layer (i.e. above the MAC layer) authentication, authorization, and admission control decision at the AP. In addition, the AP collects statistic information about the non-AP STA and reports to the SSPN when requested. The SSPN may also send service provision instructions to the AP, e.g., to terminate the connection to a non-AP STA. 
It is assumed that the AP and the server in SSPN have: 

1. A trustworthy channel that can be used to exchange information, without exposure to or influence by any intermediate parties. 

2. Support for Access Control Lists (ACL’s) at each end of the channel that can be used to allow/disallow use of specific commands at the SSPN interface. 

The establishment of this secure connection between the IEEE 802.11 infrastructure and the SSPN is out of scope of this standard.

11.18.4.1
Authentication and cipher suites selection with SSPN

When accessing the Interworking Service with a SSPN, the STA shall follow the procedure defined in subclause 8.1.3 to establish the RSNA in an ESS. The non-AP STA obtains information about the AP through Beacon or Probe Response frames, or makes a more sophisticated query and selection using the GAS mechanism defined in subclause 11.18.2. 

Upon successful association, the non-AP STA initiates IEEE 802.1X (see ref [B35]) authentication, as de​fined in 8.4.6. In the Interworking case, the EAP messages are forwarded to the SSPN based on the home realm information provided by the non-AP STA. Note that the identity of the non-AP STA may be obfuscated during the process to protect location privacy. If the IEEE 802.11 infrastructure is unable to forward the EAP message, the AP shall disassociate the non-AP STA with Reason Code “Disassociated because lack of SSP roaming agreement to SSPN”.

In addition to the EAP messages, the IEEE 802.11 infrastructure also provides extra information regarding the non-AP STA to the SSPN as defined in T.3.1, e.g., the Cipher Suite supported by non-AP STA, non-AP STA location information, etc. Such information is necessary for the SSPN to make authentication and ser​vice provisioning decisions.

In the Interworking Service, the SSPN uses more information than is carried over EAP to decide on the au​thentication result. The SSPN may reject a connection if the cipher suites supported by non-AP STA does not meet its security requirements. The SME of the AP shall invoke a disassociation procedure as defined in 11.3.2.7 by issuing the MLME-DISASSOCIATE.request primitive. The AP disassociates the corresponding non-AP STA with Reason Code “Requested service rejected because of SSPN cipher suite requirement”.

The SSPN may reject the association request based on the location of the non-AP STA, e.g., if the non-AP STA is located in a forbidden zone. The SME of the AP shall invoke a disassociation procedure as defined in 11.3.2.7 by issuing the MLME-DISASSOCIATE.request primitive. The AP disassociates the corresponding non-AP STA with Reason Code “Requested service not authorized in this location”. 

11.18.4.2
Reporting and Session Control with SSPN

An AP with dot11SspnInterfaceEnabled set to true shall create a dot11InterworkingEntry for each STA that successfully associates.  Permissions received from the SSPN for each associated STA shall be populated into the table; if no permissions are received from the SSPN for a particular STA, then the default permissions or an AP’s locally defined policy may be used for that STA’s dot11InterworkingEntry. If the AP’s local policy is more restrictive than an object’s permission value received from the SSPN Interface, then the AP’s local policy may be enforced instead. 
An AP with dot11SspnInterfaceEnabled set to true shall delete the dot11InterworkingEntry for a STA when it disassociates from the BSS. 

An AP with dot11SspnInterfaceEnabled set to true shall enforce the dot11InterworkingEntry limits for a particular non-AP STA by comparing the values of octet counters to authorized access limits:

· dot11NonApStaVoiceOctetCount is compared to dot11NonApStaAuthMaxVoiceOctetCount. When the value of the authorized maximum octet count is exceeded, if the ACM bit for AC_VO is set to 1 then the HC shall delete all admitted TSs on this access category and deny all subsequent ADDTS request frames with TID=6 or 7, or if the ACM bit for AC_VO is set to 0 then the non-AP STA shall be disassociated.

· dot11NonApStaVideoOctetCount is compared to dot11NonApStaAuthMaxVideoOctetCount. When the value of the authorized maximum octet count is exceeded, if the ACM bit for AC_VI is set to 1 then the HC shall delete all admitted TSs on this access category and deny all subsequent ADDTS request frames with TID=4 or 5, or if the ACM bit for AC_VI is set to 0 then the non-AP STA shall be disassociated.

· dot11NonApStaBestEffortOctetCount is compared to dot11NonApStaAuthMaxBestEffortOctetCount. When the value of the authorized maximum octet count is exceeded, if the ACM bit for AC_BE is set to 1 then the HC shall delete all admitted TSs on this access category and deny all subsequent ADDTS request frames with TID=0 or 3, or if the ACM bit for AC_BE is set to 0 then the non-AP STA shall be disassociated.

· dot11NonApStaBackgroundOctetCount is compared to dot11NonApStaAuthMaxBackgroundOctetCount. When the value of the authorized maximum octet count is exceeded, if the ACM bit for AC_BK is set to 1 then the HC shall delete all admitted TSs on this access category and deny all subsequent ADDTS request frames with TID=1 or 2, or if the ACM bit for AC_BK is set to 0 then the non-AP STA shall be disassociated.

· dot11NonApStaHCCAOctetCount is compared to dot11NonApStaAuthMaxHCCAOctetCount. When the value of the authorized maximum octet count is exceeded, then the HC shall delete all admitted TSs with access policy = HCCA or HEMM and deny all subsequent ADDTS request frames with access policy = HCCA or HEMM.

· The sum of dot11NonApStaVoiceOctetCount, dot11NonApStaVideoOctetCount, dot11NonApStaBestEffortOctetCount, dot11NonApStaAuthMaxBackgroundOctetCount, and dot11NonApStaHCCAOctetCount is compared to dot11NonApStaAuthMaxTotalOctetCount. When the value of the authorized maximum octet count is exceeded, the non-AP STA shall be disassociated.

When a non-AP STA has exceeded the resource limits listed above, the AP shall terminate the connection. The AP SME invokes the disassociation procedure defined in 11.3.2.7 by issuing an MLME-DISASSOCIATE.request with the reason code “Authorized Access Limit Reached”.
Insert the following text as shown below:

Annex D

Other amendments are also making changes in Dot11StationConfigEntry. It will be aligned.
Dot11StationConfigEntry::=

SEQUENCE {
dot11StationID 


MacAddress,


dot11MediumOccupancyLimit 


INTEGER,


dot11CFPollable 


TruthValue,


dot11CFPPeriod 


INTEGER,


dot11CFPMaxDuration 


INTEGER,


dot11AuthenticationResponseTimeOut 


Unsigned32,


dot11PrivacyOptionImplemented 


TruthValue,


dot11PowerManagementMode 


INTEGER,


dot11DesiredSSID 


OCTET STRING,


dot11DesiredBSSType 


INTEGER,


dot11OperationalRateSet 


OCTET STRING,


dot11BeaconPeriod 


INTEGER,


dot11DTIMPeriod 


INTEGER,


dot11AssociationResponseTimeOut 


Unsigned32,


dot11DisassociateReason 


INTEGER,


dot11DisassociateStation 


MacAddress,


dot11DeauthenticateReason 


INTEGER,


dot11DeauthenticateStation 


MacAddress,


dot11AuthenticateFailStatus 


INTEGER,


dot11AuthenticateFailStation 


MacAddress,


dot11MultiDomainCapabilityImplemented 


TruthValue,


dot11MultiDomainCapabilityEnabled 


TruthValue,


dot11CountryString 


OCTET STRING,


dot11SpectrumManagementImplemented 


TruthValue,


dot11SpectrumManagementRequired 


TruthValue,


dot11RSNAOptionImplemented 


TruthValue,


dot11RSNAPreauthenticationImplemented 


TruthValue,


dot11RegulatoryClassesImplemented 


TruthValue,


dot11RegulatoryClassesRequired 


TruthValue,


dot11QosOptionImplemented 


TruthValue,


dot11ImmediateBlockAckOptionImplemented 


TruthValue,


dot11DelayedBlockAckOptionImplemented 


TruthValue,


dot11DirectOptionImplemented 


TruthValue,


dot11APSDOptionImplemented 


TruthValue,


dot11QAckOptionImplemented 


TruthValue,


dot11QBSSLoadOptionImplemented 


TruthValue,


dot11QueueRequestOptionImplemented 


TruthValue,


dot11TXOPRequestOptionImplemented 


TruthValue,


dot11MoreDataAckOptionImplemented 


TruthValue,


dot11AssociateinNQBSS 


TruthValue,


dot11DLSAllowedInQBSS 


TruthValue,


dot11DLSAllowed 


TruthValue,


dot11InterworkingServiceImplemented 


TruthValue,


dot11InterworkingServiceEnabled 


TruthValue,


dot11QosmapImplemented 


TruthValue,


dot11QosmapEnabled 


TruthValue,


dot11EbrImplemented 


TruthValue,


dot11EbrEnabled 


TruthValue,


dot11SspnInterfaceImplemented 


TruthValue,


dot11SspnInterfaceEnabled 


TruthValue,


dot11ESNetwork 


TruthValue


}

dot11SspnInterfaceImplemented OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION




“This attribute when TRUE, indicates the AP is capable of




SSPN Interface service. When this is set to FALSE, 




the STA does not implement SSPN Interface Service.  This 




object is not used by non-AP STAs. The default value of 



this attribute is FALSE.”



DEFVAL (FALSE)



::= {dot11StationConfigEntry <ANA>}

dot11SspnInterfaceEnabled OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION




“This attribute, when TRUE, indicates the capability of the 




AP to provide SSPN Interface service is enabled.  The 



capability is disabled, otherwise.  The default value of this 




attribute is FALSE.”



DEFVAL (FALSE)



::= {dot11StationConfigEntry <ANA+1>}




Abstract


This proposal breaks out the SSPN interface functionality from Interworking Service by providing separate MIB variables, dot11SspnInterfaceImplemented and dot11SspnInterfaceEnabled, to enable the feature.  There is also a separate capability bit in the Extended Capabilities element for SSPN Interface service.





In addition, the submission resolves the following CIDs: 427, and 820 and 905.





The differences from 11-08/1106r0 version are only the changes made to clause 11.4.








This document is based on 802.11u-d3.01.











Submission
page 1
Dave Stephenson, Cisco

