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Introduction

Interpretation of a Motion to Adopt

A motion to approve this submission means that the editing instructions and any changed or added material are actioned in the TGn Draft.  This introduction, is not part of the adopted material.

Editing instructions formatted like this are intended to be copied into the TGn Draft (i.e. they are instructions to the 802.11 editor on how to merge the TGn amendment with the baseline documents).

TGn Editor:  Editing instructions preceded by “TGn Editor” are instructions to the TGn editor to modify existing material in the TGn draft.   As a result of adopting the changes, the TGn editor will execute the instructions rather than copy them to the TGn Draft.
TGn Editor: Please delete all those indicating the related CID as "(# XXXX)" after appropriate time.

Summission Note: Notes to the reader of this submission are not part of the motion to adopt.  These notes are there to clarify or provide context.
9148 (C) 
CID 9148
	CID
	Page
	Clause
	Comment
	Proposed change

	9148
	10.00
	6.1.5
	A hacker can transmit a captured and replayed packets with advanced SN without modification to cause a DoS.

This is carried from CID 8076 in LB129 and CID 6233 in LB124. The issue remains unaddressed and the comment was rejected on the same basis for CID 8075 in LB129.  We will work with TGn for a solution.
	Specify a  "Replay Detection" mechanism before "Block ACK Reordering" to prevent such a DoS.  Will work with TGn on a proposal for this.


Proposed Resolution: Counter

For reference, see 11-08/1021r1.
Discussion for CID 9148: 

For reference, see 11-08/1021r1.

Edits for CID 9148: 

7.3.2.25.3 RSN Capabilities
TGn Editor:
 Replace Figure 7-74 with (the change being the addition of B12 as the PBAC and reassigning the Reserved bits as being B13-B15):


B8             B9                B10                        B11                B12         B13   B15
	Reserved
	PeerKey

Enabled
	SPP A-MSDU Capable
	SPP A-MSDU Required
	PBAC


	Reserved


Insert the following list iterm after Iterm “Bit 11” on page 63:

· Bit 12: Protected Block Ack Agreement Capable (PBAC). A STA sets the PBAC subfield of RSN Capabilities field to 1 to indicate it supports PBAC. Otherwise this subfield is set to 0.
Change list item “ Bit 8 and 10-15” as follows:
· Bit 8 and 1213-15: Reserved. The remaining subfields of the RSN Capabilities field are reserved and shall be set to 0 on transmission and ignored on reception.
7.4.4 Block Ack Action frame details

Change the first paragraph of 7.4.4 as follows:

The ADDBA frames are used to set up or modify Block Ack for a specific TC or TS.  The Action field value associated with each frame format within the Block Ack category are defined in Table 7-54.
Add the following subclasue 9.10.9
9.10.9 Protected Block Ack Agreement
A STA defines support for a protected Block Ack agreement by setting the MFPC, MFPR and PBAC RSN Capabilities subfields to 1.  This section describes the behavior for when a STA has successfully negotiated protection of a Block Ack agreement.
A PBAC STA may choose to associate with a non-PBAC STA if dot11RSNAPBACRequired is set to 0; otherwise it shall only associate to PBAC enabled STAs.  If a PBAC STA is communicating with a non-PBAC STA, it shall follow the rules for an uprotected BA agreement.

In the following description, a hole in the receiver reordering buffer refers to one or more sequence numbers starting at WinStart that have not been received correctly by the receiver.
A STA that has successfully negotiated PBAC shall follow the following rules as a Block Ack originator:
- the STA shall not transmit a BAR which causes the WinStart at the receiver to jump over a hole

- the STA shall use a Robust Management ADDBA request action frame if it needs to move the WinStart at the receiver to jump over a hole

A STA that has successfully negotiated PBAC shall follow the following rules as a Block Ack recipient:
- the receiving STA shall respond to a BAR from a PBAC enabled originator with a BA and ignore only update the WinStart value if the Block Ack Starting Sequence Control field does not cause a hole in the receiver reordering buffer. 
- upon receipt of a valid Robust Management ADDBA request action frame for an established Block Ack agreement whose TID and Transmitter, the STA shall update its WinStart based on the Starting Sequence number in the Robust Management ADDBA request frame. 

Annex D

TGn Editor: add a comma (e.g. “,” to the dot11HighThroughputOptionImplemented “TruthValue”) and append as the last value to the Dot11StationConfigEntry table the following:
Dot11RSNAPBACRequired

TruthValue
Insert the following element to the end of the dot11StationConfigTable element definitions as the last entry (e.g. after dot11HightThroughputOptionImplemented):

dot11RSNAProtectedManagementFramesEnabled


OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION


"This variable indicates whether or not this STA Protects Block Ack agreements."



DEFAULT { FALSE }



::= { dot11StationConfigEntry <ANA>}

References:

[1] Draft P802.11n_D6.00.pdf 
[2] Draft P802.11w_D6.0.pdf



Abstract


This document contains proposed changes to the IEEE P802.11n Draft to address the following LB134 comments:


9148





The changes marked in this document are based on TGn Draft version 6.00.
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