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Background

This contribution provides updated texts for supporting PREQ ID in PREQ processing and fix bug in destination sequence number update.

The following is normative text proposed as an amendment to P802.11s/D2.01.

Update Clause 11B.9.4.2  as follows:

· Destination Sequence Number (DSN)

The DSN is included in the RANN, PREQ or PREP information elements. The DSN is updated whenever an MP receives new (i.e. not stale) information about the sequence number from a PREQ, PREP or PERR that may be received related to that destination MP.  HWMP depends on each MP in the network to own and maintain its destination sequence number to guarantee the loop-freedom of all paths towards that MP. A destination MP increments its own sequence number in two circumstances:

· Immediately before an MP originates a path discovery, it shall increment its own sequence number. This prevents conflicts with previously established reverse paths towards the originator of a PREQ.

· Immediately before a destination MP originates a PREP in response to a PREQ, it shall update its own sequence number to the maximum of its current sequence number and the destination sequence number in the PREQ plus 1.

Sequence numbers are processed as follows:

· Sequence numbers are incremented as unsigned integers. 

· When checking the freshness of received path information, the receiving MP compares its value of the stored sequence number with that in the incoming HWMP element using signed 32-bit arithmetic. This is necessary to assure correct results if the sequence number rolls over (changes to zero). If the result of subtracting the stored sequence number from the incoming sequence number is less than zero, then the information in the HWMP element is stale and shall not be processed.

In general, when an MP receives an information element with a DSN that is less than the last received DSN for that originator, it discards the received information element. If they are the same, the outcome (information element processed or not) depends on the type of the information element and some additional conditions. These cases are noted in the applicable information element descriptions.

The only other circumstance in which an MP may change the destination sequence number in one of its forwarding information entries is in response to a lost or expired link to the next hop towards that destination MP. The MP determines which destinations use a particular next hop by consulting its forwarding information. In this case, for each destination that uses the next hop, the MP increments the sequence number and marks the path as invalid (see also 11B.9.7). Whenever any forwarding information containing a sequence number at least equal to the recorded sequence number for an affected destination is received by an MP that has marked that forwarding information as invalid, the MP shall update its forwarding information according to the information contained in the update.

An MP may change the sequence number in the forwarding information of a destination MP if the link to the Next Hop MP towards the destination MP breaks.

Update Clause 11B.9.5.2 as follows:

· Conditions for generating and sending a PREQ

When an STA implements support for one or more of the procedures described in this clause, it shall set dot11MeshEnabled attribute to true. 

An MP shall send a PREQ element in a PREQ frame in the following cases:

Case A: Original Transmission (Path Discovery)

All of the following applies: 

· The MP needs to establish an on-demand path to one or more destination MPs or the proxy of a given destination for which there is no ongoing path discovery initiated by this MP.

· The MP has not sent a PREQ element less than dot11MeshHWMPpreqMinInterval TUs ago. If this is the case, the transmission of the PREQ has to be postponed until this condition becomes true.

· The MP has not made more than (dot11MeshHWMPmaxPREQretries – 1) repeated attempts at path discovery towards the destination of the PREQ.

The content of a PREQ element in Case A shall be as shown in Table s61.

	· Content of a PREQ element in Case A 

	Field
	Value

	ID
	Value given in Table 7-26 for the PREQ element

	Length
	27 + N*11

	Flags
	Bit 0: 0 (no portal role) 

Bit 1: 0 (broadcast)

Bit 2: 0 (no proactive PREP applicable)

Bit 3 – 5: Reserved

Bit 6: Address Extension (AE) (1=if (destination_count=1 and proxied address present), 0=otherwise)

Bit 7: Reserved

	Hop Count

	0

	Time to Live
	Maximum number of hops allowed for this information element, e.g.,  HWMP_NET_DIAMETER.

	PREQ ID
	Previous PREQ ID + 1

	Originator Address
	MAC address of the originator of the PREQ

	Originator’s Destination Sequence Number
	Previous Originator DSN + 1. See Note 2

	Proxied Address
	Present only if Bit 6 in Flags = 1. This value is set to the proxied address which is the source of the frame.

	Lifetime
	The time for which MPs receiving the PREQ consider the forwarding information to be valid, e.g. dot11MeshHWMPactivePathTimeout.

	Metric
	Initial value of active path selection metric

	Destination Count
	(N)

	Per Destination Flags
	The DO flag is set to dot11MeshHWMPDestinationOnly and the RF flag is set to dot11MeshHWMPReplyAndForward

	Destination Address
	MAC address of requested destination

	Field
	Value

	Destination Sequence Number
	The Destination destination sequence number from the forwarding information (see11B.9.4.4 Forwarding information).


Case B:
Original Transmission (Path Maintenance) (optional implementation enhancement)

All of the following applies:

· the MP has a path to a given destination that is not a Root MP

· the last PREQ to this destination was sent dot11MeshHWMPmaintenanceInterval TUs (or more) ago.

The content of a PREQ in Case B shall be as shown in Table s62.

	· Content of a PREQ element in Case B

	Field
	Value
	

	ID
	Value given in Table 7-26 for the PREQ element
	

	Length
	As required
	

	Flags
	Bit 0: 0 (no portal role) 

Bit 1: 0 (broadcast)

Bit 2: 0 (no proactive PREP applicable)

Bit 3 – 5: Reserved
Bit 6: 0 (no address extension)

Bit 7: Reserved
	

	Hop Count

	0
	

	Time to Live
	Maximum number of hops allowed for this information element = HWMP_NET_DIAMETER.
	

	PREQ ID
	Previous PREQ ID +1
	

	Originator Address
	MAC address of the originator of the PREQ
	

	Originator’s Destination Sequence Number
	Originator DSN + 1. See Note 2 under Case A.
	

	Lifetime
	The time for which MPs receiving the PREQ consider the forwarding information to be valid, e.g. dot11MeshHWMPactiveRootTimeout.
	

	Metric
	Initial value of active path selection metric
	

	Destination Count
	N
	

	Per Destination Flags
	
	DO flag = 1

RF flag = 0

	Destination Address
	
	MAC Address of destination

	Destination Sequence Number
	
	The latest destination sequence number for this destination known to the originator


Case C: Root Path Confirmation.

All of the following applies:

· the MP has received a RANN from a root MP and does have a path to a root MP 

· the MP has a path to a root MP and the last PREQ to the root MP was sent dot11MeshHWMPconfirmationInterval TUs (or more) ago.

The content of a PREQ element in Case C shall be as shown in Table s63.

	· Content of a PREQ element in Case C

	Field
	Value
	

	ID
	Value given in Table 7-26 for the PREQ element
	

	Length
	As required
	

	Flags
	Bit 0: 0 (no portal role) 

Bit 1: 1 (individually addressed)

Bit 2: 0 (no proactive PREP applicable)

Bit 3 – 5: Reserved

Bit 6: 0 (no address extension)

Bit 7: Reserved
	

	Hop Count

	0
	

	Time to Live
	1
	

	PREQ ID
	Not used
	

	Originator Address
	MAC address of the originator of the PREQ
	

	Originator’s Destination Sequence Number
	Originator DSN + 1. See Note 2 under Case A.
	

	Lifetime
	The time for which MPs receiving the PREQ consider the forwarding information to be valid, e.g. HWMP_ACTIVE_ROOT_TIMEOUT.

	Metric
	Initial value of active path selection metric
	

	Destination Count
	1
	

	Per Destination Flags
	DO flag = 1, 

RF flag = 0
	

	Destination Address
	Root MP MAC Address
	

	Destination Sequence Number
	The latest destination sequence number for this destination known to the originator
	


Case D:
PREQ Forwarding


Case D1 (destination count = 1, no PREP generation):  


All of the following applies:

· the MP has received and accepted a PREQ – See 11B.9.5.3.1
· Destination_count = 1

· the MP is not the destination of the PREQ OR the destination of the PREQ is the MAC broadcast address (all 1’s)

· the MP is not the proxy of the destination address

· the MP has no valid forwarding information for the requested destination

· [Destination Only flag of the destination in the PREQ is ON (DO = 1)] 
OR
[{Destination Only flag of the destination in the PREQ is OFF (DO = 0)} AND {MP has no active forwarding information for the requested destination preq.destination_address}]

The content of a PREQ element in Case D1 shall be as shown in Table s64.

	· Content of a PREQ element in Case D1

	Field
	Value
	

	ID
	Value given in Table 7-26 for the PREQ element
	

	Length
	37
	

	Flags
	As received 
	

	Hop Count

	As received + 1
	

	Time to Live
	As received – 1
	

	PREQ ID
	As received
	

	Originator Address
	As received
	

	Originator’s Sequence Number
	As received
	

	Proxied Address
	As received. This field is only present if Bit 6 of the Flags field (AE flag) is set to 1.
	

	Lifetime
	As received
	

	Metric
	As receivedown metric toward transmitter of received PREQ
	

	Destination Count
	1
	

	Per Destination flags #1
	As received
	

	Destination MAC address #1
	As received
	

	Destination Sequence Number #1
	The bigger one of the received Destination sequence number and the Destination destination sequence number from the forwarding information (see11B.9.4.4 Forwarding information).
	



Case D2 (destination count = 1, PREP generation as intermediate MP):  


All of the following applies:

· the MP has received and accepted a PREQ – See 11B.9.5.3.1
· preq.destination_count = 1

· the MP is not the destination of the PREQ

· the MP has active forwarding information for the requested destination preq.destination_address

· Destination Only flag of the destination in the PREQ is OFF (DO = 0)

· Reply and Forward flag of the destination in the PREQ is ON (RF = 1)

The contents of a PREQ element in Case D2 shall be as shown in Table s65.
	· Contents of a PREQ element in Case D2

	Field
	Value
	

	ID
	Value given in Table 7-26 for the PREQ element
	

	Length
	37
	

	Flags
	As received 
	

	Hop Count

	As received + 1
	

	Time to Live
	As received – 1
	

	PREQ ID
	As received
	

	Originator Address
	As received
	

	Originator’s Sequence Number
	As received
	

	Proxied Address
	As received. This field is only present if Bit 6 of the Flags field (AE flag) is set to 1.
	

	Lifetime
	As received
	

	Metric
	As receivedown metric toward transmitter of received PREQ
	

	Destination Count
	1
	

	Per Destination flags #1
	Bit 0 (DO): 1 (set to 1 before forwarding because MP sent a PREP)
Bit 1 (RF):  As received
	

	Destination MAC address #1
	As received
	

	Destination Sequence Number #1
	The bigger one of the received Destination sequence number and the Destination destination sequence number from the forwarding information (see11B.9.4.4 Forwarding information).
	


Case D3 (destination count > 1): All of the following applies

· the MP has received and accepted a PREQ – See 11B.9.5.3.1
· there is at least one requested destination left after processing the PREQ according to 11B.9.5.3.

The contents of a PREQ element in Case D3 shall be as shown in Table s66.

	· Contents of a PREQ element in Case D3 

	Field
	Value
	

	ID
	Value given in Table 7-26 for the PREQ element
	

	Length
	26 + N * 11
	

	Flags
	As received 
	

	Hop Count

	As received + 1
	

	Time to Live
	As received – 1
	

	PREQ ID
	As received
	

	Originator Address
	As received
	

	Originator’s Sequence Number
	As received
	

	Lifetime
	As received
	

	Metric
	As receivedown metric toward the transmitter of the received PREQ
	

	Field
	Value
	

	Per Destination Flags #A
	As received
	

	Destination MAC address #A
	As received
	

	Destination Sequence Number #A 
	The bigger one of the received Destination sequence number and the Destination destination sequence number from the forwarding information (see11B.9.4.4 Forwarding information).
	

	Per Destination Flags #B
	Bit 0 (DO): 1 (set to 1 because MP sent PREP)
Bit 1 (RF): As received
	

	Destination MAC address #B
	As received
	

	Destination Sequence Number #B
	The bigger one of the received Destination sequence number and the Destination destination sequence number from the forwarding information (see11B.9.4.4 Forwarding information).
	


For the per destination fields (per destination flags, destination MAC address, destination sequence number) assume the following:

· destination #A: If destination A would have been the only requested destination, it would generate a PREQ for forwarding according to case D1.

· destination #B: If destination B would have been the only requested destination, it would generate a PREQ for forwarding according to case D2.

Case E:
Proactive PREQ (original transmission)


All of the following applies: 

· The Root MP is configured to send proactive root PREQs 

· The Root Announcement interval has expired

The contents of a PREQ in Case E shall be as shown in Table s67.

	· Contents of a PREQ in Case E 

	Field
	Value
	

	ID
	Value given in Table 7-26 for the PREQ element
	

	Length
	37
	

	Flags
	Bit 0: As needed (portal role) 

Bit 1: 0 (broadcast)

Bit 2: As needed (proactive PREP)

Bit 3 – 5: Reserved

Bit 6: 0 (no address extension)

Bit 7: Reserved
	

	Hop Count

	0
	

	Time to Live
	Maximum number of hops allowed for this information element, e.g. HWMP_NET_DIAMETER.
	

	PREQ ID
	Previous PREQ ID + 1
	

	Originator Address
	root MP MAC address
	

	Field
	Value
	

	Originator’s Destination Sequence Number
	Previous DSN of root MP + 1
	

	Lifetime
	dot11MeshHWMPpathToRootInterval
	

	Metric
	Initial value of active path selection metric
	

	Destination Count
	1
	

	Per Destination Flags
	DO = 1, 

RF = 1
	

	Destination Address
	Broadcast address
	

	Destination Sequence Number
	0
	


Update Clause 11B.9.5.3.1 as follows:

· Acceptance criteria

The PREQ element shall not be accepted (and shall not be processed as described in 11B.9.5.3.2) if any of the following is true:

· The Originator DSN < previous Originator DSN 

· (DSN = previous DSN) AND (PREQ ID of the originator is not the first time to be received) AND (updated path metric is worse than previous path metric)

· (the destination address of the PREQ is neither the recipient MAC address nor a MAC address proxied by the recipient) AND (dot11MeshForwarding is set to 0)

Otherwise, the PREQ information element is accepted.

See also 11B.9.4: General rules for message processing
Update Clause 11B.9.5.3.2 as follows:

· Effect of receipt

The following applies only to a PREQ element that was accepted according to the acceptance criteria in 11B.9.5.3.1:

· The receiving MP shall record the PREQ ID, the Originator Address, and entries for each destination MAC Address and DSN

· The receiving MP shall update the active forwarding information it maintains for the originator and previous hop MPs of the PREQ (see 11B.9.4.5) if the originator DSN in PREQ is larger than the previous originator DSN or the the originator DSN in PREQ is equal to the previous originator DSN and updated pth metric is better than the previous path metric.
· If the MP is addressed by the PREQ or is the proxy of the destination MAC address it shall initiate the transmission of a PREP to the originator (11B.9.6.2 Case A). If the PREQ carries a proxied address (indicated by the AE flag), the MP shall update its proxy information with the proxied address and set the PREQ originator address as the corresponding proxy.

· If step 3 was not applicable for the MP and the AE flag in the PREQ is set to 1, the MP may update its proxy information with the proxied address and set the PREQ originator address as the corresponding proxy.

· If the MP has valid forwarding information to any of the requested destinations and the DO flag for such a destination is OFF (DO=0), it initiates the transmission of a PREP to each of these destinations (see 11B.9.6.2 Case A)

· If there are destinations in the PREQ that have been not processed in steps 3 or 4 or that have been processed in step 4 but the corresponding Reply and Forward Flag is ON (RF = 1), the receiving MP shall forward the PREQ as defined in 11B.9.5.2, Case D.

· If the MP is initiating a PREP transmission on behalf of another destination (intermediate reply), it should update its forwarding information by placing the last hop MP (from which it received the PREQ) into the precursor list for the forward path entry for the destination. In addition, this intermediate MP also updates its forwarding information for the MP originating the PREQ by placing the next hop toward the destination in the precursor list for the reverse path entry.
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