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Comments about IEEE 802.1af

'Network discovery' tends to be an overloaded term. So far as 802.1-X-rev goes there are two parts to this, neither of which mya have much to do with 'bootstrapping' depending on what you mean by 'bootstrapping':

Part 1. For its purposes the point is that no preconfiguration should be necessary to getting secure connectivity to a device (beyond the device having suitable credentials etc.). In its simplest form this means use a multicast address with suitable "scope", where "scope" may or may not be a long discussion depending on how familiar you are with the use of address scoping in bridges in general. Beyond that the format of the multicast addressed packets contains a 'CKN', basically a master key identifer, so that devices 'discovered' by the multicast know whether they are capable of joining the secure connectivity association associated with that key.

So the upshot of Part 1 might be stated that P802.1af, to do its job, has to have elements of discovering potential participants (in secure connectivity associations) that are are attached to the network. Whether that adds up to 'network discovery' or not depends on what network discovery means.

Part 2. The second part is that a potential participant attached to a network and not yet in possesion of the key mentionned above has to have a way of deciding what credentials to present in protocols such as EAP, and in some case may want to guid the choice of the service being authenticated in ways that go beyond what is convenient to say in EAP. In some senses this is a richer version of what gets crammed into the 802.11 view of 'network', i.e. BSS (if I have my terminology right).

See P802.1X-rev-d2.5, particularly clause 12 for part 2 above, at:

http://www.ieee802.org/1/files/private/x-REV-drafts/d2/802-1X-rev-d2-5.pdf



Abstract


Comments received from Mick Seaman (IEEE 802.1af) on 8th July 2008





Please note these comments do not form part of an official liaison
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