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Comments about IEEE 802.1af
Question: The i3 document states that the definition of the LIS is out of scope, as it is to be defined within the access network.

However, it appears to us (from an IEEE 802.11u point of view), that the LIS entity is something within which various IETF protocols operate (e.g. LoST and other ECRIT protocols). Our concern here is that the IETF defines protocols, as opposed to boxes and therefore in an IEEE 802.11 environment, should IEEE 802.11 also define the LIS itself?
[Martin] The i3 specification states that the LIS is out of scope for two key reasons. The first is that the client protocols (the so-called Location Configuration Protocols, e.g. HELD and DHCP) are already identified in the IETF-ECRIT guidelines and already specified by other than NENA. The second is that on the “non-visible” side of the LIS there is the method used by specific access network technologies to actually determine location. For 802.11 there are likely a number of appropriate methods for location-determination, including the “cell-based location equivalent” of returning the nominal area of coverage of the serving access point but also going on to more sophisticated techniques such as radio fingerprinting and/or the use of timing measurements. The use of these methods is the responsibility of the LIS but NENA does not assume to dictate how a network operator actually does it – as long as reliable location information is forthcoming.

With respect to this location determination side of the LIS, the NGES working group of ESIF within ATIS are developing an ANSI standard that defines the protocol support for access networks to send appropriate measurements for location determination to a LIS. Since it pre-defines all the messaging semantics and session control functionality, all that is required of a network technology forum is to define a simple XML document that encapsulates the measurement parameters that are relevant for that technology. This creates a common language for LIS implementers and access equipment implementers to interoperate for location determination. A liaison from ATISdescribing this work is imminent and 802.11 can expect to receive that communication shortly.

2)  There appear to be several lists of various definitions, defined in separate places in the i3 document, for example on pages 27 and 34.  We think it may be easier to read the document, if all these definitions were collected in one place. 

[Martin] This is editorial feedback and is best provided directly to NENA and Brian Rosen who is the editor of the document.

3) On page 39 of the i3 document, it is stated that LoST  (reference 61) defines how the terminal learns the local emergency number. Within IEEE 802.11u we have defined an alternative mechanism which does this based on a Generic Advertisement Service, which is currently unique to IEEE 802.11.  Our concern here is that IEEE 802.11 does not conform to NENA i3 document. 

[Martin] That is a valid concern and IEEE are encouraged to understand and seek compatibility with i3 and IETF/ECRIT. The goal of NENA, and IETF where the LoST functionality is defined, is that the emergency service procedures and protocols be access technology independent. Hence, HELD is an IP protocol for a location service that is the same regardless of the kind of access (WiFi, WiMAX, LTE, DSL, Cable, Ethernet, etc..) and, similarly, LoST is an IP service that exists in the network independent of the physical technology. It is useful to consider a service such as DNS and to recognize that it would be similarly inappropriate to have the domain name service implemented differently depending on the access technology. A simple illustration of the problem of making the emergency URI discovery dependent on the physical access is that a WiFi access point on a residential LAN connected to the Internet via DSL does not have a reasonable/reliable way to learn that number itself. It could use the LoST discovery process but that is superfluous since the connected devices that want to make the emergency call can do that themselves. Further, it should be noted that this standardised capability at the IP layer removes the burden from the layer two technology forum to standardize this sort of functionality at all. It greatly simplifies the responsibility of the network technology standard; it simply needs to ensure that it doesn’t do anything to prevent the use of LoST and HELD which – since they are application protocols above layer 3 – should not be a problem.

4) On page 43 of the i3 document, it reads: 

"This is used by the endpoint or proxy to determine what is an emergency call. LoST also is used for the LVF. If a route exists for a proffered location, that location is a valid location, and thus LoST can report which locations are valid, using the same database as the routing function." 

which may cause IEEE 802.11 problems, as unauthenicated call will have no route in place, due to the lack of an IP address.  Our concern is that the location of such a call would be deemed to be invalid. 

Furthermore, the i2 document in section 3.7, implies that the integrity and validity of the location is the burden of the LIS opertor. Again this cannot apply to unauthenticated WLAN emergency services. 

[Martin] First of all, LVF is the “Location Validation Function” and the “Location Validation” process is one which occurs as part of setting up the data in the LIS in anticipation of providing location information to clients. That is, it is a way for a LIS operator to check that they have correctly formatted and have recognizable data in the civic address information that they provision into their LIS. Using the LoST server as an LVF is a way to confirm that the location data stored in a LIS will actually result in a successful route determination when it is later given to a calling device and used for that purpose. Given this perspective, it should be recognized that the validation step occurs “off line” from the perspective of actual end user devices and it is not relevant in the context of “unauthenticated access”.

With respect to the general question of unauthenticated access, it needs to be recognized that a VoIP call cannot be made without the underlying capability of IP networking being established. Considering the question of authentication on Wireless LANs generally, it is typically necessary to connect and configure a WiFi device before any sort of authentication can be done – e.g. a hotspot network that configures the device with an IP address but restricts all access to the web portal until authentication is accomplished. This sort of “gating” function is appropriate for unauthenticated control – that is, the network limits the access of the device until authentication is achieved. To support “unauthenticated emergency access” in an i3 scenario, then, all that is required is to include access to the LIS and LoST service (simple layer 3 and/or 4 filter) and SIP access to the PSAP URI (ditto) as part of this restricted access.

If 802.11 are defining lower level authentication mechanisms (e.g. credential exchange in the layer 2 protocol including the possible use of hard tokens such as SIM cards), then this should not change the basic approach. In order to support unauthenticated access, IP access is still necessary (or a call would not be possible in the first place) and it is really a case of limiting that IP access in the absence of authentication. This would allow any attached WiFi device to locate the appropriate PSAP and to initiate an emergency call with it; that is, it would be the equivalent of a SIMless call made on a cellular phone today. It should be noted that i3 also supports the scenario(s) where the emergency call is mediated by a VoIP provider rather than being direct. Depending on the jurisdiction, this may not be required for unauthenticated devices but, if it is, then the filtering would have to open up the access to support calls made that way (though a strong argument can be made that this is an unrealistic burden on the access operator). It is strongly suggested that trying to perform specific emergency call signalling and control at layer 2 is not a worthwhile exercise for 802.11 when the dominant model for the emergency service actually occupies application protocols above layer 3.

So – once again – the question of a general approach to providing unauthenticated access to emergency services should be able to be removed as a burden on the layer 2 technology definitions since it can be more generally prescribed at the higher layers.

5) After considering the definition and operation of the LIS in more detail, it appears that the LIS is a valid entity for the i2 architecture, but we have some concerns about its operation for wireless services within the i3 context.  i3 is defining an interface for wireless services, essentially re-using the LIS defined in i2.  For example, section 2.3.8 of the i2 document refers to a wire map for location issues, which would not work for an IEEE 802.11 access network. Hence our concern is that we're not sure if the wire map concept of all possible locations, can be re-used in i3 for wireless services. 

[Martin] This is an incorrect interpretation. The LIS is quite explicitly intended as a location service for all types of access technology. Indeed, the only indication that a client device should see of technology differences is the form (civic street address and/or geodetic latitude, longitude, uncertainty) and relative accuracy of different access networks. The definition of the LIS in i2 is identical to the definition of the LIS in i3. The i3 specification is not a “wireless services” specific model; it is explicitly designed to provide a common model for all forms of Internet access. You are correct to say that a “wiremap” probably does not correctly characterize how a LIS in an 802.11 network would determine location. However, the term was only used by way of example to show how location would be determined in an Ethernet network and was not intended to be prescriptive for all network technologies. A small list of examples – these are all valid examples of methods used by LIS depending on the access technology:

DSL – ATM permanent virtual circuit to DSLAM termination to civic street address

WiMAX – Serving base station latitude, longitude plus timing information from mobile scan reports to perform trilateration Ethernet switch network – Serving switch port related to wiremap of wiring end points

A worthwhile reference to make use of is the NENA TID which describes the way a LIS may determine location in a range of network technologies. A link to the document can be found at http://www.nena.org/pages/Content.asp?CID=279&CTID=16

Again, ATIS will issue a liaison document shortly (in the next couple of weeks) which describes a common framework under which a network (including an 802.11 network) can provide measurements to a LIS in support of the location determination function.
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Please note these comments do not form part of an official liaison
































































































































































































































Submission
page 1
Stephen McCann, Roke

