March 2008


doc.: IEEE 802.11-08/0313r0

IEEE P802.11
Wireless LANs

	TGz January 2008 Teleconference Minutes 

	Date:  2008-06-10

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Menzo Wentink
	Qualcomm
	Straatweg 66, Breukelen, the Netherlands
	+31 65 183 6231
	mwentink@qualcomm.com 


Abstract

This document contains the minutes from the TGz Teleconference held on June 10, 2008.

TGz Conference Call 

Date & Time

June 10, 2008 @ 12:00 am EST, 1 hour
Attendance
	Name
	Affiliation

	Kapil Sood
	Intel

	Menzo Wentink
	Qualcomm

	Henry Ptasinski
	Broadcom

	Jakub Majkovski
	Nokia

	Ganesh Venkatesan
	Intel

	Jesse Walker
	Intel


Agenda

1. Call to Order

2. IPR Policy

3. Discuss use cases
Procedural

N/A

Meeting Minutes

1. Meeting called to order @ 12:12am EST.

2. No questions were asked regarding the IPR policy.
3. No announcements were made regarding essential IP.
4. The proposed agenda for this call is to continue discussing use cases. Below is a summary of what was discussed.
5. Hotspot

a. Henry: In some hotspots the stations are completely isolated, i.e. no layer 2 connectivity provided.

b. Kapil: Earthlink used to be in TGr. Maybe we can ask people who are deploying.

c. Henry: ATT is now providing access for Starbucks

d. Henry: In the hotspot case, we may expect issues for TGz.

e. Kapil: What happens if you have a VPN setup from home?

f. Henry: Sometimes what you can do on a local network is restricted.

g. Henry: If you don’t have connectivity between the STAs (layer 2 and/or layer 3), then TGz will not provide it either.

h. Menzo: If L2 connectivity is not possible, then TDLS would need to be encapsulated at layer 3

i. Kapil: Sounds like Pana
j. Henry: We’re not trying to solve all the problems, but it’s good to know where the limitations are.
k. Henry: Single most assumption is that the AP provides L2 connectivity between the stations.

l. Ganesh: There is a subtle difference between TDLS and DLS, because when the AP is DLS aware it may allow direct link
6. Home network
a. Security on the direct link does not need to be stronger than what is provided by the BSS. Additional authentication is not required.

b. TDLS may be used for video streaming or high throughput file exchange (i.e. sync and go, music/photo upload, etc.). These are examples, other uses are not excluded.
c. The assumption is that both peer STAs are authenticated by the AP, the peer STAs trust that the AP does this properly. The STAs also trust the AP to verify the authenticity of the MAC addresses using 11i.
d. A scenario which needs more investigation is when a TDLS setup procedure is started from the wired side of the AP, with a spoofed source address. The wired side implies a device which physically connects to the AP, or at least bridged to the same layer 2 network. TDLS frames won’t traverse routed hops.
e. DH had the same problem

f. Is it possible for the bad guy to setup a direct link making the wireless station think that he was talking to another station on the wired side.

g. Henry: Rogue station wants to be a Man in the middle

h. Jesse: Rogue station wants to be a Rogue initiator

i. Jesse: Do we care about it, and if yes, what are the opportunities to avoid issues

j. Henry: An assumption in TGz is that there are no AP changes
k. Jesse: Not quite, because you could have a degraded security without AP changes and still be happy with it

l. Jesse: Have a full strength version and a TKIP version
m. Henry: Let’s talk about the case where there are two valid wireless stations. Wired side node is trying to attack the link these stations set up.

n. One question is, is there a way for the wired station to convince the AP to forward frames to it?
o. Second, is it enough for the attacher to just insert frames

p. Inject a frame and convince the bridge to forward frames to it, the real wireless device stops seeing those frames
q. Jesse: That attack sounds plausible, I think you were trying to articulate where we are trying to go in this discussion

r. Is there an attack against the handshake by just injecting frames
s. Menzo: If L2 access is possible by a rogue attacker, then isn’t that the problem?

t. Jesse: Attacker and good guy are going to end up with the same key

u. Randomness is exchanged and used to construct the key and to identify the session

v. Who is the other key holder is trickier in this case, because the bad guy could convinced 

w. Bad guy on the wired side: This may not be realistic.

x. Jesse: could see only one solution, which is to have additional authentication
y. Other alternative: Do something on the AP to present this attack on the wired side
z. Jesse: Discussion is useful, because it shows the dimensions of the problem to be grappled with
aa. Bad guy spoofs identity, but isn’t that the problem

ab. Henry: This is really an insider attack
ac. Duplicate MAC addresses is something which can be detected

ad. Henry: It looks like we are totally vulnerable to an insider attack
ae. From a security perspective, either the AP has to change or out-of-band 

af. Implication is degraded security over what is normally viewed as security

ag. The group has to decide how much degraded security the group is willing to accept
ah. Mix in the SMK?
ai. Does TDLS change the behavior in any way
aj. Spoofed MAC address

ak. Home case.

al. Henry: PSK, PSK per device, AAA – PMK per device
am. No objection to continue for a couple minutes

an. Per STA PSK, STA C could come in with STA Bs MAC address, still wired side attack possibility
ao. In PMK case, there still may be an issue
ap. Menzo: Having a rogue attacker on the wired side which spoofs the MAC address of a wireless device is the real issue, the fact that it could setup what looks like a direct link does not make it any worse.

aq. We have identified the range of problems, next step is get consensus of what the problem is, then identify what the cost is to fix it.
7. Meeting adjourned @ 1:20pm.
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