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7.3.2.10 Authentication frame format

Change order in rows being added to table 7-16 such that “Token” is “10”,  “Scalar” is “11”, “Element” is “12”, and “Confirm” is “13”.

Change header “Presense of Fields 4-12” to “Presense of Fields 4-13” and  change it’s column with Authentication transaction sequence number of 1:



Scalar is present if Status is zero.



Element is present if Status is zero.



If Status is 52 Token is present if Status is 52.



If frame is in response to a previous rejection with Status 52 Token is present if frame is
in response to a previous rejection with Status 52.
7.3.2.81.5 Mesh Capability

Reserve bit B6 in figure s14 with “Supports SAE”. Bits B7-B15 remain reserved. Add the following paragraph to the end of this section:

The “Supports SAE” field is set to 1 if the MP supports SAE authentication.

11B.2.2 Assummptions on SAE

-- In addition, finite cyclic groups based on an elliptic curve make use of a bijective function, F,

which maps an element from the group to a scalare value. Function F is instantiated by returning the x-coordinate of a point—i.e. if P = (x,y) then F(P) = x. Finite cyclic groups based on exponentiation modulo a prime do not use function F. 

Function H is instantiated as the doubling of input to SHA-256—i.e. H(x) = SHA-256(x | x). Function F is instantiated by returning the x-coordinate of a point—i.e. if P = (x,y) then F(P) = x. 
11B.2.3.1 Elliptic Curve Finite Cyclic Groups
Add the following paragraph to the end:

SAE requires an additional operation, inverse(), to produce the inverse of a point on an elliptic curve. A point on an elliptic curve is the inverse of a different point if their sum is the “point at infinity”. In other words:  Q + invese(Q) = “point at infinity”
11B.2.3.1.1 Generation of the Password Element


pwd-value =  KDF-z(pwd-seed, “SAE Hunting and Pecking) % modulo prime
11B2.3.1.2 Construction of a commit

m = H(MAX(MP-A-MAC, MP-B-MAC), || (MIN(MP-A-MAC, MP-B-MAC)
Replace “-“ with “inverse” in the following:

commit-element = -(erasor * N)
11B.2.3.1.6 Generation of the Shared Secret PMK
If the MP accepts the peer’s authentication, a shared secret, ss PMK, for use with the MSA 4-way handshake is derived using the random function H and the order of the group r.


ss PMK = H(k | (commit-scalar + peer-commit-scalar) modulus modulo r |



F(commit-element + peer-commit-element))

When used with the Abbrieviated Handshake (see section 11B.5.3) this key shall be used as the PMK-MA. The lifetime of the PMK is the same as the lifetime of the PSK used  in section 11B.2.3.1.1.

11B.2.3.2 Prime Modulus Finite Cyclic Groups


y = gx mod modulo p

Add the following paragraph to the end:

SAE requires an additional operation, inverse(),  to produce the invese of an element in a prime modulus group. An element is the inverse of a different element if their product modulo the group prime is one (1). In other words: (q * inverse(q)) modulo prime = 1.

11B.2.3.2.1 Generation of the Password Element


pwe = pwd-seed (p-1)/r  mod modulo p
11B.2.3.2.2 Construction of a commit

m = H(MAX(MP-A-MAC, MP-B-MAC), || (MIN(MP-A-MAC, MP-B-MAC)
n = pwem mod modulo p

commit-element = n–erasor modulo p inverse(nerasor)

11B.2.3.2.6 Generation of the PMK

PMK = H(K | (commit-scalar + peer-commit-scalar) modulus modulo r | 


(commit-element + peer-commit-element) modulo p)

The lifetime of the PMK is the same as the lifetime of the PSK used in section 11B.2.3.2.1.

11B.2.4 Anti-Clogging Tokens

Append the following sentence to the last paragraph in this section:

Encoding of the anti-clogging token and its placement with respect to the peer-commit-scalar and peer-commit-element is described in section 11B.2.6.3.
11B.2.5.4.3 Committed State

Upon receipt of a Recv_Com action the protocol instance checks the Authentication Algorithm of the 802.11 authentication frame. If the Authentication Algorithym is not supported the frame is silently dropped, the reset T0 action is performed, and the state machine remains in Committed state. If the peer-commit-scalar and peer-commit-element from the 802.11 authentication frame matches the commit-scalar and commit-element, respectively, transmitted during the Snd_Com event which caused transition into Committed State, then the 802.11 authentication frame is silently dropped, the reset T0 action is performed, and the state machine remains in Committed state. If the Authentication Algorithm is correct, and the elements and scalars do not match, the cancel T0, Snd_Con, and set T0 actions are performed and the state machine transitions to Confirmed state.

11B.2.5.4.4 Confirmed State

Upon receipt of a Recv_Con action the protocol instance verifies the contents of the commit confirm message.

Upon receipt of a Rtrns action the Snd_Con and reset T0 actions are performed and the protocol instance remains in Committed Confirmed state.
11B.2.6.1 Authentication Algorithm for SAE

Append the following sentence to the paragraph:
For the purpose of interoperability, conformant STAs shall support the following finite cyclic groups from the IANA Group Description: group two (2), a 1024-bit prime modulus group; and, group twenty-five (25), an elliptic curve based on a random 192-bit prime. 
11B.3.1 Overview

MPs shall not transmit data frames or management frames other than the ones used for discovery, and peer link management, and SAE until the peer link has been established.
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