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8.8.3 Key derivation function 

The key derivation function for the mesh key hierarchy, KDF, is defined as follows:


Output = KDF-Length(KEY, X1, X2, …, Xn) where


Input:   KEY, a variable length key derivation key of at least 128 bits either 128, 192 or 256 bits


X1, X2, …, Xn a variable number of variable-length strings


Output: a Length-bit derived key


K = L(KEY, 0, 128)


result ( “”


iterations ( (Length+127)/128

do i = 1 to iterations



result ( result || vPRF(K KEY, Length, i, X1, X2, … Xn, i)


od  


return first Length bits of result, and securely delete all unused bits.
where vPRF(K, P1, P2, … Pm) is defined as


if m = 0 then return AES-128-CMAC-K, 0x01 01271)


S ( AES-128-CMAC(K, 0x00 0128)
H.9 Mesh KDF Test Vectors
Derivation of a 768-bit key from a 128-bit, 192-bit and 256-bit key

first string

  4d657368 204b6579 20446572 69766174

  696f6e

meshID

  11223344 55667788 

mkd-nas-id

  00112233 44556677 8899aabb ccddeeff

  deaddada deaddada ffeeddcc bbaa9988

  77665544 33221100 

mkdid-id

  b1abf0f0 0001

SPA

  000b0e01 0203

---------------------------

input 128 bit key

  fffefdfc fbfaf9f8 f7f6f5f4 f3f2f1f0 

stretched 768-bit key:

  dba01914 00f4af33 791af741 552257ed

  e4cea244 b3086130 5cef49d3 a565901a

  8bac6499 e1dc2386 dbf89e4b 2daa9021

  67bf0603 a66917c6 37a71cf0 6c1a2d1e

  0e945695 d4a36a6f 20dc9936 9102b430

  c79dcdf5 3589694d 9a49c241 35fe46a9 

---------------------------

input 192-bit key

  fffefdfc fbfaf9f8 f7f6f5f4 f3f2f1f0

  6f6e6d6c 6b6a6968 

stretched 768-bit key:

  4f6733e9 0b903aa4 d650fcfc 739ad7cd

  bc9c94c3 acc98d48 0b6b76f0 4f343198

  d2088d51 b0252a95 0af6d59e f67900c2

  900988d3 1335e5e1 ccf9971a 646bd1c4

  5f5b920d 3bf2805a 5ec6c6f5 8336c85a

  baf3e2ad 72697685 f4b15086 3f38a279 

---------------------------

input 256-bit key

  fffefdfc fbfaf9f8 f7f6f5f4 f3f2f1f0

  6f6e6d6c 6b6a6968 67666564 63626160 

stretched 768-bit key:

  c34e3e13 a0ac3ae8 be6fdeab fc8b5a47

  99fb1f95 2150d5fa 8a9cf70d 145f1c86

  3a9bd3f0 48e1c2bc 71974d37 875fde4e

  e4481186 3ff5d8cf 34485f3b 932409f0

  2a2d9fb0 7465465c 3afce721 68e34b58

  eb643d48 ae8014e4 b7de8950 e8041a36 
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Abstract


Text to address comments 116 and 122 is presented. Test vectors are added for the KDF and the KDF is modified to take 128, 192 or 256 bit keys with which to derive more keys.
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