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Background:
Current text says to use AES Key Wrap to encrypt keys and additional information. But AES Key Wrap only protects data that is 64-bit aligned and none of the additional data being protected adheres to that alignment requirement.

Solution is to use AES-SIV which can wrap arbitrary data as well as bind “associated data”, which is authenticated but not encrypted, to the wrapped key. AES-SIV takes a 256-bit, 384-bit, or 512-bit key, plaintext, and additional data as input and produces ciphertext which is 128-bits larger than the plaintext input. Proposal is to use AES-SIV with a 256-bit key, to use the key-to-be-wrapped as plaintext input and use the additional information as “associated data”. 
In addition there are remnants of the previous key derivation function in figures and it is believed the whole section on key derivation and key hierarchies should be moved.

Editor instructions:

7.3.1.35 Mesh Wrapped Key field

The Wrapped Context field contains a wrapped PMK-MA and related key context information, wrapped using the NIST AES Key Wrap algorithm, as defined in IETF RFC 3394. The PMK-MA is protected with the deterministic authenticated encryption mode of SIV, as defined in draft-dharkins-aes-siv-02.txt, using the PMK-MA as the plaintext and the related key context information as associated data (AD).
7.3.2.102 MSA Information element [MSAIE]

The GTKdata field contains a KDE containing the bit string of {GTK || peecMAC || KeyRSC || GTKExpirationTime}, and the entire bit string is encrypted using the NIST AES Key Wrap algorithm as specified in IETF RFC 3394. The GTKdata field is protected with the deterministic authenticated encryption mode of SIV, as defined in draft-dharkins-aes-siv-02.txt using the GTK as the plaintext and the peerMAC, KeyRSC, and GTKExpirationTime as separate, distinct, components of associated data (AD).
8.8.8 MPTK-KD

The second level key of the key distribution branch, MPTK-KD, is a 256 384-bit key that is mutually derived by an MA and an MKD.

The MKEK-KD shall be computed as bits 128-255383 of the MPTK-KD:

MKEK-KD = L(MPTK-KD, 128, 128256)

The MKEK-KD is used to provide data confidentiality and data integrity in messages exchanged between MA and MKD, as in 11B.5.2.2

11B.5.3.6 8.8 Keys and Key Derivation Algorithm for Mesh Abbreviated Handshake
Editor—in figure s56 change AKCK || AKEK ( PRF-256 to AKCK || AKEK ( KDF-384

Editor—in figure s56 change TK ( PRF-X(PMK-MA, to TK ( KDF-X(PMK-MA,

The AKEK and AKCK shall be derived from the PMK-MA by 


AKEK || AKCK AKCK || AKEK ( KDF-256384 (PMK-MA, “AKCK AKEK Devivation”,

The AKCK shall be computescomputed as the first 128 bits (bits 0-127) of the resulting string:


AKCK ( L(AKEK||AKCKAKCK||AKEK, 0, 128)

The AKEK shall be computed as the second next 128256 bits (bits 128-255383) of the resulting string:

AKEK ( L(AKEK||AKCK AKCK||AKEK, 128, 256)
11B.5.3.7 GTK Distribution
The AES key wrap, defined in IETF RFC 3394 The deterministic authenticated encryption mode of AES-SIV, defined in draft-dharkins-aes-siv-02.txt, shall be used to encrypt protect the GTK field using the AKEK derived from the chosen PMK-MA. The data to be encrypted protected shall be the bit string: {GTK || peerMAC || KeyRSC || GTKExpiration Time}. The key wrap default initial value shall be used as the key wrap initialization vector. The GTK shall be passed to SIV as the plaintext and the peerMAC, KeyRSC, and GTKExpiration Time shall be separate, distinct, components of associated data (AD).
H.8 SIV Key Wrapping Test Vector

This test vector is from the appendix of draft-dharkins-aes-siv-02.txt.

   Input:

   -----

   Key:

           fffefdfc fbfaf9f8 f7f6f5f4 f3f2f1f0

           f0f1f2f3 f4f5f6f7 f8f9fafb fcfdfeff

   Associated Data (ad):

           10111213 14151617 18191a1b 1c1d1e1f

           20212223 24252627

   Plaintext:

           11223344 55667788 99aabbcc ddee

   S2V-CMAC-AES

   ------------

   CMAC(zero):

           0e04dfaf c1efbf04 01405828 59bf073a

   double():

           1c09bf5f 83df7e08 0280b050 b37e0e74

   CMAC(ad):

           f1f922b7 f5193ce6 4ff80cb4 7d93f23b

   xor:

           edf09de8 76c642ee 4d78bce4 ceedfc4f

   double():

           dbe13bd0 ed8c85dc 9af179c9 9ddbf819

   pad:

           11223344 55667788 99aabbcc ddee8000

   xor:

           cac30894 b8eaf254 035bc205 40357819

   CMAC(final):

           85632d07 c6e8f37f 950acd32 0a2ecc93

   CTR-AES

   -------

   CTR:

           85632d07 c6e8f37f 150acd32 0a2ecc93

   E(K,CTR):

           51e218d2 c5a2ab8c 4345c4a6 23b2f08f

   ciphertext:

           40c02b96 90c4dc04 daef7f6a fe5c

   output

   ------

   IV || C:

           85632d07 c6e8f37f 950acd32 0a2ecc93

           40c02b96 90c4dc04 daef7f6a fe5c

References:

http://www.ietf.org/internet-drafts/draft-dharkins-siv-aes-02.txt



Abstract


Text proposed for resolution of comments 110, 197, 198, 201, 1203, 1210, and 1258 is presented.
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