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Background:
Current text says to use AES Key Wrap to encrypt keys and additional information. But AES Key Wrap only protects data that is 64-bit aligned and none of the additional data being protected adheres to that alignment requirement.

Solution is to use AES-SIV which can wrap arbitrary data as well as bind “associated data”, which is authenticated but not encrypted, to the wrapped key. AES-SIV takes a 256-bit, 384-bit, or 512-bit key, plaintext, and additional data as input and produces ciphertext which is 128-bits larger than the plaintext input. Proposal is to use AES-SIV with a 256-bit key, to use the key-to-be-wrapped as plaintext input and use the additional information as “associated data”. 
Editor instructions:

7.3.1.35 Mesh Wrapped Key field

The Wrapped Context field contains a wrapped PMK-MA and related key context information, wrapped using the NIST AES Key Wrap algorithm, as defined in IETF RFC 3394. The PMK-MA is protected with the deterministic authenticated encryption mode of SIV, as defined in RFC TBD, using the PMK-MA as the plaintext and the related key context information as associated data (AD).
7.3.2.102 MSA Information element [MSAIE]

The GTKdata field contains a KDE containing the bit string of {GTK || peecMAC || KeyRSC || GTKExpirationTime}, and the entire bit string is encrypted using the NIST AES Key Wrap algorithm as specified in IETF RFC 3394. The GTKdata field is protected with the deterministic authenticated encryption mode of SIV, as defined in RFC TBD using the GTK as the plaintext and the peerMAC, KeyRSC, and GTKExpirationTime as separate, distinct, components of associated data (AD).
8.8.8 MPTK-KD

The second level key of the key distribution branch, MPTK-KD, is a 256 384-bit key that is mutually derived by an MA and an MKD.

The MKEK-KD shall be computed as bits 128-255383 of the MPTK-KD:

MKEK-KD = L(MPTK-KD, 128, 128256)

The MKEK-KD is used to provide data confidentiality and data integrity in messages exchanged between MA and MKD, as in 11B.5.2.2

11B.5.3.6 Keys and Key Derivation Algorithm

Editor—in figure s56 change AKCK || AKEK ( PRF-256 to AKCK || AKEK ( PRF-384

The AKEK and AKCK shall be derived from the PMK-MA by 


AKEK || AKCK AKCK || AKEK ( KDF-256384 (PMK-MA, “AKCK AKEK Devivation”,

The AKCK shall be computescomputed as the first 128 bits (bits 0-127) of the resulting string:


AKCK ( L(AKEK||AKCKAKCK||AKEK, 0, 128)

The AKEK shall be computed as the second next 128256 bits (bits 128-255383) of the resulting string:

AKEK ( L(AKEK||AKCK AKCK||AKEK, 128, 256)
11B.5.3.7 GTK Distribution
The AES key wrap, defined in IETF RFC 3394 The deterministic authenticated encryption mode of AES-SIV, defined in RFC TBD, shall be used to encrypt protect the GTK field using the AKEK derived from the chosen PMK-MA. The data to be encrypted protected shall be the bit string: {GTK || peerMAC || KeyRSC || GTKExpiration Time}. The key wrap default initial value shall be used as the key wrap initialization vector. The GTK shall be passed to SIV as the plaintext and the peerMAC, KeyRSC, and GTKExpiration Time shall be separate, distinct, components of associated data (AD).
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Abstract


Text proposed for resolution of comments 110, 1203, 1210, and 1258 is presented.
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