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Abstract

This document contains the minutes from the TGz eeting in Jacksonville, FL held on May 12, 13, and 15 2008.



TGz Meeting Minutes – Orlando, FL 

May 12, 2008 PM1 Session

Daniel R. Borges (Apple Inc), the secretary, will be taking meeting minutes.

Meeting Minutes

1. Meeting called to order by the Chair Menzo Wentink (Qualcomm) @ 1335 EST.

2. The chair presented IEEE SA SB Patent Policy and Procedures (slides #1, #2, #3, #4 and #5).

3. The TG members did not (a) express any knowledge of essential patents that influences TGz and (b) any concerns/issues that the WG chair needs to be aware of.

4. The proposed agenda is found in document 08/0567r1.

Motion 1: Approve the Agenda

Mover: Henry Ptasinski, Broadcom
Second: Yongho Seok, LGE
Result: Unanimous
So moved and approved

Motion 2: Approve Orlando Meeting Minutes in document 08/442r0.

Mover: Yongho Seok, LGE

Second: Henry Ptasinski, Broadcom
Result: Unanimous 

So moved and approved

Motion 3: Re-election of Menzo Wentink and Daniel R. Borges found in document 08/0567r1.
Mover: Peter Ecclesine, Cisco
Second: Mike Montemorro,
Results: Yes: 4, No: 0, Abstain: 0

So moved and approved
5. LB 127 results and comment resolution.  The TGz comment resolution is found in document 08/0521r1.

a. This LB did not pass, 63.58% affirmative, 36.42% negative

b. Make sure you will use the new templated for comment resolution

c. Menzo is presenting 08/0563r1 that addresses CIDs 17-36.

d. There have been some procedural discussions on using a smart spreadsheet that was used in previous task groups.

e. Please review the mentioned document so we can make a motion later in the week to address the mentioned CIDs.

f. Menzo is presenting 08/0564r1 that addresses CIDs 38-69.

g. Most of the comments were addressed, but a few left blank and need to be discussed by the group.

h. We had a late addition to the Agenda, a presentation by Kapil Sood (Intel).

i. Menzo is presenting 08/0565r1 that addresses CIDs 70-168.
j. Most of the comments were addressed, but a few left blank and need to be discussed by the group.

k. Menzo is presenting 08/0566r1 that addresses CIDs 478-595.
l. Most of the comments were addressed, but a few left blank and need to be discussed by the group.

m. The documents presented are on the server and we encourage the group to review so we can close on the mentioned CIDs.

n. There are some security issues that were raised in LB 127.  Kapil’s document will address some of these concerns and will be presented to the group.

o. There are some issues on clause 10 that also need to be addressed.  Currently there are no volunteers to address these comments, so we are encouraging people to work on getting these resolved.

p. We have made changes to the agenda as shown in 08/0567r2.  There were no objections to the changes in the agenda, so it was approved.

6. We will now work in adhoc form to resolve commetns on LB127.

7. Chair has recessed to Tuesday AM1 session.

May 13, 2008 AM1 Session

1. The chair has called the meeting to order @ 0800 EST.

2. Menzo displayed document 08/0567r3 with the agenda for today.

3. Michelle Gong (Intel) will be presenting 08/0542r0 Scheduled Peer PSM
a. This proposal is a joint proposal by several companies and seems to be well accepted.

b. This proposal will address several CIDs on LB 127.

c. Kapil Sood (Intel) – can we use existing status codes for Result IE.

d. Menzo – in draft 1.0 we had separate result code table, you should not have that and use existing status codes.  These proposals will have to be relevant to TGz draft 1.0.

e. Michelle – my understanding is that the status and reason codes are for other reason, I don't know if we can use it for this.

f. Menzo – if the motion passes, then we will have the normative text and adjust the reason and status codes.

g. Michelle – there could be some changes to the base 802.11 standard to adopt this proposal.

4. Menzo – the channel-switching proposal is still in the air, so we will present that in a later time slot.

5. Jungling Hu (Huawei) will be presenting 08/304r3 Method for Getting Link RCPI
a. Menzo – why don't they use the direct link to send the RCPI request?

b. Jungling – additional frames are necessary.  When they want to switch path, they cannot use the power save and activate the direct link.

c. Menzo – after the setup you are awake, so you could send the RCPI on that path.

d. Jakub Majkowski (Nokia) - What prevents you from ending this request after setting up the DL path?

e. Menzo – here is the text in D1.0.  What you have defined is sort of wake up message to wake up the other peer to perform the RCPI measurement.

f. Jungling – the RCPI must be sent directly to the peer STA.  It cannot be tunnelled through the AP.

g. Jakub – the message you are proposing is the same as the TDLS request frame.

h. Menzo – the frame is already there.

i. Jungling – this can happen before the DL is setup.

j. Jakub – the case where you send the frame before setting up the link, that is different.  If you send it after the link is setup, then this is not necessary.  You can assume at this point the other STA is awake.

k. Jakub – it might be useful before you have setup the DL path.

l. Menzo – but you need to setup the DL so you can exchange capabilities.  That is why it exists.  In my feeling the current draft offers a mechanism to solve this problem.

m. Jungling – you are saying it is not necessary, but if the DL is not setup, then this can be used to wake up the other STA.

n. Menzo – you need to setup the DL to know the capabilities of the other STA.  You can wake up the other STA with a DL request and then send the RCPI request.

o. Menzo – we will have the strawpoll that is defined in this document.

Strawpoll 1 in document 08/0304r3
Results: Yes: 0, No: 1, Abstain: 5

6. Jungling Hu (Huawei) will be presenting 08/305r2 Extended Usage of STKSA
a. Kapil – there is certain value to say that AP is not trusted, so you are setting up through the AP you are already doing an encrypt/decrypt.  Will this buy you the efficiency that you are looking for? And second point is that this is done with the premis that the AP is trusted.

b. Jungling - That is just for one case, there is another case of unsecure AP.

c. Henry Ptasinski (Broadcom) – I agree this is an interesting use case, especially in hotspots.  The frame encryption is defined to one hop, so not sure how you can use this.

d. Jungling – we have a solution, but may require some change in the AP.  This solution uses KeyID and uses one of the result bit to indicate that this frame is protected by the STKA and not PTKA.

e. Henry – It cant just forward it, it has the change the addresses.  The addresses are protected by the encryption.

f. Jungling – for AP, the frame is not secure, so the address is not secure.

g. Henry – what is the complete frame protection?  I need the details on that to better understand the proposal.

h. Jungling – we don't have more detail on the payload, but for the AP, it does not care.  It can just forward the frame to the STA.

i. Henry – seems like we need more detail.  It seems like protection can be done at upper layers.  We need more details.

j. Menzo – so there are changes to the AP.  The fact that you have to modify the AP is a major inpediment to this solution.

k. Jungling – so the first solution requires changes to the AP, but the second does not.

l. Graham Smith (DSP Group) – in this case the AP does not support encryption.  How are you going to know that the other party wants encryption?

m. Jungling – this is a problem, but if 2 STAs can send data directly, then the 2 STAs can be exchanged manually if they are not very far.

n. Graham – I can see the idea would work, but in practice when do you know to encrypt it.

o. Menzo – It seems that this would require some user intervention.

p. Henry – this would happen only once and could be cached.  So it could be re-used for subsequent sessions.

q. Menzo – this is an interesting use case and I can see this as a problem and valid solution.

r. Henry – there are 2 problems and I agree that the first one we can solve.  The other problem is switching back and forth for the AP traffic and tunnelled traffic.  Why do we need to do any protection at this layer.  We could use upper layers to encrypt the data.

s. Youko Omori (NEC) – there are 2 different cases that should be separated.

t. Menzo – why do we need to do a

u. Marc Jalfon (Intel) – I see 2 problems.  When you have a secure AP, then you don't need user intervention.  If you have an unsecure AP, then you do need user intervention.  You could use higher layer to address the protection.

v. Kapil – I agree with Henry’s point.  I would like to point out that the security proposal mentions this.  If the AP is open and we need security, then that is another question.

w. Daniel – we will now do a strawpoll on this presentation.

Strawpoll 1 in document 08/0305r2
Results: Yes: 2, No: 1, Abstain: 1

Strawpoll 2 in document 08/0305r2
Use Case 2

Results: Yes: 1, No: 3, Abstain: 1

Use Case 3

Results: Yes: 1, No: 2, Abstain: 1

7. Menzo – we will recess to work in adhoc form on comment resolution.

8. Menzo – any objection to recess until next session, which is Tuesday PM2.

May 13, 2008 PM2 Session

1. The chair has called the meeting to order @ 1601 EST.

2. Menzo – we will continue with comment resolution and look at specific documents that resolves a group of comments.

3. Menzo is presenting document 08/0563r1 that addresses CID 17-36.

Motion 4 in document 08/0567r4
Mover: Ganesh Venkatesh (Intel)
Second: Kapil Sood (Intel)

Result: Unanimous

So moved and approved
4. Menzo is presenting document 08/0564r1 that addresses CID 38-69.

Motion 5 in document 08/0567r4
Mover: Ganesh Venkatesan (Intel)
Second: Srini Duvvuri (Atheros)

Result: Y: , N: , A
a. Adrian Stephens (Intel) – I disagree with the resolution on 38 and 40.  If have not clearly defined the frame size based on that statement, so you will not be able to encrypt the frame.

b. Menzo – lets review the security fields that comprise the frame body.

c. Adrian – if you look at the data frame on IEEE 802.11-2007, page 78, there is the definition of the frame body.

d. Menzo – okay you are correct, we will exclude it from the motion

e. Menzo – moving on to comment 40.

f. Adrian – I am not satisfied with the response.  You are defining new frame types and missing things vendor specific elements.

g. Menzo – there is room to include vendor specific elements, that field is there.

h. Adrian – you should not separate frame types based on the transport.  You should follow the current defined frame types and re-use them, not create a new one.

i. Menzo – if you want to have your own tunnelling mechanism, then you can use a vendor IE.

j. Adrian – you are binding a specifc set of frames to a specific set mechanisms.  You should not do that.

k. Menzo – we will exclude this CID for now and think about how to fix this.  Lets do a straw poll to see what the group thinks.

Strawpoll  - Tunneling mechanism shall support management frames and the TDLS frames shall be described as management action frames
Result: Y: 1, N: 3, A: 7
l. Menzo – lets exclude this comment from the motion and have more time to discuss this issue.

m. Adrian – there is objection based on the CIDs that don't have a resolution.

n. Menzo – these have been excluded.

Motion 5 in document 08/0567r4 (copying from above after discussion)
Mover: Ganesh Venkatesan (Intel)
Second: Srini Duvvuri (Atheros)

Result: Unanimous

So moved and approved
5. Menzo is presenting document 08/0565r1 that addresses CID 70-168.
a. Kapil – on CID 89, I would like to pull that out as well since I don't agree with the resolution.

b. Menzo – sure we will add the reference to DialogToken.

Motion 6 in document 08/0567r4
Mover: Kapil Sood (Intel)
Second: Ganesh Venkatesan (Intel)

Result: Unanimous

So moved and approved
6. Menzo is presenting document 08/0566r1 that addresses CID 478-595.
Motion 7 in document 08/0567r4
Mover: Ganesh Venkatesan (Intel)
Second: David Hunter (Panasonic)

Result: Unanimous

So moved and approved
7. Menzo is presenting document 08/2762r6 TDLS with Channel Switching.
a. Kapil – you copied the text because you think you will be done before .11n

b. Menzo – we will not be done before .11n, so we copied the text into this section.

c. Adrian – it is really hard to move around text to different ammendments.  I would say keep everything enclosed in your section and then when you have a realistic idea of the time scale, then you can negotiate where it goes.

d. Kapil – from .11r we put the information to the section it belonged.

e. Menzo – I would rather do this later.

Motion 8 in document 08/0567r4
Mover: David Hunter (Panasonic)
Second: Ganesh Venkatesan (Intel)

Result: Unanimous

So moved and approved

8. Menzo – we will recess to work in adhoc form on comment resolution.

9. Menzo – any objection to recess until next session, which is Thursday PM1.

May 15, 2008 PM1 Session

1. Meeting called to order by Menzo @ 1335 EST.

2. Menzo has presented the agenda to the group in document 08/0567r4.

3. Menzo is presenting a motion for the status code on the RCPI proposal.

4. The membership informed that since this is a change to the draft, it needs to be on the server for at least 4 hours.  So we will address this issue in the PM2 session.

5. Kapil Sood (Intel) will be presenting a security proposal to address some CIDs on LB 127.  The document 08/0476r0 TGz Security Proposal.

a. Henry – a question about your XXX in the TPK-TK

b. Jesse Walker (Intel) – this is what was in the base standard.  It is slightly confusing and could be addressed.

c. Dan Harkin (Aruba Networks) – I see this type of key naming all over different groups.  A flat name space is really difficult to deal with.  I don't understand this naming and would like to make an argument for it.  If you want a flat name, why don't use KDF 128 if that is the size of the key.

d. Jesse – I believe your observation about the flat name space is correct.  This can be viewed as a problem, but since it is 128 bits it seems okay.  The reason we choose this is we would like to have a fixed name that would fit into a predetermined size.  If the name for fixed length is wrong, then we will fix it. The reason for having name is something else.  First in the protocol there are occassions where the key needs to be named to know which one to use.  They useful in practice to troubleshoot, debug, and know what is going on in the system.

e. Dan – the session is identified by the Nonces and random name, but when you have several of these it becomes confusing.

f. Jesse – I will be happy to discuss the construction of names.  We have names so we have a way to talk about them.

g. Dan – I see this repeated several times and would like to bring this up.

h. Henry – in the key derivation, keys are based on known quantities except for the Nonces.

i. Jesse – in this case you don't want to expose the Nonces.

j. Jouni Malinen (Epitest) – Exposing Nonces came up in the APs.  If in a network someone claims to use the same MAC addresss.

k. Jesse – the motive to do this is to do the simplest possible thing instead of using DH.  If people are uncomfortable with this, then they better also be uncomfortable with the DH.

l. Henry – what was added is the AP does not expose the Nonces.

m. Jesse – I really wanted to do this to see if we are really getting the security that you think you are.

n. Jouni – there is still a difference on exposing Nonces, if you expose this frames then you might have a problem.

o. Jesse – I don't think attackers are passive.

p. Kapil – we are also doing the RSN’s between the STA and the AP.

q. Henry – the AP does not use the Nonces for anything else.

r. Kapil – Henry is recommending to add something to section 8.5.9.2

s. Menzo – this seems reasonable to me.  Any further discussions.

t. Kapil – in that case I would like to do a motion.

u. Jesse – my motivation to do this is to stimulate discussion since what was used before was a heavy weight solution.  Given the discussion, I am not convinced that we know the security requirements for this problem.  I would like to have further discussion on the topic so we can evaluate if the proposal is adequate for the security requirements for this group.  We could have a different security proposal based on the requirements and feeling of the group.  I think people should think about this a little more and come back and enumerate your requirements and see if this addresses the requirements.

v. Henry – on Tuesday we had a presentation and we discsussed the use cases and implications.  We discussed the different usage scenarios and where the security would happen.  It could be done higher up.  I think the usage cases are not very well defined, so it is hard to come up with the security models to address the different use cases.

w. Henry – as soon as we start talking about end-to-end security, then it is outside the scope of the 802.11.

x. Kapil – what I believe the proposal does is give a different structure to the document and use a new security proposal.  We could use this as a starting point and address the remaining cases.  So I believe this does improve the security scheme in the draft.  I have also heard the trusted vs. untrusted AP.  So we need to also define the properties of the AP.

y. Henry – one example would be in a hotspot.  That is not about you trusting the AP.  That is a different use case.

z. Dan – the use case discussion is good so we can understand the needs in say a hotspot and understand the trust model.  This is a lot different from the home model.

aa. Henry – what we have in the draft now is what was in the SG and conference call.  At that time the use case was very much the home and we ended up with DH.  It is certainly good that we are digging up to this and we need to address it.

ab. Menzo – I will kick off the use case discussion, Daniel and Jesse will participate.  So we will not have this motion at this time.

6. Michelle Gong (Intel) will be presenting 08/0668r5 Peer Power Save Mode for TDLS Normative text.

a. The power point presentation is document 08/0542r1, the information is out of date, but you can use that as background.

b. Mathalide Benveniste (Avaya Labs) – it uses concepts of the scheduled service period that I introduced in TGs.  We cannot do trigger service period because you have an infinite sequence of null frames.  We tried to get around this point, by requiring that there will be only one service period.

c. Michelle – it is one service period per direction.  So you could service periods in both directions.

d. Mathalide – so you have a problem.  So you need to terminate this service period.  Do you use the terminate service bit.

e. Michelle – yes, it is in the text.

f. Mathalide – I would caution on in use this bit, since there are people that complained by this.

g. Michelle – you will always get comments and people feel using the more data bit would be more efficient.

h. Mathalide – that is why we introduced this terminate bit.  I think we should focus on this, if we do that, then you would have to transmit a null frame to terminate this.  If you have service periods in both directions, then you will have infinite amount of null data frames.

i. Michelle – I think we have fixed this problem.  If you want I can draw a state machine to show you that there is no infinite loop.  We are using a data frame, we are not using the null frame.

j. Mathalide – read my document and check to see if this is a problem or not.  In my proposal in TGs, I introduce the schedule service periods.  I don't see the value of unscheduled service periods.  I don't see it in mesh or a value here.

k. Jarkko Knect (Nokia) – we have made great progress with this presentation.  There are a few things I don't understand.  This is very hard to follow without a presentation and better explanation.  What is the value of the triggered service.

l. Michelle – we wanted to use a unified mechanism so we did not have to re-invent something.

m. Jarkko – unscheduled UPSD works the same way.  I have not really studied this material, so I need more attention.

n. Michelle – this is essentially based on what you proposed.

o. Jarkko – this is a new protocol and I don't understand the use of the more data bit.  This makes the transmission more efficient,

p. Mathalide – there was a group of people that wanted a separate indicator instead of using the more data bit.

q. Jarko – more data bit in the ACK is like end of service period indicator.

r. Michelle – I agree that is true, but for peer-to-peer networking it is different, so we proposed to make use of the more data bit.  This way you only need one indicator.

s. Henry – why is this being done differently then APSD?

t. Michelle – we started with the same one, but essentially the wake up period can overlap with the beacon period.

u. Henry – but what you defined here can be done here as well.

v. Michelle – you can easily check this by the beacon TBTT.

w. Henry – looking at your equation, it seems that you will overlap with the beacon period.

x. Michelle – we can discuss this because I was not sure, but I think this proposal addresses the problems.

y. Henry – I don't think this accomplishes it.  I think we are adding things with this proposal, but not actually accomplishing the goal.

z. Michelle – we are trying to address periodicity and flexibility so we are not tying this to the beacon period.  We can discuss more on this, because this is important and could have issues.

aa. Henry – I do need to look at the equation more closely.

ab. Menzo – lets revisit this equation and make sure this is correct.  We will resume this discussion after the break and look closer into the equation.

May 15, 2008 PM2 Session

1. Meeting called to order by Menzo @ 1610 EST.

2. We will continue the discussion on the presentation by Michelle Gong (Intel) et al., 08/0668r5 Peer Power Save Mode for TDLS.

a. Mathilde – the question of terminating with null data frame or using the more data bit.

b. Michelle – remember you can only use a data frame to terminate the service period.  The goal is to have a uniform power save mode without introducing complexity.

c. Mathilde – you could have a problem with infinite frames terminating the service period and starting a service period.  You could have an infinite exchange of frames.

d. Michelle – this is different from .11e.

e. Mathilde – the problem here does not include an AP, it is 2 STAs that want to power save and are using the awake window.

f. Menzo – do you agree that there is a problem here.

g. Michelle – there is a problem, but we have added a state to address this problem.

h. Menzo – so proposed text will need to be changed.

i. Henry and Michelle – yes we will need to change some text, the equation, and a few things related to 2 window schedules.

j. There is a discussion on the negotiations of different power save schedules between the peers and trying to come to a decision on the frame exchange necessary to accomplish this.

k. We will table this discussion and address some administrative matters.  This discussion will continue so we can address the issue of peer power save.

3. Menzo is presenting a motion 9 in document 08/0567r4

Motion in document 08/0567r4 - Teleconferences
Mover: Ganesh Venkatesan (Intel)
Second: Michelle Gong (Intel)

Result: Unanimous

So moved and approved

4. Menzo – in this session we have addressed several CIDs and the off channel proposal.

5. Menzo will be addressing these changes in a new draft, 1.01.

6. Henry – I suggest the first one focus on the use cases and security discussion.

7. Teleconference topics:

a. May 27 – Use Cases and Security

b. June 10 – Clause 10 (tentative)

c. July 1 – Peer Power Save presentation by Mathilde and Michelle Gong et al.

8. We have one remaining motion for the RCPI Measurement reason code.

Motion 9 document 08/0567r4
Mover: Henry Ptasinski (Broadcomm)
Second: Michelle Gong (Intel)

Result: Unanimous

So moved and approved

9. Menzo – any other business, heard none, so we are adjourned for the Jacksonville, FL meeting.
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