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Comments
	CID
	Page
	Clause
	Comment
	Proposed Change

	6215
	85.33
	7.4.7.1
	Action field value 0 should remain reserved; assign a value at the end of the list
	as in comment


Proposed Resolution:  Reject
The value 0 is used in STD 802.11-2007 as a valid value in the encoding of many fields, our usage as an amendment is consistent with the usage in the baseline.
The commenter provides no technical justification of the proposed change.
	6301
	232.57
	11.17
	"Group addressed A-MSDUs shall not be protected (i.e., are always transmitted without encryption)." was added in the last round of changes. The question is whether this is consistent with STD 802.11-2007 (page 248) which says: "if dot11RSNAEnabled = TRUE then if the Protected Frame subfield of the Frame Control Field is zero then if Protection for TA is off for Rx then Receive the unencrypted MPDU without protections else discard the frame body without indication to LLC and increment dot11WEPExcludedCount endif ..." Surely any group-addressed A-MSDUs would be discarded under certain circumstances. This appears to make group-addressed A-MSDUs useless.
	Disallow group-addressed A-MSDUs when dot11RSNAEnabled is true.


	6329
	232.58
	11.17
	Now, we have decription of "Group addressed A-MSDUs shall not be protected (i.e., are always transmitted without encryption)." However, this would allow DoS attack. Also, this rule seems inconsistent with the pseudo-code in 8.7.2.3 in base standard.
	Choose one of followings. (1) Disallow group addressed A-MSDU ialways. (Most preferred) (2) Disallow group addressed A-MSDU when group cipher suite=AES-CCM (in this case, encripted one is also prohibited) (3) Disallow group addressed A-MSDU without encryption - This woulds require some more description what would happen at various cases.


Discussion:

We previously took straw polls on whether to allow group addressed A-MSDU or disallow protected group addressed A-MSDUs.   Both options were supported with a supermajority.   We disallowed protected group addressed A-MSDUs.

At the time we weren’t aware of this additional complication.  The only remaining easy solution is to disallow group-addressed A-MSDUs.
Proposed Resolution for CIDs 6301, 6329: Counter
Make changes as shown in document 11-08/0612r0 for CID 6301, 6329.   These changes disallow the use of group addressed A-MSDUs.  The issue of protection of group-addressed A-MSDUs then becomes irrelevant.
Edits for 6301, 6329:
TGn Editor,  change 11.17 para 3 as follows:


NOTE-This subclause does not describe the operation of group-addressed A-MSDUs because the use of group-addressed A-MSDUs is not permitted, as defined in xxxx.
TGn Editor,  change 9.7c as follows:
9.7c A-MSDU operation (#1154)

An A-MSDU shall contain only MSDUs whose DA and SA parameter values map to the same RA and TA values. (#5575)
The constituent MSDUs of an A-MSDU shall all have  the same priority parameter value from the corre-

sponding MA-UNITDATA.request. (#3317) 

An A-MSDU shall be carried, without fragmentation, within a single QoS data MPDU.(#5558)

The Address 1 field of an MPDU carrying an A-MSDU shall be set to an individual address.
The channel access rules for a QoS data (#5281) MPDU carrying an A-MSDU (#5558) are the same as a

data (#5281) MPDU carrying an MSDU (or fragment thereof) of the same TID.

The expiration of the A-MSDU lifetime timer occurs only when the lifetime timer of all of the constituent

MSDUs of the A-MSDU have expired. (#3161)

NOTE 1-This implicitly allows an MSDU that is a constituent of an A-MSDU to potentially be transmitted after the expiry of its lifetime.

NOTE 2-Selecting any other value for the time-out would result in loss of MSDUs. Selecting the Maximum value avoids this at the cost of transmitting MSDUs that have exceeded their lifetime.

A STA that has a value of false for the MIB attribute dot11HighthroughputOptionImplemented shall not

transmit an A-MSDU. A STA that has a  value of true for the MIB attribute dot11HighthroughputOptionImplemented shall not transmit an A-MSDU to a STA from which it has not received a frame containing an HT Capabilities element. (#685, 5617)

Support for the reception of an A-MSDU, where the A-MSDU is carried in one or more QoS data (#5281)

MPDUs with Ack Policy set to Normal Ack, not aggregated within an A-MPDU, is mandatory for an HT

STA. (#2196)

The (#2278) use of A-MSDU carried in a QoS data (#5281) MPDU under a Block Ack agreement is determined per Block Ack agreement. A STA shall not transmit an A-MSDU within a QoS data (#5281) MPDU under a Block Ack agreement unless (#5538) the recipient indicates support for A-MSDU (#2999) by setting the A-MSDU Supported field to 1 in its ADDBA response frame.

A STA shall not transmit an A-MSDU to a STA that exceeds its Maximum A-MSDU Length capability.

NOTE 3-Support for A-MSDU aggregation does not affect the maximum size of MSDU transported by the MA-UNITDATA primitives.




Abstract


This document contains proposed changes to the IEEE P802.11n Draft to address the following LB124 comments assigned to the author:





The changes marked in this document are based on TGn Draft version D4.01.
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