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Introduction

LB 123 comments 6, 163, and 168 for 802.11v/D2.0 request more details on GTK/IGTK update when a STA wakes up from sleep mode. In addition, CID 165 proposed removal of the Update Policy negotiation to simplify the design. This submission proposes changes to resolve these comments.

There are at least two possible options for updating the GTK/IGTK: 1) the authenticator state machines could be modified to manage an additional (or two additional) Group Key handshakes using EAPOL-Key frames when a STA wakes up from sleep mode; 2) the current (and upcoming) GTK/IGTK could be delivered as part of the Sleep Mode Response. Due to the complexity involved in updating the state machines and potential issues with multiple concurrent group key handshakes between the AP/Authenticator and a STA/Supplicant, this submission proposes the latter option by extending the Sleep Mode Response frame to include information about the current GTK/IGTK. In addition, the negotiable Update Policy is removed by hardcoding the updated to be deferred.

Proposed changes:

Ed. Note: The page and line numbers are based on 802.11v/D2.01.

Change Introduction (page iv line 50) as follows:

Sleep Mode: Sleep Mode is an extended power save mode for non-AP STAs in which a non-AP STA need

not listen for every DTIM Beacon frame, and does not perform GTK/IGTK updates while in

Sleep mode.

Change 3.135a (page 4 line 44) as follows:

sleep mode: An extended power save mode for non-AP STAs whereby a non-AP STA need not listen for every DTIM Beacon frame, and does not perform GTK/IGTK updates while in this mode.

Delete all changes to 7.3.2.25.3 (page 29 line 57) from 802.11v

Ed. Note: This removes the addition of GTK/IGTK Update Policy field from RSN IE.

Change 7.3.2.76 (page 82 line 25) as follows:

The Sleep Mode element is used to enter and exit the sleep mode. The format of the Sleep Mode element is shown in Figure v71.










Element ID
Length
Action Type
Sleep Mode Response Status

Sleep Interval (optional)

Octets:
1
1
1
1

1

5.2.11.14  (Figure v71) Sleep Mode element format

The Element ID field is equal to the Sleep Mode value in Table 7-26.

The value of the Length field is 2 or 4, depending on the value of Action Type. 

The Action Type field is set to a number that identifies the type of sleep mode request and response. The Action Types are shown in Table v37.

5.2.11.14  (Table v37) Action Type definitions

Name
Event Type
Element Length

Enter Sleep Mode 
0
4

Exit Sleep Mode 
1
2

Reserved
2 – 255


The Sleep Mode Response Status field indicates the status returned by the AP responding to the non-AP STA’s sleep mode request as defined in Table v38. This field is valid only if the Sleep Mode element is present in the Sleep Mode Response frame and Reassociation Response frame. 

5.2.11.14  (Table v38) Sleep Mode Response Status definition

Value
Description

0
Enter/Exit Sleep Mode Accept




1
Denied. The AP is unable to perform the requested action

2
Denied temporarily. The AP is unable to perform the requested action at the current time. The request can be submitted again at a later time.

3-255
Reserved

The Sleep Interval field is present only if the Action Type field is set to “Enter Sleep Mode”. 

The Update Policy field indicates the policy for security association updates. The set of valid Update Policy is defined in Table v39.

Delete Table v39 (Update Policy definitions) (page 83 line 27)

Insert new fields “Key Data Length” (2 octets) and “Key Data” (variable) into the end of Sleep Mode Response (Figure v97)

Insert following paragraphs into the end of 7.4.11.20 (page 101 line 36):

Key Data Length field is set to the length of the Key Data field. If RSN is not used, this field is set to zero.

Key Data field contains zero or more sub-elements that provide the current GTK and IGTK to the STA. When RSN is not used, this field is empty. Otherwise, this field is encrypted using KEK and the same algorithm that is used to  encrypt the Key Data field in EAPOL-Key frames in Group Key handshake, see 8.5.2.

(need to copy some of the text from 8.5.2 with minor modifications to describe key wrap mechanism).

- Key Data field uses following sub-elements that need to be defined here (two new Figures and Table for sub-element IDs):

GTK:

  Sub-element ID (1 octet) | Length (1 octet) |

  Key ID (2 bits used in 2 octets) | Key Len (1 octet) | RSC (8 octets) |

  Key (5..32 octets)

IGTK:

  Sub-element ID (1 octet) | Length (1 octet) |

  KeyID (2 octets) | PN (6 octets) | Key (24 octets)

NOTE-There may be multiple GTK and multiple IGTK sub-elements if a group rekeying is in process when the non-AP STA wakes up from sleep mode.

NOTE-Management Frame Protection is used to provide replay and integrity protection for GTK/IGTK update in Sleep Mode Response.

Change 11.20.14.2 (page 189 line 48) as follows:

To use the Sleep Mode service, the non-AP STA shall issue a MLME-SLEEPMODE.request to send a Sleep Mode Request frame. MLME request shall include a valid SleepMode parameter with a Sleep Mode element. The Action Type field in the Sleep Mode element shall be set to “Enter Sleep Mode”, and the Sleep Interval field shall be included. MLME request may also include a valid TFSRequest parameter with all TFS information elements that the AP shall use as triggers to set the STA’s TIM bit and optionally to send a notification to the non-AP STA. 

The receipt of a MLME-SLEEPMODE.confirm with a valid SleepMode parameter indicates to the STA that the AP has processed the corresponding Sleep Mode request frame. The content of the Sleep Mode parameter in the Sleep Mode Response frame provides the status of Sleep Mode information elements processed by the AP.

While in Sleep Mode, the non-AP STA need not wake up every DTIM interval for group addressed packets. The STA wakes up every Sleep interval to check whether the corresponding TIM bit is set or group addressed traffic is pending. The Sleep Interval shall be less than the BSS Max Idle Period (see 11.20.15). The non-AP STA does not participate in GTK/IGTK updates.

To exit Sleep Mode, the non-AP STA shall issue a MLME-SLEEPMODE.request to send a Sleep Mode Request frame with an Action Type field in the Sleep Mode element set to “Exit Sleep Mode”.


Change 11.20.14.3 (page 190 line 12) as follows:

When an AP receives a MLME-SLEEPMODE.indication with a valid SleepMode parameter and an Action Type in the Sleep Mode element of “Enter Sleep Mode”, it shall make the selection on the Sleep Interval for the requesting STA and issue a MLME-SLEEPMODE.response with a SleepMode parameter indicating the status of the request. The value of the Action Type field of the Sleep Mode element in the Sleep Mode Response frame shall be set to “Enter Sleep Mode”. If Sleep Mode is requested in an RSNA with Management Frame Protection disabled, the AP shall reject the request with status code Denied (Table v38).
When Sleep Mode is enabled for an associated STA, the AP shall stop sending all directed management action frames to the non-AP STA and maintain the association for the Sleep Mode non-AP STA for the BSS Maximum Idle Time since the last transmission from the STA. An AP shall perform the TFS AP operation, as specified in 11.20.11 for non-AP STAs for which it has received TFS Request elements. The AP shall set the TIM bit corresponding to the AID of the associated STA for which the AP has queued either a TFS Notify frame or matching frame. In addition, an AP shall not perform GTK/IGTK updates for a non-AP STA.

When an AP receives a MLME-SLEEPMODE.indication with a valid SleepMode parameter and an Action Type in the Sleep Mode element of “Exit Sleep Mode”, the AP shall disable Sleep Mode service for the requesting STA, and issue a MLME-SLEEPMODE.response with a SleepMode parameter indicating the status of the associated request. If RSN is used, the AP shall include the current GTK and IGTK in the Sleep Mode Response. If a GTK/IGTK update is in progress, the AP shall also include the pending GTK and IGTK in the response.
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Abstract


This submission proposes changes to 802.11v/D2.0 to resolve LB 123 CIDs 6, 163, 165, and 168 by providing details for GTK/IGTK update when a STA wakes up from sleep mode.
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