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1. COMMENT:  [From Spreadsheet]
“There appears to be no security mechanisms for transport of data within a WAVE.” 
2. Commenter’s Suggested Remedy (If appropriate):  [From Spreadsheet]
"Define a security mechanism for use by WAVE.  I cannot propose a more specific solution as I lack some of the knowledge necessary to do so, but this seems like a glaring hole in the specification given the security concerns of todays industry."
3. Background, Explanation, Discussion, etc.:

From subclause 5.2.2a: “The need to enter WAVE mode is determined by upper layers, which are also responsible for system management and security.”  (emphasis added)
Also, the document referenced in the Introduction: 11-07-2045-00-000p-Development of DSRC/WAVE Standards includes: IEEE Std 1609.2™-2006 specifies a range of security services for use in the WAVE environment including

· Secure message formats and processing of secure messages, within the DSRC/WAVE system

· Methods for securing WAVE management messages and application messages, with the exception of anonymity-preserving vehicle safety messages

· Administrative functions necessary to support the core security function

Thus, security has been considered and assigned to a higher layer. The reason it is not addressed within 802.11p is that the extremely short latencies involved (10s of milliseconds) does not allow the conventional 802.11 security process to be used. See IEEE 1609.2 “IEEE  Trial-Use Standard for Wireless Access in Vehicular Environments— Security  Services for Applications and Management Messages”.
4. Recommended Resolution of the Comment:

Reject this comment with the above explanation given to the commentor.
5. Motion (if technical and/or significant):

(And instructions to the editor.)
Move to: Reject CID 462.
Motion by: ____________________Date: _________________
Second:  ______________________

	Approve:
	Disapprove:
	Abstain:
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