May 2008

doc.: IEEE 802.11-08/580r1

IEEE P802.11
Wireless LANs
	May 2008 Mesh Minutes 

	Date:  2008-05-20

	Author(s):

	Name
	Company
	Address
	Phone
	Email

	Anthony Maida
	3eTI
	9715 Key West Ave Ste 500
Rockville, MD 20850 USA
	+1-301-944-1253
	amaida@efji.com

	Jan Kruys
	Cisco
	3650 Cisco Way

San Jose, CA USA
	+31-203572447
	jkruys@cisco.com 

	Donald Eastlake 3rd
	Motorola
	111 Locke Drive, Marlborough, MA 01757 USA
	+1-508-786-7554
	donald.eastlake@motorola.com 

	
	
	
	
	



Table of Contents

2Table of Contents


3Minutes


3Monday, 12 May, AM2


5Monday, 12 May, PM1


6Monday, 12 May, EVE1


6Tuesday May 13, 2008 – AM2, PM1,


8Wednesday May 14, 2008 PM1&PM2


10Thursday May 15, 2008, AM1, AM2 and PM1




Minutes

Minutes for Monday taken by Anthony Maida (3eTI). Minutes for the rest of the meeting taken by Jan Kruys (Cisco). The final version was edited by Donald Eastlake III. (Motorola).
Monday, 12 May, AM2
The meeting was called to order by Chair Donald Eastlake 3rd (Motorola) at 10:32.

Anthony Maida (3eTI) was selected to act as Temporary Secretary for the meeting as the permanent Secretary, Stephen Rayment (Belair Networks), cannot attend.
Miscellaneous announcements and agenda, as in 11-08/462r5 

Standard Boards Bylaws on Patents in standards, anti-trust statement were read and slides were shown. The Chair inquired if anyone in this meeting is personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard  under consideration by this group and that are not already the subject of an Accepted Letter of Assurance. No one spoke up.
The Chair demonstrated how to get attendance credits on-line.

The agenda was reviewed and a number of submissions were announced and included in the agenda.

Response to call for presentations was:



11-08 501/502



11-08/577



11-08/578



Mathilde Beneveniste – Presentation x 2 (MAC and PS)

The agenda was approved by unanimous consent.

Minutes of the March Orlando meeting, 11-08/424r0 were approved by unanimous consent.

Minutes of the May 2008 Santa Clara ad hoc Meeting Minutes, 11-08/539r0 was approved by unanimous consent. 

Minutes of the Teleconference Minutes 16, 30 April 2008, 11-08/463r1, 11-08/494r0 were approved by unanimous consent. 

The chair reviewed the TG Elections rules regarding the election of task group officer elections. The chair relinquished the floor temporarily to Jesse Walker to conduct nomination and election calls of TGs officers. 
A call was made For Task Group Chair nominations. None were made. No objections were made to close the nominations. 

A call was made for Task Group Editor nominations. None were made. No objections were made to close the nominations. 

A call was made for Task Group Secretary nominations. None were made. No objections were made to close the nominations. 

All nominations were closed by unanimous consent. 

Moved, to re-affirm or elect the following Officers and to adopt the recommendation below for TGs chair:

· Secretary, re-affirm:  Stephen Rayment (BelAir Networks)

· Technical Editor, elect:  Anthony Maida (3ETI)

· TGs Chair, Recommendation to WG:  Donald Eastlake 3rd (Motorola)

Moved: Jan Kruys

Second: Mathilde Benveniste

No debate on the motion. The question was called. A vote was called for. 

For: 20    Opposed: 0     Abstain: 2

Motion is passed. 

The chair discussed the ballot results of the Draft 2.0 of 802.11s which resulted in approximate 61% approval by voting members. 

The chair discussed the changes to the comment resolution spreadsheet in which comments were made as the result of the last circulation ballot. This is captured within 11-08/493r7 on the server. 

The chair discussed comments made on the resolution spreadsheet in which they seem incomplete. E-mail clarifications were submitted to the authors of the comments and no response has been received as of yet from one of them. In the other cases, they agreed to drop the comments. 

Instructions were given to task group members on the appropriate styles for resolving comments within subgroups for ease of understanding once turned over to the editor. 
The substance of comments 374 and 763 are not to be discussed as a result of comments from Letter Ballot 11-08/493r7 due to references to possible patents. These comments have been deferred to PatCom. 

Presentation on Process was made by Donald Eastlake: “TGs Process, May”, Donald Eastlake 3rd, 11-08/570r0
· Status of 802.11s discussed. Where we are and where are we going?

· Future ad-hocs were discussed as well as past ones. 

Moved, That TGs will use TGs Draft D2.0 as a baseline and consider for resolution the comments submitted as part of 802.11 LB#126.

Moved: Guneael Strutt

Seconded: Jesse Walker

Call for discussion. None. 

Yes: 20    No:   0    Abstain: 0    
Motion Passes. 
A request was made to revisit S-IPR. The chair imposed the rules and quashed the discussion. 

A call for presentations was made for the AM1 meeting, seeing none a straw poll was made for breaking up into subgroups to resolve comments. 
Straw Poll of Interest:

MAC: 

5

RFI: 

4

Security:
8

General:
3
The task group was broken into subgroups for tentative comment resolution as follows:
· Security, Jesse Walker coordinator

· RFI, Guenael Strutt coordinator

· MAC, Michelle Gong coordinator

Orders were called at 12:30 pm and the group was recessed until 1:30 pm. 

Monday, 12 May, PM1

The meeting was called to order by Chair Donald Eastlake 3rd (Motorola) at 13:34.

The Chair reminded everyone that we were still operating under the IPR rules. The Chair inquired if anyone in this meeting is personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard  under consideration by this group and that are not already the subject of an Accepted Letter of Assurance. No one spoke up.
The Chair demonstrated how to get attendance credits on-line.

Presentation: “Presence Information in Large Mesh Networks”, Polychronis Ypodimatopoulos (MIT), 11-08/561r0

It was commented on why is it important to know things about your neighbours when the neighbour protocol already sought the same information. 
· The bridge table does not need to be shared with neighbours it creates a simple scheme which is the same for everyone and combines the advantages of offering the upper layers information about network topology while the lower layers are concerned only with the presence of adjacent nodes.

Comments were made about the routing protocol. 

· The presenter stated this does not affect the routing protocol. 

Comments were made about the distance calculation and periods of time. 
Comments were made regarding time and the effects of collisions on the times shown in the presentation.

Comments were made regarding up to how many hops is this protocol applicable to and what the overall goal of the protocol. It was answered the goal is to provide somewhat of a heartbeat status of the mesh network. 

Presentation: “MDA Enhancements”, Jarkko Knecht (Nokia), 11-08/577r0

· A comment was asked about the receiver being in deep sleep mode? It was said it could. Further comment was made regarding possible errors. The MDA announcements of neighbouring STAs should not have a restriction on the mode of sleep of an adjacent node as this is power management mode independent. 
· Concern was raised about the deep sleep mode and the conservation of power is not analogous for the STA to actually operate in this type of mode with MDA. 

· Do you think the light sleep mode is compatible with MDA? Yes. 

No other comments. 

· Straw Poll: Should power save and MDA be made interoperable along the lines described in 11-08/577r0?

· Yes

5


· No

0

· Abstain

16

A new question was asked about the presence information in large mesh networks and its importance at the MAC layer and is it useful in the higher layers? 
· The author stated that yes it is and explained why it is important to the MAC and higher layers. 

Questions about the scalability and direct proportion of the size of the network to the time it takes to report. 

Comment made by the chair that this presence protocol is outside the scope of the PAR, as it only talks about paths and not about presence protocols.

· Straw Poll: Would a presence protocol like that in 11-08/561r0 be a useful addition to mesh?
· Yes

7


· No

6
· Abstain

12
Call for other presentations made at 2:48 pm. None seen and the chair suggested we break back into subgroups if there are no objections. Seeing none the task group is broken into subgroups for tentative comment resolution as follows:
· Security, Jesse Walker coordinator

· RFI, Guenael Strutt coordinator

· MAC, Michelle Gong coordinator

The meeting was recessed at 1530 until EVE1 session at 1930. 

Monday, 12 May, EVE1

The meeting was called to order by Chair Donald Eastlake 3rd (Motorola) at 19:37. 

The Chair reminded everyone that we were still operating under the IPR rules. The Chair inquired if anyone in this meeting is personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard  under consideration by this group and that are not already the subject of an Accepted Letter of Assurance. No one spoke up.
The Chair demonstrated how to get attendance credits on-line.

Call for presentations was made, none seen. 

Task group was broken into groups to continue tentative comment resolution as follows:
· Security, Tony Braskich coordinator

· RFI, Guenael Strutt coordinator

· MAC, Michelle Gong coordinator

The Chair recessed the group until 1030 am Tuesday, 13 May. 
Tuesday May 13, 2008 – AM2, PM1, 
1 – The Chair called the meeting to order at 08:06AM and reminded every one to record their attendance

2 – 
The Chair reminded everyone that we were still operating under the IPR rules and inquired if anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.
3 – The chair gave a short overview of the Monday sessions.
4 –  Preview of Wed/Thu plan
There was a proposal from the floor to post to the server those comment resolutions done by Tue night and discuss them Thu morning. There was general agreement.

6 –  Note from the chair: The substance of CIDs 374, 763 and 1065 are not supposed to be discussed in the TGs sessions due to IPR rules.
7 – 
Presentation: “Forwarding in PS mesh”, Jarkko Knecht (Nokia), 11-08/578r0

Links power save and forwarding discussion in response to may LB#126 comments. Main points: time scale of link and path state changes are very different, routing metric should be PS aware, MPs have to be conservative with PS state changes, knowing expected traffic characteristics would help MPs to determine their sleep mode/state, means needed to select/signal forwarding modes of MPs.

There were a number of questions and some discussion. Straw Polls were taken:

Is there value in Power Save aware Routing?

Y =9, N = 1, A = 11

Should TGs provide a means to communicate expected traffic characteristics?

Y = 2, N = 0, A = 20

Should TGs provide for rules or guidance for how PS MP provide forwarding?

Y = 9, N = 3, A = 11

8 –
Presentation: “Scheduled service periods in wireless mesh”, Mathilde Benveniste (Avaya), 11-08/619r0

This was presented as preliminary material; more work being needed before a formal proposal for normative text could be produced. Main points: scheduled PSPs can reduce signalling overhead and improve traffic flow but some changes to the PSP parts of the standard and in the beacon specification would be needed.

In the discussions that followed it was noted that the proposal includes no rules or guidance about when to use scheduled PSP and unscheduled PSP. More work would be needed to add that.

Straw Poll was: Is there anything of interest in this presentation? Y = 7, N = 1, A = 15.

9 – 
Presentation: “Refining the Security Architecture”, Tony Braskich (Motorola), 11-08/617r0
This presentation explains how the security components of the draft can be better integrated, how the security objectives are met and how the MKD concept can be extended to allow multiple MKDs in the same mesh network.

There were no questions.
10 – The Chair suggested we break a little early so get a head start on lunch. There was so objection so the meeting was recessed at 12.10AM.

11 – The meeting was called to order by the Chair to resume at 13.38 and reminded every one to record their attendance

.

The Chair reminded everyone that we were still operating under the IPR rules and inquired if anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.
13 – The chair held a straw poll to indicate interest in different comment category subgroups:

MAC: 6    RFI: 2    Security: 8    General: 1

The chair inquired if RFI thought it could do useful work with only 2 people, as normally subgroups are not formed unless at least three people indicate interest at that time, and the two people who had responded for RFI indicated that they could get useful work done.

Break up into three subgroups for tentative comment resolution:
· MAC – Guido Hiertz coordinator

· RFI – Guenael Strutt & Jan Kruys

· Security – Tony Braskich coordinator

14 – Recombine by Chair at 15:30 and recess until 16:00

15 – Call to order by Chair at 16:00

16 – The chair reminded people to record their attendance.

17 – The Chair reminded everyone that we were still operating under the IPR rules and inquired f anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.
18 – Divide into subgroups as follows:

· MAC – Guido Hiertz coordinator

· RFI – Guenael Strutt & Jan Kruys

· Security – Tony Braskich coordinator

19 – The Chair recombine the task group at 18:00 and recessed it until 19:30

20 – Call to order by the Chair at 19:40

21 – The chair reminded people to record their attendance.

22 – The Chair reminded everyone that we were still operating under the IPR rules and inquired f anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.
23 – Divide into subgroups for tentative comment resolution as follows:

· MAC – Guido Hiertz coordinator

· RFI – Guenael Strutt & Jan Kruys

· Security – Tony Braskich coordinator

 24 – Recombine by the Chair at 21.30 and recessed until the PM 1 session on Wednesday 14th.

Wednesday May 14, 2008 PM1&PM2
1 – 
The Chair called the meeting to order at 13:35 and reminded every one to record their attendance

2 – 
The Chair reminded everyone that we were still operating under the IPR rules and inquired if anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.

3 – 
The Chair summarized the Monday and Tuesday sessions.
4 –
Presentation follow by Jesse Walker, Intel, of documents 0501/r0 and 0502/r0. These deal with problems related to the key hierarchy that underlies the EMSA security model and related to the Peer Link Establishment protocol. It was shown that there are potential problems with live lock and/or significant extra key storage requirements. These were also noted by some of the LB#126 commenters.

5 – “MSA Key Hierarchy Analysis and Alternatives”, Jesse Walker (Intel), 11-08/501r0


- Presentation was not completed and will resume tomorrow.
6 – Announcement by the Chair: Comment resolutions in subgroups through last night have been uploaded to the server and announced on the TGs mailing list.

7 – “Protocol Coexistence Issue in MSA Subsequent Authentication”, Jesse Walker (Intel), 11-08/502r0


Jesse noted that more work is needed and that he would bring a further presentation later in this session.

8 –
Presentation: “Authentication and Key Management of MP with multiple radios”, Amy Zhang (Huawei), 11-08/317r3 (11-08/526r3 Word)

.

The MP address for the supplicant and authenticator role should not be linked to a particular radio MAC address.


A Straw Poll showed interest in addressing this subject: Y = 8, N = 0, A = 15 . 

9 –
Presentation by Dan Harkins, Aruba Networks, of document 0613/r2 – this proposed the use of  elliptic curve types defined by the United States National Institute of Standards and Technology (NIST).

Moved, to adopt the normative text in 11-08/631r2 and direct the Editor to incorporate it into the Draft.

· Moved: Dan Harkins    Seconded: Jesse Walker

· Yes: 11     No: 0    Abstain: 5  (passes > ¾)
10 –  The Chair recessed the meeting at 15:30 until 16:00.

11 –  The meeting was called back to order at 16:05 by the Chair.
12 –  The Chair reminded every one to record their attendance

13 –  The Chair reminded everyone that we were still operating under the IPR rules and inquired if anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.

14 – Moved, To adopt all comment resolutions of Accept, Counter, or Reject for Editorial comments (i.e., those with Column K = “E”) in 11-08/493r8.

· Moved: Anthony Maida    Seconded: Dee Denteneer

· Yes: 15    No: 0   Abstain: 0 (passes)

15 – Presentation: “Key Wrapping Comments”, Dan Harkins (Aruba), 11-08/620r2

– This proposed the use of  the SIV key wrap instead of the currently defined key wrap. The SIV key wrap allows variable field lengths to be wrapped but requires a larger key  - 384 bits.

Moved, To adopt the normative text in 11-08/620r2 resolving CIDs 110, 197, 198, 201, 1203, 1210, and 1258 and direct the Editor to incorporate it in the Draft.
· Moved: Dan Harkins    Seconded: Jesse Walker

· Yes: 11     No: 0    Abstain: 5    (passes > ¾)
16 – Presentation: “KDF mods and Test Vectors”, Dan Harkins (Aruba), 11-08/637r0

Moved, To adopt the normative text in 11-08/637r0 resolving CIDs 116 and 122 and direct the Editor to incorporate it into the Draft.

· Mover: Dan Harkins    Seconder: Tony Braskich

· Yes: 9    No: 0   Abstain: 6    (passes > ¾)
17 – Break up into three sub groups to work on tentative comments resolution:

· MAC – Guido Hiertz coordinator

· RFI – Guenael Strutt coordinator

· Security – Tony Braskich coordinator

18 – Reconvened at 18:00PM and recessed until the PM 1 session on Tuesday 14th.

Thursday May 15, 2008, AM1, AM2 and PM1
. 1 – The Chair called the meeting to order at 08:09 and reminded every one to record their attendance

2 – 
The Chair reminded everyone that we were still operating under the IPR rules and inquired if anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.

3 – 
The Chair summarized the past sessions of this week
4 –
Presentation:  “MSA Key Hierarchy Analysis and Alternatives”, Jesse Walker (Intel), 11-08/501r0
.

This was a continuation of the previous day. The presentation further explained the issues to be addressed and proposed a direction for attempting to solve these: by introducing the multiple MKDs and an MKD to MKD protocol, by allowing MPs to cache multiple PMKs and by change from a key hierarchy to a key derivation process. The result would be more state information in MKDs but less complexity in the protocols/

Jesse noted that more work is needed and invited all interested to continue in off-line discussions.
5 –
The motions to adopt the Accept, Counter and Reject resolutions originally scheduled for this session were moved to the PM1 sessions because some people indicated they wanted some more time to review the material subject to these motions

6 –  Straw Poll: Should we (1) Recess until the PM1 session, (2) Recess until the AM2 session, or (3) work on comment resolution through both this and the AM2 session?
· (1): 3   (2): 3   (3): 5   Abstain: 2

· Standing Poll: (1): 3   (2): 5   (3): 5

· Standing Poll: (2): 6   (3): 5
7 – The meeting was recessed at 09:19 by the Chair until 10:30..

8 – The Chair called the meeting to order at 10:33 and reminded every one to record their attendance

9 – 
The Chair reminded everyone that we were still operating under the IPR rules and inquired if anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.
10 – The group resumed tentative comment resolution in subgroups.

11 – The meeting was recessed at 12:30 by the Chair until 13:30.
12 – The Chair called the meeting to order at 13.:40 and reminded every one to record their attendance

13 – The Chair reminded everyone that we were still operating under the IPR rules and inquired if anyone in the meeting was personally aware of the holder of any patent claims that are potentially essential to implementation of the proposed standard under consideration by the group and that are not already the subject of an Accepted Letter of Assurance. No one indicated such awareness.
14 – Motions to adopt comment resolutions prepared at this meeting (May, Jacksonville)
· Moved, to adopt the Technical comment resolutions in 11-08-0653-00-000s-lb-126-resolutions-r7security.xls with Topic Category “Security” and a non-blank Updated column and a Resolution Code of “Accept”, “Counter”, or “Reject”.

· Mover: Tony Braskich    Seconder: Malik Audeh

· Yes: 14    No: 0    Abstain: 3   (passes > ¾)
· Moved, to adopt the Technical comment resolutions other than CID 1616 in 11-08-0655-00-000s-lb-126-resolutions-r7RFI.xls with Topic Category “RFI” and a non-blank Updated column and which meet either of the following criteria:

· Resolution Code of “Accept” or “Counter”

· Resolution Code of “Reject” and a non-blank Resolution Notes column

· Mover: Guido Hiertz    Seconder: Dee Denteneer

· Yes: 10    No: 0    Abstain: 4   (passes > ¾)

· Moved, to adopt the Technical comment resolutions in 11-08-0656-00-000s-lb-126-resolutions-r7mac.xls with Topic Category “MAC” and a non-blank Updated column and a Resolution Code of “Accept”, “Counter”, or “Reject”.

· Mover: Kazuyuki Sakoda    Seconder: Dee Denteneer

· Yes: 13    No: 0    Abstain: 3   (passes > ¾)
· Moved, to direct the Editor to produce one or more revisions of the Draft so as to incorporate all changes and comment resolutions adopted before the end of this session.

· Mover: Dee Denteneer   Seconder: Jorjeta Jetcheva

· Adopted by unanimous consent.

15 - Moved, To add the six comment resolutions in 11-08/678r0 to the comment resolution spread sheet.

· Moved: Michael Bahr

· Adopted by a unanimous consent
16 - Discussion and Votes re Process / ad hocs / teleconferences  “TGs Process, May”, Donald Eastlake 3rd, 11-08/570r1
The chair reviewed progress to date and expressed his view that completion of the comment resolution of this latter ballot could be completed at the Waikaloa meeting (September)

The ad-hoc meeting of June 23-25 will be hosted by Siemens at their Munich facility. Michael Bahr will send invitations and hotel information shortly. 5 attendees expressed interest in attending the ad-hoc meeting.

Teleconferences will continue as planned up to the Denver meeting (July).

· Moved, To request 802.11 Working Group approval for a TGs ad hoc meeting in Hawaii to resolve comments 3-5 September.

· Moved: Jan Kruys    Seconded: Anthony Maida

· Yes: 9    No: 0    Abstain: 7    (passes)
17 - Moved, to update the final version of the comment resolution spreadsheet from this meeting, after merging those comment resolutions derived and comment resolutions adopted, by clearing the Resolution Code column for all comments that have a Resolution Code of “Reject” and a Resolution Status of “Open” and a blank Resolution Notes column.
· Mover: Guido Hiertz    Seconder: Tony Braskich

· Adopted by unanimous consent

16 – There being no other business, the chair adjourned the meeting at 14:30
Abstract


Minutes for the IEEE 802.11 TGs meetings held during the May 12 - 16 IEEE 802.11 interim meeting at the Hyatt Regency Riverfront in Jacksonville, Florida.
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