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Abstract

This document contains normative text for transmitting protected data tunneled in unprotected data frame through AP in order to provide a security delivery when the AP does not support security.

7.2.2.1 TDLS frame format

Add new TDLS Type Values in table z1.

Table z1—TDLS Packet Type values
	TDLS Type Value
	Meaning

	0
	TDLS Setup Request

	1
	TDLS Setup Response

	2
	TDLS Setup Confirm

	3
	TDLS Teardown Request

	4
	TDLS Teardown Response

	5
	TDLS Tx Path Switch Request

	6
	TDLS Tx Path Switch Response

	7
	TDLS Rx Path Switch Request

	8
	TDLS Rx Path Switch Response

	9
	Peer Traffic Indication

	10
	Tunneled EAPOL request

	11
	Tunneled 4-way handshake message 1

	12
	Tunneled 4-way handshake message 2

	13
	Tunneled 4-way handshake message 3

	14
	Tunneled 4-way handshake message 4

	15 – 254
	reserved

	255
	Tunneled secure data which protected by STK


Insert following subclauses after 7.2.2.1.10
7.2.2.1.11 Tunneled EAPOL request message
The tunneled EAPOL request message frame contains the information shown in Table z14.
Table z14 Tunneled EAPOL request message frame
	Order
	Information
	Notes

	1
	Link Identifier
	The Link Identifier is specified in 7.3.2.z1.

	2
	Dialog Token
	The Dialog Token contains a unique value for this conversation.

	3
	EAPOL request message
	See subclause 8.5.9.3.


7.2.2.1.12 Tunneled 4-way handshake messages

The Tunneled 4-way handshake message frames contain the information shown in Table z15.

Table z15 Tunneled 4-way handshake message frame
	Order
	Information
	Notes

	1
	Link Identifier
	The Link Identifier is specified in 7.3.2.z1.

	2
	Dialog Token
	The Dialog Token contains a unique value for this conversation.

	3
	4-way handshake message
	One of the 4-way handshake messages.


7.2.2.1.13 Tunneled secure data frame
The Tunneled secure data frame contains the information shown in Table z16.

Table z16 Tunneled secure data frame
	Order
	Information
	Notes

	1
	Secure data
	Protected data frame body by TKIP or CCMP.


Modify and add some words in following paragraphs.

8.5.9 TDLS Peer Key Handshake

The TDLS Peer Key Handshake occurs after any other direct link setup procedures and is used to create an STKSA providing data confidentiality between the two STAs. The AP should establish an RSNA with each STA prior to PeerKey setup. The initiator STA starts the PeerKey Handshake, providing the key to use for securing the connection.
The TDLS Peer Key EAPOL-Key exchange provides a mechanism for obtaining the keys to be used for direct STA-to-STA communication. The initiator STA shall start a timer when it sends the first EAPOL-Key message and the peer STA shall do the same on receipt of the first EAPOL-Key message. On expiration of this timer, the STA shall transition to the STKINIT state.

A STA should use the TDLS Peer Key Handshake prior to transferring any direct STA-to-STA data frames. The STKSA should be deleted when the STA to STA connection is terminated.

The following assumptions apply:

· FTIE denotes an Fast BSS Transition information element as specified in Clause 7.3.2.46 of 802.11r-D7.0.

· STA_I is the initiator STA

· STA_P is the peer STA

· AP is the access point with which both the STA_I and the STA_P are associated

· MAC_I is the MAC address of STA_I

· MAC_P is the MAC address of STA_I

· INonce is the nonce generated by STA_I

· PNonce is the nonce generated by STA_P

· DH_I is the public value of STA_I

· DH_P is the public value of STA_P

The TDLS Peer Key Handshake has two components:

a) SMK Handshake: This handshake is initiated by the initiator STA if the STAs established a RSNA with the AP and, as a result of this handshake, the SMKSA is installed in both the STAs. This message exchange goes through the AP and is protected using the PTK. If the STAs didn’t establish a RSNA, the SMKSA could be established manually or by other approaches instead of a SMK handshake if the security is needed in an insecure BSS. The method of establishing SMKSA without a SMK handshake is out of this scope.
b) 4-Way STK Handshake: Using the installed SMKSA, the initiator STA initiates the 4-Way Handshake (as per 8.5.3.4) and, as a result of this, the STKSA gets installed in both the STAs. The STKSA is used for securing data exchange between the initiator STA and the peer STA. This message exchange goes directly between the peer STAs or goes through the AP in tunnel when the purpose of TDLS is to provide a secure delivery in an insecure BSS.

Modify and add some words in following subclause.

11.z1 Tunneled Direct Link Setup

Tunneled Direct Link Setup (TDLS) is characterized by the fact that the signaling frames are encapsulated in Data frames, which allows them to be transmitted through any access point transparently. Therefore, a direct link can be setup using any access point. The access point does not need to be direct link aware, nor does it have to support any of the capabilities which will be used on the direct link. TDLS also includes an option either to enter Peer Power Save Mode (Peer PSM) remaining on the direct link or to suspend receiving over the direct link, so that the station can enter a power save mode.

A STA may transmit a Link RCPI Measurement Request to an (intended) peer STA to obtain an indication of the RCPI values at the peer STA. The Link RCPI measurement request and report are sent to the peer STA directly. The RCPI information may be used to decide whether to switch over to a direct link for communication with the peer STA.

To setup a direct link, the initiator STA sends a TDLS Setup Request to the intended peer STA. If the peer STA accepts the direct link, it responds with a TDLS Setup Response frame with status code 0 (Successful). If the peer STA does not accept the direct link, it responds with a TDLS Setup Response with a status code other than 0. If there is no response within the set timeout, the initiator STA should conclude that the intended peer STA does not support TDLS and the setup procedure is terminated. The initiator then sends a TDLS Setup Confirm to the peer STA to confirm the receipt of the TDLS Setup Response. RSNIE, SMK Message FTIE and DH IE shall not be included in a TDLS setup message when the STA has no RSNA with the AP. If security is required, the TDLS setup messages shall include the SMK handshake. If security is required but the STA has no RSNA with the AP, SMKSA may be established by other approaches which are out of the scope. When the TDLS Setup Handshake has been completed, both STAs shall accept frames received over the direct link.

After a successful response, the initiating STA further prepares the direct link for Data transmissions by starting the 4-way Handshake. 

After transmitting a last Data frame through the AP path and before transmitting the first Data frame over the direct link, a STA may send a TDLS DL Path Switch Request. The first Data frame transmitted over the direct link should be transmitted after receipt of the TDLS DL Path Switch Response in this case, possibly after additional delay to account for potential EDCA related reordering inside the AP. This avoids potential reordering of frames between the AP path and the direct link. The STA may also use a message exchange which is part of the direct link setup or the peer key handshake for this purpose.

When a STA intends to disable its direct Rx path, for instance to suspend receiving over the direct link, it sends a TDLS AP Path Switch Request with the appropriate reason code to the peer STA. Upon receipt of a TDLS AP Path Switch Request, the receiving STA shall cease transmissions over the direct link as soon as possible. When no further Data frames will be transmitted over the direct link, the responding STA shall send a TDLS AP Path Switch Response. The requesting STA may enter a power save mode after receiving the TDLS DL Path Switch Response.

A STA may request a peer STA to enable its direct Rx path by sending a TDLS DL Path Switch Request, with the appropriate reason code. Upon receipt of the TDLS DL Path Switch Request, the receiving STA may enable the direct Rx path and respond with a TDLS DL Path Switch Response with the appropriate reason code. The requesting station shall not transmit frames on the direct link before receiving a TDLS DL Path Switch Response indicating that the Rx path was enabled (reason code 0).

When a STA intends to enter a power save mode, it may suspend the direct link by shutting down the direct Rx path, or enter the Peer PSM by sending a frame with the power management bit set. See 11.2.1.12.

To tear down a direct link, the STA sends a TDLS Teardown Request to the peer STA, after which the STA shall not transmit on the direct link any longer. Upon receipt of the TDLS Teardown Request, the peer STA shall disable the direct Rx and Tx paths and destroy the related security parameters, and then respond with a TDLS Teardown Response. Upon receipt of the TDLS Teardown Response, the STA which initiated the teardown shall disable the direct Rx path and destroy the related security parameters.

Insert a new subclause after 11.z1
11.z2 Tunneled secure delivery in insecure BSS
If two non-AP QSTAs are assoicated with an AP which does not support RSN but they want to exchange secure data, TDLS or only STKSA can be used for secure delivery. The SMKSA can be setup manually or through other certain simple approach. The 4-way handshake for STK can be tunneled through AP or directly between the two non-AP QSTAs. The secure data protected by STK can be delivered on AP path or direct link path.  If the secure delivery is on AP path, the protected data is encapsulated in tunnel.
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