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· Abbreviations and acronyms

Insert the following new acronym in alphabetical order:
SP-ID    Mesh Supplicant Identifier
MAA    Mesh Authenticator Address
· MSA information element [MSAIE]

Insert the SP- ID in MSAIE and the description as below.
The MSA information element includes information needed to perform the authentication sequence during an MSA handshake. This information element is shown in  Figure s41.

	Octets: 1
	1
	1
	6
	6
	4
	4
	16
	32
	32
	variable

	Element ID
	Length
	Handshake Control
	MA-ID
	SP-ID
	Selected AKM Suite
	Selected Pairwise Cipher Suite
	Chosen PMK
	Local Nonce
	Peer Nonce
	Optional Parameters

	· MSA information element

·  [MSAIE]


The Element ID is set to the value given in  Table 7-26 for this information element. The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The Handshake Control field contains two subfields as shown in  Figure s42.

	B0
	B1 B7

	Request Authentication
	Reserved

	Bits: 1
	7

	· Handshake Control field


The “Request Authentication” subfield is set to 1 to indicate an MP requests authentication during the Initial MSA Authentication procedure.

The MA-ID field contains the MAC address of the MA; it contains the primary MAC address of the MA if it has more than one PHY. It is encoded following the conventions from 7.1.1.
The SP-ID contains the MAC address of the Supplicant MP, and that will bound into the first-level keys PMK-MKD and MKDK. The SP-ID is the Primary MAC address of the Supplicant MP if it has more than one PHY.
The Selected AKM Suite field contains an AKM suite selector, as defined in 7.3.2.25.2, indicating the authentication type and key management type to be used to secure the link.

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.

The Chosen PMK field contains a PMKID indicating the name of the PMK-MA to be used to secure the link.

The Local Nonce field contains a nonce value chosen by the MP that is sending the information element. It is encoded following the conventions from 7.1.1.

The Peer Nonce field contains a nonce value that was chosen by the peer MP or candidate peer MP to which the information element is being sent. It is encoded following the conventions from 7.1.1.

· Mesh Key Holder Handshake frame format

Change the text as shown.
The Key Holder Security field is 77 octets in length and is defined in Key holder security field.
	Octets: 1
	32
	32
	6
	6

	Handshake Sequence
	MA-Nonce
	MKD-Nonce
	MA-ID
	MKD-ID

	· Key holder security field


The Handshake Sequence subfield contains a sequence number, represented as an unsigned binary number, used to differentiate messages in a handshake.

The MA-Nonce field contains a pseudo-random value chosen by the MA. It is encoded following the conventions from 7.1.1.

The MKD-Nonce field contains a pseudo-random value chosen by the MKD. It is encoded following the conventions from 7.1.1.

The MA-ID field contains the MAC address of the MA. The MA-ID is the Primary MAC address of the Authenticator MP if it has more than one PHY. It is encoded following the conventions from 7.1.1.

The MKD-ID field contains the MAC address of the MKD. The MKD-ID is the primary MAC address of the authenticator MP if it has more than one PHY. It is encoded following the conventions from 7.1.1.
· Mesh EAP Encapsulation frame format

Change the following subfield in Figure s49 and the subfield description as below:
The EAP Authentication field is 13 octets or greater in length and is defined in  Figure s49.
	Octets: 1
	4
	6
	2
	variable

	Encapsulation Type
	Replay Counter
	SP-ID
	EAP Message Length
	EAP Message

	· EAP Authentication field


The Encapsulation Type subfield identifies whether the message is an EAP Encapsulation Request or EAP Encapsulation Response message, and is set to a value described in  Table s45.
	· Encapsulation Type values

	Value
	Message Type

	0
	Reserved

	1
	Request

	2
	Response – Accept

	3
	Response – Reject

	4-10
	Reserved

	11
	Response

	12-255
	Reserved


The Replay Counter field contains a sequence number, represented as an unsigned binary number, used to detect replayed frames.

The SP-ID subfield contains the MAC address of the supplicant MP that is performing EAP authentication. The SP-ID contains the primary MAC address of the supplicant MP if it has more than one PHY.
The EAP Message Length subfield is two octets and contains an unsigned binary integer indicating the length in octets of the EAP message subfield.  The EAP Message Length subfield contains the value zero if the EAP Message field is omitted.

The EAP Message subfield, when present, contains an EAP packet, with format as defined in IETF RFC 3748.
The Message integrity check field is described in  7.3.1.33.

· PMK-MKD SA
Change the text as follows:
The PMK-MKD SA is the result of successful authentication during the Initial MSA authentication mechanism.  The security association consists of the following elements:

· MKDD-ID

· PMK-MKD

· PMK-MKDName

· SP-ID, and

· authorization information including PMK-MKD lifetime.

· PMK-MKD
Change the text as follows:
The first level key of the mesh key hierarchy link security branch, PMK-MKD binds the SP-ID, MKD domain identifier, MKD-NAS-ID, and Mesh ID with the keying material resulting from the negotiated AKM. The PMK-MKD is the top level 256-bit keying material used to derive the next level keys (PMK-MAs):

MeshTopLevelKeyData = KDF-768(XXKey, “Mesh Key Derivation”, MeshID, MKD-NAS-ID, MKDD-ID,SP-ID)

PMK-MKD = L(MeshTopLevelKeyData, 0, 256)

PMK-MKDNameData = L(MeshTopLevelKeyData, 256, 128)

where

· KDF-768 is the KDF function as defined in  8.8.3 used to generate a key of length 768 bits.

· If the AKM negotiated is 00-0F-AC:5, then XXKey shall be the second 256 bits of the MSK (MSK being derived from the IEEE 802.1X authentication), i.e., XXKey = L(MSK, 256, 256). If the AKM negotiated is 00-0F-AC:6, then XXKey shall be the PSK.

· “Mesh Key Derivation” is 0x4D657368204B65792044657269766174696F6E.

· MeshIDLength is a single octet whose value is the number of octets in the Mesh ID.

· Mesh ID is the mesh identifier, a variable length sequence of octets, as it appears in the Beacon frames and Probe Response frames.

· NASIDlength is a single octet whose value is the number of octets in the MKD-NAS-ID.

· MKD-NAS-ID is the identifier of the MKD sent from the 802.1X Authenticator MP to the 802.1X Supplicant MP during Initial MSA Authentication.

· MKDD-ID is the 6-octet MKD domain identifier field from the Mesh security capability information element that was used during Initial MSA Authentication.

· SP-ID is the supplicant MP identitifier sent from the 802.1X Supplicant MP to 802.1X Authenticator MP during Initial MSA Authentication.
· L(-) is defined in 8.5.1

The PMK-MKD is referenced and named as follows:

PMK-MKDName = NDF(“PMK-MKD Name” || PMK-MKDNameData)

where

· “PMK-MKD Name” is 0x504D4B2D4D4B44204E616D65.

· Truncate-128(-) returns the first 128 bits of its argument, and securely destroys the remainder.
· PMK-MA
Change the text as follows:
The second level key of the mesh key hierarchy link security branch, PMK-MA, is a 256-bit key used to derive the PTK.  The PMK-MA binds the SPA, MKD, and MA:

PMK-MA = KDF-256(PMK-MKD, “MA Key Derivation”, PMK-MKDName || MAA || SPA)

where

· KDF-256 is the KDF function as defined in  8.8.3 used to generate a key of length 256 bits.

· PMK-MKD is the key defined in  8.8.4.

· “MA Key Derivation” is 0x4D41204B65792044657269766174696F6E.

· PMK-MKDName is defined in  8.8.4.

· MAA is the authenticator MP’s MAC address.
· SPA is the supplicant MP’s MAC address.

The PMK-MA is referenced and named as follows:

PMK-MAName = NDF(“MA Key Name” || PMK-MKDName || MAA || SPA)

where

· “MA Key Name” is 0x4D41204B6579204E616D65.

· PTK
Change the text as follows:
The third level key of the mesh key hierarchy link security branch is the PTK. This key is mutually derived by the Supplicant MP and the MA with the key length being a function of the negotiated cipher suites as defined by Table 8-2 in 8.5.2.

The PTK derivation is as follows:

PTK = KDF-PTKLen(PMK-MA, “Mesh PTK Key derivation”, MPTKSNonce, MPTKANonce, min(localLinkID, peerLinkID), max(localLinkID, peerLinkID), MAA, SPA, PMK-MAName)

where

· KDF-PTKLen is the KDF function as defined in  8.8.3 used to generate a PTK of length PTKLen.

· PMK-MA is the key that is shared between the Supplicant MP and the MA

· “Mesh PTK Key derivation” is 0x4D6573682050544B204B65792064657269766174696F6E.

· MPTKSNonce is a 256 bit pseudo-random bit string contributed by the Supplicant MP

· MPTKANonce is a 256 bit pseudo-random string contributed by the MA

· localLinkID is link identifier, contributed by the MP, of the link instance, with which the security association is bound

· peerLinkID is link identifier, contributed by the peer MP, of the link instance, with which the security association is bound

· SPA is the Supplicant MP’s MAC address

· MAA is the MAC address of the MA.

· PMK-MAName is defined in  8.8.5
· PTKlen is the total number of bits to derive, e.g., number of bits of the PTK. The length is dependent on the negotiated cipher suites as defined by Table 8-2 in 8.5.2.

Each PTK has three component keys, KCK, KEK, and TK, derived as follows:

The KCK shall be computed as the first 128 bits (bits 0-127) of the PTK:

KCK = L(PTK, 0, 128)

where L(-) is defined in 8.5.1.

The KCK is used to provide data origin authenticity between a supplicant MP and the MA when used in EAPOL-Key frames defined in  8.5.2.

The KEK shall be computed as bits 128-255 of the PTK:

KEK = L(PTK, 128, 128)

The KEK is used to provide data confidentiality between a supplicant MP and the MA when used in EAPOL-Key frames defined in  8.5.2.

Temporal keys (TK) shall be computed as bits 256-383 (for CCMP) or bits 256-511 (for TKIP) of the PTK:

TK = L(PTK, 256, 128), or

       TK = L(PTK, 256, 256)

The temporal key is configured into the Supplicant MP through the use of the MLME-SETKEYS.request primitive. The MP uses the temporal key with the pairwise cipher suite; interpretation of this value is cipher-suite specific.

The PTK is referenced and named as follows:

PTKName = NDF(“Mesh PTK Name” || PMK-MAName || MPTKSNonce || MPTKANonce || MAA || SPA)

where

· “Mesh PTK Name” is 0x4D6573682050544B204E616D65.
· MPTK-KD

The second level key of the key distribution branch, MPTK-KD, is a 256-bit key that is mutually derived by an MA and an MKD.  The MPTK-KD is derived:

MPTK-KD = KDF-256(MKDK, “Mesh PTK-KD Key”, MA-Nonce, MKD-Nonce, MA-ID, MKD-ID)

where

· MKDK is the key defined in  8.8.7.

· “Mesh PTK-KD Key” is 0x4D6573682050544B2D4B44204B6579.

· MA-Nonce is a 256-bit pseudo-random string contributed by the MA.

· MKD-Nonce is a 256-bit pseudo-random string contributed by the MKD.

· MA-ID is the MAC address of the MA; the MA-ID is the Primary MAC address of the authenticator MP if it has more than one PHY..

· MKD-ID is the MAC address of the MKD; the MKD-ID is the primary MAC address of the authenticator MP if it has more than one PHY.

The MPTK-KD has two component keys, the Mesh Key confirmation key for key distribution (MKCK-KD) and the Mesh Key encryption key for key distribution (MKEK-KD), derived as follows:

The MKCK-KD shall be computed as the first 128 bits (bits 0-127) of the MPTK-KD:

MKCK-KD = L(MPTK-KD, 0, 128)

where L(-) is defined in 8.5.1.

The MKCK-KD is used to provide data origin authenticity in messages exchanged between MA and MKD, as defined in 11B.5.2.2.

The MKEK-KD shall be computed as bits 128-255 of the MPTK-KD:

MKEK-KD = L(MPTK-KD, 128, 128)

The MKEK-KD is used to provide data confidentiality in messages exchanged between MA and MKD, as defined in 11B.5.2.2.

The MPTK-KD is referenced and named as follows:

MPTK-KDName = NDF(MKDKName || “MPTK-KDName” || MA-Nonce || MKD-Nonce || MA-ID || MKD-ID)

where

· “MPTK-KD Name” is 0x4D50544B2D4B44204E616D65.

Alternatively, the first 32 bits of the MPTK-KDName may be used to reference the MPTK-KD, such as within the context of a security association between MA and MKD, as follows:


MPTK-KDShortName = L(MPTK-KDName, 0, 32)

· Mesh key holders

· Key holder requirements

The MKD and MA are responsible for the derivation of keys in the mesh key hierarchy.

The MKD shall meet the following requirements.

· The MKD shall provide NAS client (the client component of a Network Access Server that communicates with an Authentication Server) functionality.

· The MKD domain identifier (MKDD-ID) uniquely identifies an MKD (i.e., there is a one-to-one mapping between an MKD domain identifier and an MKD). The MKDD-ID is bound into the derivation of the first level keys (PMK-MKD and MKDK).

· The MKD NAS Identifier (MKD-NAS-ID) shall be set to the identity of the NAS Client provided by the MKD (e.g., NAS-Identifier as defined in RFC 2865 if RADIUS is used as the backend protocol).  MKD-NAS-ID shall not be longer than 48 octets. MKD-NAS-ID is bound into the derivation of the first level keys (PMK-MKD and MKDK).

· The mesh key distributor identifier (MKD-ID) shall be set to a MAC address of the physical entity that stores the MKD; MKD-ID shall be set to the primary MAC address of the physical entity if it has more than one PHY. The MKD-ID is used in the generation of the MPTK-KD.

· When the PMK-MKD lifetime expires, the MKD shall delete the PMK-MKD SA and shall delete all PMK-MAs cached within the MKD that were derived from the PMK-MKD. 

· The MKD shall not expose the PMK-MKD to other parties.

· The MKD shall not expose the PMK-MA to parties other than the authorized MA.

The MA shall meet the following requirements.

· The mesh authenticator address (MAA) shall be set to a MAC address of the physical entity that stores the PMK-MA and uses it to generate the PTK.  That same MAC address shall be used to advertise the MA identity to MPs and to the MKD.

· The MA shall provide the IEEE 802.1X Authenticator function, and its Port Access Entity shall authorize the controlled Port for communication with a peer MP only upon installation of a PTK derived with the peer MP. The PTK shall be derived from a PMK-MA received from the MKD. 

· The MA shall provide the IEEE 802.11 Authenticator function to derive and distribute the GTK to connected MPs.

· When the PMK-MA lifetime expires, the MA shall delete the PMK-MA SA and shall revoke all PTKs derived from the PMK-MA using the MLME-DELETEKEYS primitive. 

· The MA shall not expose the PMK-MA to other parties.

· Authorization of mesh key holders

The authorization of an MKD is achieved through Initial MSA Authentication.  An MP implementing the MKD function is authorized to be an MKD by any MP that performs authentication through the MKD.  Explicitly, successful completion of Initial MSA Authentication, including the confirmed creation of the mesh key hierarchy, provides authorization of the MKD identified by MKD-NAS-ID (an identity bound into the PMK-MKD) to be an MKD for the MP performing authentication.  

An MA is authorized by the MKD with which the MA communicates. If an MA is co-located with an MKD (in the same physical device), the MA function is authorized by the MKD due to the co-location. Otherwise, the authorization of the MA occurs through the Mesh key holder security association (11B.5.5). The first message of the Mesh key holder security handshake (11B.5.5.2) contains the identity of the aspirant MA in the MA-ID field. Upon receiving this message, the MKD shall locate the PMK-MKD SA that contains an SP-ID entry that is identical to the MA-ID received in the first message of the Mesh key holder security handshake. The MKD shall authorize the MA to receive PMK-MA keys if and only if (a) the contents of the PMK-MKD SA allow the authorization, and (b) the aspirant MA successfully completes the Mesh key holder security handshake.

The distribution of PMK-MAs within a mesh shall satisfy the following requirements:

· Delivery of PMK-MA keys shall be performed using the protocol defined in 11B.5.6.

· A PMK-MA key shall be delivered to an MA only if the MA is authorized to receive PMK-MA keys.

· A PMK-MA key shall be delivered to an authorized MA only if the authorized identity of the MA (i.e., the MA-ID exchanged during the MA’s Mesh key holder security handshake) is identical to the MA-ID value used to derive the PMK-MA being delivered.

· Mesh Key Holder Security Handshake message 1
Change the text as follows:
Mesh Key Holder Security Handshake message 1 is a Mesh Key Holder Handshake frame (see 7.4b.1.1) with the following contents:

The MAC address of the MKD shall be asserted in the DA field of the message header.  

The MAC address of the aspirant MA shall be asserted in the SA field of the message header.

The Mesh ID information element shall contain the Mesh ID that the aspirant MA advertises in its Beacon frames and Probe Response frames.

The MSCIE shall contain the value of MKDD-ID that was contained in the MSCIE received in peer link establishment messages during the aspirant MA’s Initial MSA Authentication.  The Mesh Security Configuration field shall be set to zero.

The Key Holder Security field shall be set as follows:

· Handshake Sequence shall be set to 1.

· MA-Nonce shall be set to a value chosen randomly (see 8.5.7) by the aspirant MA, following the recommendations of 8.5.7.

· MKD-Nonce shall be set to zero.

· MA-ID shall be set to the MAC address of the aspirant MA or the Primary MAC address of the aspirant MA if it has more than one PHY that, during its Initial MSA Authentication, generated the mesh key hierarchy that includes the PMK-MKD and MKDK.
· MKD-ID shall be set to the MAC address of the MKD. It shall be set to the primary MAC address of the MKD if it has more than one PHY.
The Key Holder Transport Count subfield of the Key Holder Transport field shall be set to zero, and the Key Holder Transport List subfield shall be omitted.

The Status Code field shall be set to zero.

The message integrity check field shall be omitted.

Upon receiving handshake message 1, the MKD verifies that the values of Mesh ID, MKDD-ID, and MKD-ID match the local values of dot11MeshID, dot11MeshKeyDistributorDomainID, and the local MAC address; if not, handshake message 1 is silently discarded.  Then, the MKD shall determine if the aspirant MA (as identified by MA-ID in the received message) is authorized to become an MA; see 8.8.9.2.  If not, message 1 is discarded.

If authorized, the MKD chooses MKD-Nonce, a value chosen randomly (following the recommendations of 8.5.7), and computes the MPTK-KD using the MA-Nonce received in handshake message 1 and MKD-Nonce (see 8.8.8).  If MPTK-KD derivation fails, the MKD silently discards message 1.  Otherwise, the MKD sends handshake message 2, with contents as given in  11B.5.5.2.2.  

If the MKD receives a duplicate handshake message 1 after sending handshake message 2, it shall retransmit handshake message 2.

· Peer Link Confirm frame contents

·  with MSA and 802.1X Authentication
Change the text as follows:
The peer link confirm frame is sent according to the peer link management procedures of  11B.3.  In addition to the peer link management element, the peer link confirm frame shall contain:

· RSNIE, identical to the RSNIE included in the peer link open frame sent by the local MP during this protocol.  If the local MP has not sent a peer link open frame during this protocol, the RSNIE is configured as advertised by the local MP in its Beacon frames and Probe Response frames. 

· MSCIE, identical to the MSCIE included in the peer link open frame sent by the local MP during this protocol.  If the local MP has not sent a peer link open frame during this protocol, the MSCIE is configured exactly as advertised by the local MP in its Beacon frames and Probe Response frames.

· MSAIE, where

· “Requests Authentication” in the Handshake Control field shall be set to 1 if the local MP requests Initial MSA Authentication during this protocol.

· MA-ID is set to the MAC address of the 802.1X authenticator, it shall be set to the Primary MAC address of the authenticator if it has more than one PHY. 
· SP-ID is ....
· Selected AKM Suite and Selected Pairwise Cipher Suite shall be set using the following procedure:  If the local MP is the Selector MP but has not sent a peer link open frame, the fields shall contain the local MP’s selection of each suite from among those supported by both MPs.  Otherwise, the fields shall contain the suites chosen by the Selector MP in the MSAIE of the peer link open frame that it sent during this protocol.

· Chosen PMK shall be set to zero if Initial MSA Authentication will occur; otherwise, it shall contain the PMK-MAName identifying the PMK-MA chosen by the key selection procedure.

· If Initial MSA Authentication will occur and if the local MP is the 802.1X authenticator, MKD-ID shall be included in the Optional Parameters field, and shall contain the identifier of the MKD with which the local MP’s MA has a security association.

· If Initial MSA Authentication will occur and if the local MP is the 802.1X authenticator, Key Holder Transport List shall be included in the Optional Parameters field.  If the local MP’s MA implements the MKD function, the Key Holder Transport List shall contain the list of transport types supported by the MKD.  If the MKD function does not support external communication with other MAs, the Key Holder Transport List shall contain the single entry 00-0F-AC:0.  If the local MP’s MA does not implement the MKD function, Key Holder Transport List shall contain the list that the local MP received during its Mesh Key Holder Security Handshake with the MKD identified by MKD-ID.

· If the local MP is the 802.1X authenticator, MKD-NAS-ID shall be included in the Optional Parameters field.  If the local MP implements the MKD function, MKD-NAS-ID shall contain the value of dot11MeshMKDNASID.  Otherwise, MKD-NAS-ID shall contain the value that the local MP received during its Initial MSA Authentication within the same MKD domain.

· All other fields are set to zero.
Change the text as follows:
· Mesh Key Transport Pull protocol

The Mesh Key Transport Pull Protocol is a two-message exchange consisting of a PMK-MA Request frame sent to the MKD, followed by a PMK-MA Response frame providing key delivery sent to the MA.  Both messages contain a MIC for integrity protection, and the PMK-MA being delivered is encrypted.

Mesh Key Transport Pull message 1 is a PMK-MA Request frame (see 7.4b.1.3).  The MAC address of the MKD shall be asserted in the DA field of the message header, and the MAC address of the MA shall be asserted in the SA field of the message header.  Prior to constructing the message, the MA shall increment the MA-KEY-TRANSPORT replay counter associated with the MPTK-KD by 1.  

The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the value of the MA-KEY-TRANSPORT replay counter.

· SPA shall be set to the MAC address of the MP that generated the PMK-MA being requested

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA being requested was derived.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the PMK-MA Request MSA multihop action frame.

· Action Value field of the PMK-MA Request MSA multihop action frame, which contains the value shown for “PMK-MA Request” in Table s37.

· Contents of the Mesh Key Transport Control field.

Upon receiving message 1, the MKD shall verify that the MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the MA, shall verify the MIC, and shall verify that the Replay counter field contains a value larger than the current value of the MA-KEY-TRANSPORT replay counter.  If any verification fails, the MKD shall silently discard the received message.  If verified, the MKD shall set the local MA-KEY-TRANSPORT replay counter to the value received in message 1.  The MKD shall attempt to derive the PMK-MA for use between the MP identified by SPA and the MA that sent message 1, using the key identified by PMK-MKDName.  Subsequently, the MKD constructs and sends message 2.

Mesh Key Pull Protocol message 2 is a PMK-MA Response frame (see 7.4b.1.4).  The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  

The Key Transport Response field shall be set to zero if a PMK-MA is being delivered in this message.  If the MKD was unable to derive the requested PMK-MA using the information in message 1, the Key Transport Response field shall be set to 1.

The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the current value of the MA-KEY-TRANSPORT replay counter (i.e., the value of replay counter in message 1).

· SPA and PMK-MKDName shall be set to the values contained in message 1.

The Mesh Wrapped Key field shall be included only if the Key Transport Response field is zero, and is configured as follows:

· Wrapped Context Length field shall be set to the length in octets of the Wrapped Context field.

· The Wrapped Context field shall contain the concatenation: key_data = {PMK-MA || PMK-MAName || Lifetime KDE}.  

· Lifetime KDE is defined in Figures 143 and 149.  The KDE contains a 4-octet value containing the number of seconds remaining in the lifetime of the PMK-MA.

· The concatenation key_data shall be wrapped using NIST AES Key Wrap algorithm, as defined in RFC 3394, with the MKEK-KD portion of the MPTK-KD identified in the MPTK-KDShortName subfield in this message, prior to being inserted in the Wrapped Context field.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the PMK-MA Response MSA multihop action frame.

· Action Value field of the PMK-MA Response MSA multihop action frame, which contains the value shown for “PMK-MA Response” in Table s37.

· Contents of the Key Transport Response field.

· Contents of the Mesh Key Transport Control field.

· Contents of the Mesh Wrapped Key field, if it is present.

Upon receiving message 2, the MA shall verify the MIC, shall verify that the replay counter field contains the current value of the MA-KEY-TRANSPORT replay counter, and shall verify that the SPA and PMK-MKDName values match those in message 1.  If any verification fails, the MA shall silently discard the received message 2.

If the MA does not receive a message 2 within time dot11MeshKeyTransportTimeout after sending message 1, the current Mesh Key Pull Protocol has timed out.  The MA shall silently discard any message 2 received after time dot11MeshKeyTransportTimeout of sending message 1.  Following a timeout, the MA may reattempt the Mesh Key Pull Protocol (using a new MA-KEY-TRANSPORT replay counter value).

· Mesh Key Push Protocol

The Mesh Key Push Protocol consists of a PMK-MA Notification message sent to the MA, followed by the MA initiating the Mesh Key Pull Protocol.

Mesh Key Transport Push message 1 is a PMK-MA Notification frame (see 7.4b.1.2).  The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  Prior to constructing the message, the MKD shall increment the MKD-KEY-TRANSPORT replay counter associated with the MPTK-KD by 1.  

The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the value of the MKD-KEY-TRANSPORT replay counter.

· SPA shall be set to the MAC address of the MP that generated the PMK-MA to be delivered

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA to be delivered was derived.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the PMK-MA Notification MSA multihop action frame.

· Action Value field of the PMK-MA Notification MSA multihop action frame, which contains the value shown for “PMK-MA Notification” in Table s37.

· Contents of the Mesh Key Transport Control field.

Upon receiving message 1, the MA shall verify that the MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the MKD, shall verify the MIC, and shall verify that the replay counter field contains a value larger than the current value of the MKD-KEY-TRANSPORT replay counter. If any verification fails, the MA shall silently discard the received message. If verified, the MA shall set the local MKD-KEY-TRANSPORT replay counter to the value received in message 1, and shall initiate the Mesh Key Pull Protocol as specified in  11B.5.6.1.  The MKD-KEY-TRANSPORT replay counter value shall not be used during the Mesh Key Pull Protocol; the MA shall increment and use MA-KEY-TRANSPORT as specified in  11B.5.6.1.

If the MKD does not receive the first message of the Mesh Key Pull Protocol within time dot11MeshKeyTransportTimeout after sending the PMK-MA Notification message, the MKD may reissue the notification.  Note that the MKD shall increment MKD-KEY-TRANSPORT before reissuing the notification.  The MKD shall not send PMK-MA Notification frames referencing the same PMK-MA more frequently than once per time dot11MeshKeyTransportTimeout.

· Mesh Key Revocation Protocol

The MKD may initiate the Mesh Key Revocation Protocol in order to request that a previously-delivered PMK-MA be revoked.  Revocation of the PMK-MA implies that the PMK-MA shall be deleted and all keys derived from the PMK-MA shall be deleted.

The Mesh Key Revocation Protocol is a two-message exchange consisting of a PMK-MA Revoke message sent to the MA, followed by a PMK-MA Response message sent in reply.  Both messages contain a MIC for integrity protection.

Mesh Key Revocation Protocol message 1 is a PMK-MA Revoke frame (see 7.4b.1.5).  The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  Prior to constructing the message, the MKD shall increment the MKD-KEY-TRANSPORT replay counter associated with the MPTK-KD by 1.  

The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the value of the MKD-KEY-TRANSPORT replay counter.

· SPA shall be set to the MAC address of the MP that generated PMK-MA that shall be revoked.

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA that shall be revoked was derived.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the PMK-MA Revoke MSA multihop action frame.

· Action Value field of the PMK-MA Revoke MSA multihop action frame, which contains the value shown for “PMK-MA Revoke” in Table s37.

· Contents of the Mesh Key Transport Control field.

Upon receiving message 1, the MA shall verify that the MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the MKD, shall verify the MIC, and shall verify that the replay counter field contains a value larger than the current value of the MKD-KEY-TRANSPORT replay counter. If any verification fails, the MA shall silently discard the received message. If verified, the MA shall set the local MKD-KEY-TRANSPORT replay counter to the value received in message 1, and shall compute the value of PMK-MAName using the PMK-MKDName and SPA included in message 1.  The MA shall revoke the PMK-MA named by PMK-MAName, and shall send a response message to the MKD.

Mesh Key Revocation Protocol message 2 is a PMK-MA Response frame (see 7.4b.1.4).  The MAC address of the MKD shall be asserted in the DA field of the message header, and the MAC address of the MA shall be asserted in the SA field of the message header.  

The Key Transport Response field shall be set to 2 to indicate "Key Revocation Acknowledged."

The contents of the Mesh Key Transport Control field shall be identical to those values received in message 1.

The Mesh Wrapped Key field shall be omitted.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the PMK-MA Response MSA multihop action frame.

· Action Value field of the PMK-MA Response MSA multihop action frame, which contains the value shown for “PMK-MA Response” in Table s37.

· Contents of the Key Transport Response field.

· Contents of the Mesh Key Transport Control field.

Upon receiving message 2, the MKD shall verify the MIC, shall verify that the replay counter field contains the current value of the MKD-KEY-TRANSPORT replay counter, and shall verify that the SPA and PMK-MKDName values match those in message 1.  If any verification fails, the MKD shall silently discard the received message 2.
Change the text as follows:
· EAP Encapsulation Request message
An EAP Encapsulation Request frame is sent from MA to MKD, either to transport an EAP message from the supplicant, or to request the AS to initiate EAP (“EAP-Start”).

An EAP Encapsulation Request message is defined as a Mesh EAP Encapsulation frame (see 7.4b.1.6) that has the Encapsulation Type subfield set to 1 (“request”).  The MAC address of the MKD shall be asserted in the DA field of the message header, and the MAC address of the MA shall be asserted in the SA field of the message header. Prior to constructing the message, the MA shall increment the MA-EAP-TRANSPORT replay counter associated with the MPTK-KD by 1. The contents of the EAP Authentication field are as follows:

· Encapsulation Type shall be set to 1 to indicate “request”.

· Replay Counter shall be set to the value of the MA-EAP-TRANSPORT replay counter.

· SP-ID shall be set to the MAC address of the supplicant MP that is participating in EAP; the SP-ID shall be set to the Primary MAC address of the supplicant MP if it has more than one PHY.
· EAP Message Length shall indicate the length in octets of the EAP message that is included in the EAP Message subfield. If the MA is sending an “EAP-Start” notification, the EAP Message Length subfield shall be set to zero.

· If the EAP Message Length subfield is nonzero, the EAP message subfield shall be present, and shall contain an EAP message with format as defined in IETF RFC 3748. If the EAP Message Length subfield is zero, the EAP message subfield shall be omitted. The EAP message subfield shall be no longer than 2277 octets.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA. The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the Mesh EAP Encapsulation MSA multihop action frame

· Contents of the Action Value field of the Mesh EAP Encapsulation MSA multihop action frame

· Contents of the EAP Authentication field.

Upon receiving an EAP Encapsulation Request message, the MKD shall verify that the MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the MA, shall verify the MIC, and shall verify that the replay counter field contains a value larger than the current value of the MA-EAP-TRANSPORT replay counter.  If any verification fails, the MKD shall silently discard the received message.  If verified, the MKD shall set the local MA-EAP-TRANSPORT replay counter to the value received in message 1.

· EAP Encapsulation Response message

An EAP Encapsulation Response message is sent from MKD to MA, to transport an EAP message from the AS, and, in the final message of a sequence, provide an indication of the success of EAP to the MA.  

An EAP Encapsulation Response message is defined as a Mesh EAP Encapsulation frame (see 7.4b.1.6) that has the Encapsulation Type subfield set to indicate “response,” “accept,” or “reject.” The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  The contents of the EAP Authentication field are as follows:

· Encapsulation Type shall be set as follows:

· If this is the final message of the sequence, and the EAP authentication of the supplicant resulted in an “accept” indication, Encapsulation Type shall be set to 2, to indicate “accept.”

· If this is the final message of the sequence, and the EAP authentication of the supplicant resulted in a “reject” indication, Encapsulation Type shall be set to 3, to indicate “reject.”

· Otherwise, Encapsulation Type shall be set to 11, to indicate “response.”

· Replay counter shall be set to the current value of the MA-EAP-TRANSPORT replay counter (i.e., the value of replay counter in message 1).

· SP-ID shall be set to the value contained in the request message to which this response corresponds; the SP-ID shall be set to the Primary MAC address of the supplicant MP if it has more than one PHY.
· EAP Message Length shall indicate the length in octets of the EAP message that is included in the EAP message subfield.

· The EAP message subfield shall contain an EAP message with format as defined in IETF RFC 3748. The EAP message subfield shall be no longer than 2277 octets.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the Mesh EAP Encapsulation MSA multihop action frame

· Contents of the Action Value field of the Mesh EAP Encapsulation MSA multihop action frame

· Contents of the EAP Authentication field.

Upon receiving a response message, the MA shall verify that the MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the MA, shall verify the MIC, and shall verify that the replay counter field matches the current value of the MA-EAP-TRANSPORT replay counter.  If any verification fails, the MA shall silently discard the received message. If the final response message received has type “reject,” the MA shall terminate the peer link with the supplicant.




Abstract


The current secure association setup protocols will launch multiple authentications for a multiple radios MP when it joins into the mesh network.





This document proposes changes to the draft to resolve the comment CID #504 from LB126 to enable one time initial authentiacation for one MP no matter how many radios it has when the MP joins into the mesh network. The major changes are following:


Introduce the SP-ID instead of SPA when deriving the MKDK and PMK-MKD during initial authentication


Add the SP-ID subfield in MSA IE in order to send the identifier of the supplicant to authenticator MP when requesting authentication.


Change the SPA into SP-ID in EAP Authentication field to send the identifier of the suplicant to MKD.


Extend the definition of MA-ID and MKD-ID to support radios MP.


Change ‘MA-ID’ into ‘MAA’ when deriving the PMK-MA and PTK.





This document is based on 11-08/0317r2 (authentication and key management for multiple radios MP) and D2.00. 
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