March  2008

IEEE 802.11-08/0424r0

IEEE P802.11
Wireless LANs

	March 17-20, 2008 TGs Minutes

	Date: March 28, 2008

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Dee Denteneer
	Philips
	HTC 37
5656 AE Eindhoven

The Netherlands
	+ 33 40 27 46937
	Dee.denteneer@philips.com



Contents

3Minutes

Tuesday, March 18, AM1
3
Tuesday, March 18, PM1
4
Tuesday, March 18, PM2
5
Wednesday, March 19,  PM1
7
Thursday, March 20, PM1
8


Minutes

Taken by temporary Recording Secretary Dee Denteneer, edited by Donald Eastlake 3rd.
Tuesday, March 18, AM1
Dee Denteneer appointed to act as temporary Secretary.
Miscellaneous announcements and agenda, as in 11-08/210r5.
Standard Board Bylaws on Patents in standards, anti-trust statement were read and slides were shown. The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents or applications about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.
The Chair demonstrated how to get attendance credits.

The agenda was reviewed and a number of submissions were announced and included in the pending presentations list in the agenda.

The Chair reviewed the proposed PAR-extension motion, written because the current PAR will expire at the end of this year.

The agenda was approved by unanimous consent.

The minutes Taipei of the January Taipei TGs meeting, 11-08/170r2, were approved by unanimous consent.

Minutes of ad hoc meeting in Orlando, March 17, 9.30-11.00, 11-08/347r0 were approved by unanimous consent.

The new temporary technical Editor, Avinash Yoshi (Motorola) was introduced.

The Chair has assembled all resolved comments in the comment spreadsheet 11-07/23r55. 
All proposed changes are reflected in Draft D1.09.
Moved, to request 802 Executive Committee to approve a request to extend the P802.11s PAR, which currently expires 2008-12-31, for 2 years for the following reason:
“Mesh is a complex enhancement to 802.11. 802.11s has made enormous progress and its Draft has been subject to a Working Group Letter Ballot. Although this LB failed, all comments submitted have been resolved resulting in major improvements in the Draft and a new Letter Ballot has been approved. We estimate that completing Letter Ballot, Sponsor Ballot, and higher level approvals will take until late 2009 or possibly early 2010.”
Moved: Dee Denteneer  Seconded: Guido Hiertz
Yes: 13   No: 0  Abstain: 4
The Chair gave a TGs process discussion as in 11-08/32r1.
Michelle Gong (Intel) presented “Enhancements to mesh discovery” as in 11-08/357r1.
Q: Do you want to make the links secure. A: Yes

Q: But to do this securely you need more connections. A: This depends, but generally yes.
Q: Is the end purpose to manually select the neighbours. A: It started from uses for debugging purposes, but there are multiple purposes.

Q: Usually you would do this after link set-up. A: Here we want a pure layer 2 solution.

Q: Can there be conflicts with UPnP? A: When users make mistakes, this is possible.

Q: But if there is only one method, then the conflict cannot arise. A: Ideally, we would like one name.

Q: There is already an established method; this conflicts with other protocols.
Q: Do you also discover the neighbors’ neighbors with the report?
Q:  It is not necessary to assume that UPnP is there to provide this functionality.

Q: UPnP is also more geared for wired networks.

Javier Cardona (Cozybit Inc.) presented 11-08/341r1 “Odd mesh header”.
Straw poll:

Would you be interested in a proposal to make the Mesh Header length:

1) 4*n:                 13

2) 2*n:                   5

3) Leave as is:       6

4) Don’t care:        5

Javier Cardona (Cozybit Inc.) presented 11-08/278r5 “Avoiding interactions with lazy-WDS equipment”.

Straw poll

Would you support the proposed modifications to mesh broadcast frames as presented in this submission?
!) Yes: 14   2) No: 2   3) Don’t Know / Don’t Care: 16  

Q: The proposal does nothing to solve the DDoS problem. The lazy WDS algorithm is fatally flawed. It should be replaced by something that works. We do not have to fix that.

Q: But we can handle the mesh flooding problem. A: If there are other problems solved then it can be useful. 

Dan Harkins (Aruba Networks) presented “Password authentication for mesh points” as in 11- 08/45r3; with normative text in 11-08/0299r0.
Q: Inclusion of the curves is interesting. Who can review the protocol? A: A number of people. Work on a proof is ongoing.

Q: Have you investigated state recovery: A: Yes.

Q: Where has the protocol been published? A: It has not been.
Q: What about the creeping mesh in the presentation? A: There are scripts to crack passwords, once the security is broken, the mesh grows making it even more susceptible to attack.

Q: Is this based on D1.09? A: Yes.

Q: The numbering has all been changed in D1.09; that would cause major problems in revisions. A: That can be amended.

Q: A PSK used by more than two devices is cryptographically disastrous. This would help.

Q: This would also help to secure the direct link described in the previous presentation 357r1.
Tuesday, March 18, PM1

The Chair reminded us of the patent policy and no one wanted to bring forward any potentially essential patents, patent applications, or patent claims.
Miscellaneous announcements, reminder to record attendance, and agenda, as in 11-08/210r6 

Mathilde Benveniste (Avaya) presented “Can RTS/CTS remedy problems caused by  
single-channel wireless meshes?” as in 11-08/292r0 with 11-08/291r0 as the back up document.
Q: It can still cause contention. A: An express frame has a flag. The receiving radio can retransmit without backoff. Therefore the receiving node can forward quickly. 
Q: Can you give insight why the one-hop flows do not suffer A: We are using multiple multi-hop flows in the example. You cannot do worse among multi-hop flows, because if they collide, you get back to the standard back-off procedure. You cannot always get the advantages. 
Q: Is express forwarding compatible with power save? A: It would be. The benefit is not so great when the destination is asleep. 
Q: The non-real time flows have lesser priority? A: We have lots of experience with all sorts of traffic mixes. For this EDCA works well. 
No further questions were allowed; maybe later sessions, and informal discussions were encouraged.

Straw poll: RTS/CTS cannot avert the problems encountered with single-channel meshes.

Agree: 6   Don’t agree: 2   Not sure: 26
Everyone was asked by the presenter to discuss off-line why there are still uncertainties, also possibly via e-mail.

We reverted to questions, as there was time left, and no presenters were ready to give the pending presentations.

Q: How close were you to capacity of the network? The delays for the business-as-usual case are in excess for useful service A: Some of the flows do go unstable. However, the loads are definitely in range of what is possible.

Q: So you added flows to stress business as usual. A: I kept increasing flows, but not beyond where things are going unstable. Then I did express forwarding to observe the performance.

Q: Where there any PHY layer errors present beyond collisions. A: No.

Q: I would like to see performance with noise. A: I don‘t think this is useful. Capacity is a function of the topology.
Q: Reason, for my question. Seeing only one data point does not give the full picture. A: I simulated lots of scenarios with the same results.
We deferred the security presentations to the 4pm session. In this session, better attendance from the security is expected because it would not conflict with TGw.
We recessed at 3pm, until 4pm.
Tuesday, March 18, PM2
Miscellaneous announcements and agenda, as in 08/210r8 

The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any potentially patents or applications about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits.

Moved, to direct the Editor to incorporate the text from: 11-08-0299-01-000s-password-authetication-for-mesh-points.doc into the Draft
Moved: Dan Harkins; Seconded: Jesse Walker.

Q: Can the Editor include the proposed changes in the Draft, so that it will still be ready to go to vote by tomorrow. A: Yes.

Q: Good area of work. There is a section on framing. What is the number space? A: It is a number space by IANA. There are other RFCs. It makes it easier to change groups with different strength levels. It can be found at IANA.org and via IETF home page. There are 35 of them.

Q: Are they mandatory for 11s? A: No, none of them.

Q: I suggest that we don’t mandate any of them but leave this to a marketing organisation.

Speech against because of timing. This proposal takes a while to sort through, e.g. key distribution. This can best be deferred to after the LB. 
Speech in favour: Getting this in before the next letter ballot allows for better investigation by the working group. 
Speech against: This will not fit into EAP as it is peer-2-peer paradigm-based.
Speech in favour: if we don’t get it in now, we will not have comments for a long time whereas it addresses an important issue in the Draft. 
Speech against: the document does not fit in the current structure of the Draft. There is a lot of text that is not placed well and that now can cause confusion.
Yes: 6   No: 2   Abstain: 14    (Motion passes)
Amy Zhang presented “Authentication and Key Management of MP with multiple radios” as in 11-08/0371r1.
Q: Interesting issue. How does it fit into the overall 802.11 architecture described in the standard? In the base there is one SME for each radio. Where is this placed? Is the proposed functionality in the SME or above the SME?. A: There is one MAC here, for multiple PHYs. 
Q. See Fig 5.10 in the base standard. There are no multiple PHYs attached to a MAC; nor is there one SME for multiple MACs. Your proposal changes this so you have to explain where it fits.
Q: The key hierarchy in 11i scales poorly. This radically simplifies that.
Q: Is there a relation with routing for multiple mesh points from an architectural pint of view. A: That seems to be so.

Q: In 11i, we have multiple interfaces with multiple radios. However, in mesh, the multiple radio case is much more natural and needs thorough thought.

Q: In routing this can be looked into again. Q: Where does the device ID come from? A: Maybe MAC, but must be discussed further.
Straw poll

Would you like to use DEV_ID for deriving PMK-MKDs and MKDKs to enhance the authentication procedure of multiple radio MPs?
Yes: 12   No: 1   Don’t Know: 17

Yongho Seok (LGE) presented “Normative Text for Proxy Frame Format” as in 11-08/306r1.
Q: The PU and PUC are defined as multi hop management. The information of the sequence number is then duplicated. A: One is the end-to-end sequence number And the other is the one hop sequence number. They have orthogonal meaning.

Q: What is multi-hop and what is a one-hop management frame. A: It is better to use the multi hop frame here.

Q. The routing frames are all are single hop.
Moved, to direct the Editor to incorporate the text in 11-08/306r1 into the Draft.

Moved: Yongho Seok   Seconded: Guenael Strut

Q: To the Editor, can this be done. The sooner the better. The Draft including changes should be on the server for the TGs motion on Thursday and WG motion Friday. There is no formal 4 hour rule. A: Should be possible.

Q: We will get lots of comments that we missed a frame if we don’t include the text proposed in this motion.
Yes  14   No  0  Abstain: 3   (passes)
Moved, to direct the Editor to produce a new revision of the P802.11s Draft incorporating the changes that have been adopted thus far in this meeting.

Moved: Mathilde Benveniste   Seconded: Guido Hiertz

Adopted by unanimous consent.

Thursday AM2 there is a meeting on 802 bridging, particularly 802.1AVB, where they may use the 6 address format.

August 25, Cape Estrel there is a mesh conference by INRIA. Paper published by IEEE, Mathilde is one of the organisers and interested in papers.

There are no submissions, yet for the Wednesday meeting. Yet, it might be useful to meet briefly to discuss possible issues with the group. Javier announced a submission for the Wednesday meeting. It was decided to present this immediately.
Javier presented “Odd Mesh Header” as in 11-08/372r1

Q:  This counter is now increased in size to make the header size even. Can you do this with reserved bits? A: I decided that this way was easier.

Q: Are there other reserved bits in the header now. A: Yes, there are 5 remaining.

Q Is the current roll over time too small? I don’t think so.

Q: It does correct an error, though, as the previous modulo value was not correct.

Q: The previous version has all the changes except for the figure. It was uploaded at 2.20, so we cannot vote now. The submission did not meet the four hour rule, so a vote was deferred until the next session.
Straw poll. On this contribution:
In favour: 19   Against: 0   Abstain: 1

We recessed until 1.30 pm Wednesday.

Wednesday, March 19,  PM1

Miscellaneous announcements and agenda, as in 11-08/210r9.
The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents or applications about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits

Moved, to direct the Editor to incorporate changes in 11-08/0373r1 into the Draft and produce a draft revision with the change.

Moved: Javier Cardona   Seconded: Guido Hiertz

Yes: 13   No: 0   Abstain: 0
The Editor announced that a new version D1.10 of the Draft is available for inspection by the Chair, who will forward it to Harry Worstell for uploaded to the member’s area when deemed in order.

Javier Cardona announced that normative text is available in 11-07/383r1 to resolve the lazy WDS problem. 

Mathilde announced 07-2453r4 with new normative text for express forwarding.

Recess until 13.30 Thursday

Thursday, March 20, PM1

Miscellaneous announcements and agenda, as in 11-08/210r10.

The Chair inquired if everyone was familiar with the IEEE 802 IPR policy, and if there were any patents or applications about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity and there were no patents brought forward. There were no questions on policy and procedures.

The Chair demonstrated how to get attendance credits

The Chair reviewed the progress made during this meeting so far. He thanked the temporary Recording Secretary (Dee Denteneer) and temporary Technical Editor (Avinash Joshi) for their services.
The Chair pointed out the red-line version now available, but that there are some errors in the red-lining in the table of contents.

The Chair gave a process discussion as in 11-08/320r1.
At 1.50pm we recessed for 10 minutes, so attendees could take advantage of an excess amount of cake in the next room to celebrate the last TGr session.
Reconvene at 2:05.
Michelle Gong presented “Enhancements to mesh discovery” as in 11-08/0357r2.
Q: The reference to the other solution by Cozybit gives a reference to an alternative layer 3 approach, which might have advantages.

Q: This is not the right place for your solution. Names are for higher layers. It is not needed for MAC operations. It can be disadvantageous to use the methods, in given situations.

Q: Which part causes the performance degradation? A: The first one. 
Q: How are the names used? A: The mesh-industry already has a lot of products which have names. They need be carried over the air interface. 
Q: We are offering a service to the higher layers; we do not specify how it is used. Therefore it is not a cross layer approach.

Q: Enhancement 2: The purpose is to speed up discovery.

Q: Why is the TSF part optional? A: Because synchronisation is optional.

Q: Can the security settings differ for the neighbours? Shouldn’t they all have the same settings. A: It is possible that they have different policies, except for the key derivation and the cipher suite. 

Q: A neighbour element is needed. The approach to create the request for it is not useful. We need to combine with what is already in P802.11k. A: I agree, if we can use with what is in other groups. That is a good idea. However, we feel that the current element is not good enough. It will be reviewed again. 
Q: Meshes are mobile. Do you only include verified MPs in the report? A: Here we only report one hop neighbors. 
Q: Must they have been verified just prior to reporting? A: There is a time-out, and the information must be verified.
Straw poll

· Are you in favor of defining a Mesh Point Name IE that may be carried in beacon and probe response?

· Yes: 17    No: 7    Don’t know: 17
Q: Is this optional. A: Yes

Straw poll

· Are you in favor of defining an optional Mesh Neighbor Report protocol?

Q: Can you define a new mesh neighbour report element instead?

Q: We are debating if there is a problem to be solved. Not really the protocol.

Q: Is this a new mechanism or are we reusing existing ones? A: If we need new stuff, we investigate further how to approach this.
The straw poll was reformulated as:

Straw poll: Do you see any value in requesting and reporting mesh neighbour information?
· Yes: 29    No: 0    Don’t know: 9
Q Why is this optional. A: We don’t want to overburden simple MPs. At least PS devices do not want to capture everything. There is a proposal to include a bit to indicate this capability. 
Moved, to adopt the 802.11 Draft D1.10

Moved: Guido Hiertz   Seconded: Mathilde Benveniste
Adopted by unanimous consent.

Moved, to approve and forward the following motion to the 802.11 Working Group: “Moved, to renumber the current 802.11s Draft as D2.0 and authorize a 30-Day Letter Ballot asking the question ‘Should 802.11 Draft D2.0 be sent to Sponsor Ballot?’.”

Moved: Guido Hiertz   Seconded: Jesse Walker
Yes: 23    No:  0   Abstain:  5
One possibility to increase the speed of the process is to have face to face ad hocs. Venues and times for these were next discussed. Even granting that new officers must process the letter ballot, it seems likely that the LB will end before the end of April. Suitable dates for ad hocs are May 7-9 and in the weeks of June 9 or June 16.

Boston, Santa Clara or Portland were proposed as venues for an ad hoc and Jacksonville was also mentioned.
Q: Can it be closer to the interim meeting venue? Likely, but we have not looked into this. It is also possible to do it from 8-10 May. The change does not affect the proposed venues. We can do a conditional vote, e.g. presuming that we can go to Jacksonville.

Straw poll: What is the preferred venue for an ad hoc?
Jacksonville:   8;   Boston: 6;   Santa Clara:  9;    None: 4
Jacksonville:   8;   Boston: 7 ;  Santa Clara: 12
Jacksonville:  10;  Santa Clara: 12
We can also take a poll, who will not attend for a given venue. No further polls on the venue were felt needed.

Straw poll: What is the preferred date for an ad hoc?
May 7-9: 2    May 8-10: 10
Moved, to schedule an ad hoc meeting May 8-10, location Santa Clara hosted by Intel to resolve comments from the second 802.11s Letter Ballot.

Moved:  Jesse Walker   Seconded: Michelle Gong
Yes: 6  No:  0   Abstain:  15

We can also schedule an ad hoc for after the Jacksonville meeting. If it is to be June 9-week, than that cannot be authorized in Jacksonville due to notice time constraints. June 23-week was proposed as an additional date. Munich was proposed as a venue, and Boston area. If the ad hoc is that late, we do not need to decide on it now as there would be adequate notice from the Jacksonville meeting. However, we still could get it authorized from this WG meeting to give people more notice.
A further timing constraint for an ad hoc is the Wi-Fi Alliance meeting June 3-5. 
Straw poll:  Munich: 10    Boston: 2    Not now: 4
Moved, to schedule an ad hoc meeting June 23-25, location Munich  hosted by Siemens to resolve comments from the 802.11s Letter Ballot.

Moved: Guido Hiertz   Seconded: Michael Bahr
Yes: 9     No: 1     Abstain: 7
The Chair recommended bi-weekly teleconferences.

Straw poll:  Time for teleconferences:  10:00: 10   17:00: 7
Moved, to authorize bi-weekly teleconferences from April 16th through June 23rd, Wednesdays, except during face-to-face meetings, at 10:00.

Moved: Dee Denteneer    Seconded: Guido Hiertz
Adopted by unanimous consent.

We adjourned at 2.15pm.




Abstract


Minutes for the IEEE 802.11 TGs meetings held during the March 17-20 IEEE plenary meeting in Orlando














Submission
page 10
Dee Denteneer, Philips

