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Abstract

This document addresses editorial notes in Clause 8, regarding the MIC definition for message 2 and 3 of the SMK handshake. This document is based on TGz Draft 0.2.


7.3.2.25.2 AKM suites

Insert the following new entry in Table 34 and update the reserved values accordingly:

Table 34—AKM suite selectors

	OUI
	Suite type
	Authentication type
	Key management type

	00-0F-AC
	<ANA>
	N/A
	SMK Handshake


8.5.9.1 SMK Handshake

The Initiator STA initiates the SMK Handshake by sending first message to the Peer STA through the AP path. This is done to establish a SMKSA between Imitator and Peer STA associated with the same AP. Unlike the 4-Way Handshake and Group Key Handshake, the SMK Handshake is initiated by the initiator STA.

For SMK Handshake, the modulus p shall be 1536 bits (as per RFC 3526) in length and the generating element g shall be 2. 

The prime is: 2^1536 - 2^1472 - 1 + 2^64 * { [2^1406 pi] + 741804 }. Its hexadecimal value is:

      FFFFFFFF FFFFFFFF C90FDAA2 2168C234 C4C6628B 80DC1CD1

      29024E08 8A67CC74 020BBEA6 3B139B22 514A0879 8E3404DD

      EF9519B3 CD3A431B 302B0A6D F25F1437 4FE1356D 6D51C245

      E485B576 625E7EC6 F44C42E9 A637ED6B 0BFF5CB6 F406B7ED

      EE386BFB 5A899FA5 AE9F2411 7C4B1FE6 49286651 ECE45B3D

      C2007CB8 A163BF05 98DA4836 1C55D39A 69163FA8 FD24CF5F

      83655D23 DCA3AD96 1C62F356 208552BB 9ED52907 7096966D

      670C354E 4ABC9804 F1746C08 CA237327 FFFFFFFF FFFFFFFF

The information flow of the SMK handshake is as follows:

SMK Message 1:
Initiator STA → Peer STA

RSNIE_I, FTIE(0, 0, 0, INonce, MAC_I, BSSID, Lifetime, DH_I)

SMK Message 2:
Peer STA → Initiator STA

RSNIE_P, FTIE(7, MIC, PNonce, INonce, MAC_I, MAC_P, BSSID, Lifetime, DH_P)

SMK Message 3:
Initiator STA → Peer STA

RSNIE_I, FTIE(4, MIC, PNonce, INonce, MAC_I, MAC_P, BSSID, Lifetime, DH_I)

8.5.9.1.2 SMK Handshake Message 2

The peer STA sends Message 2 to the initiator STA through the AP path. After sending Message 2, the Peer STA starts a timer (different from the Lifetime-Timer) and waits for response message from the Initiating STA.

On receipt of Message 2, the Initiator STA performs the following actions:

a) Verify the Peer MAC address against existing direct link. If no direct link exists, it silently discards the message.
b) Verify the Initiator MAC address and INonce from the FTIE and if it does not match, the Initiator STA silently discards the message.
c) If all checks succeed,
1) The Initiator STA computes the SMK as 
a) SMK-Key-Data = KDF-384(SHA-256(DH_PA mod p), "SMK Key Derivation", BSSID || MAC_I || MAC_P || INonce || PNonce)

b) SMK-KCK = L(SMK-Key-Data, 0, 128)

c) SMK = L(SMK-Key-Data, 128, 256)
d) Verify the MIC on Message 2.  If the MIC verification fails, the Initiator STA silently discards the message. The MIC shall be calculated using the SMK-KCK and the AES-128-CMAC algorithm. The output of the AES-128-CMAC shall be 128 bits. The MIC shall be calculated on the concatenation, in the following order, of: RSNIE_P, PNonce, INonce, MAC_I, MAC_P, BSSID, Lifetime, DH_P.

e) If the MIC verification succeeds,  the Initiator STA creates Message 3 and sends it to the Peer STA through the AP path.

8.5.9.1.3 SMK Handshake Message 3

The Initiator STA sends Message 3 to the Peer STA through the AP path. After sending Message 3, the SMK handshake is complete from initiator STA side.

On reception of Message 3, the peer STA performs following actions:

a) Verify the Initiator MAC address against existing direct link. If no direct link exists, silently discard the message.
b) Verify the Peer MAC address and PNonce from the FTIE and if either does not match, silently discard the message.
c) Verify the MIC on Message 3.  If the MIC verification fails, the Peer STA silently discards the message. The MIC shall be calculated using the SMK-KCK and the AES-128-CMAC algorithm. The output of the AES-128-CMAC shall be 128 bits. The MIC shall be calculated on the concatenation, in the following order, of: RSNIE_I, PNonce, INonce, MAC_I, MAC_P, BSSID, Lifetime, DH_I.

d) If all checks succeed, the SMK handshake is complete from the Peer STA side.

Notice: This document has been prepared to assist IEEE 802.11. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.


Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.11.


Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures <� HYPERLINK "" \n _blank��http:// ieee802.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:stuart.kerry@nxp.com"��stuart@ok-brit.com�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.11 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" \n _blank��patcom@ieee.org�>.








