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1. Introduction and Summary

This is the report to the IEEE 802 Executive Committee that documents all the Sponsor letter ballots of IEEE 802.11r, including voting results, comment statistics, and unresolved negative comments.

The total number of sponsor voters on IEEE 802.11r is 130.  The latest results of the sponsor voters on IEEE 802.11r are 100-3-8, for an approval percentage of 97.09%, a return percentage of 85.38%, and an abstain percentage of 7.21%.

There are 11 outstanding negative comments from three remaining negative voters; none of these outstanding negative comments are from the latest ballot and all the remaining 11 outstanding negative comments are previously recirculated unresolved negative comments from previous ballots.

No comments were ruled invalid.

Based on results of the Sponsor ballots on IEEE 802.11r as documented in this report, we are asking for approval from the IEEE 802 Executive Committee to forward IEEE 802.11r to publication.

2. Voting Results
	Ballot
	Initial
	Recirculation #1
	Recirculation #2
	Recirculation #3
	

	Ballot Open
	07/31/07
	09/27/07
	01/07/08
	01/22/08
	

	Ballot Close
	08/30/07
	10/07/07
	01/17/08
	02/01/08
	

	Total Voters
	130

	Approve
	79
	86
	95
	100
	100

	Do Not Approve with comments
	13
	10
	4
	3
	3

	Do Not Approve without comments
	0
	0
	0
	0
	0

	Abstain
	8
	9
	8
	8
	8

	Total Votes
	100
	105
	107
	111
	111

	Approval %
	85.9%
	89.6%
	96.0%
	97.1%
	97.1%

	Abstain %
	8.0%
	8.6%
	7.5%
	7.2%
	7.2%

	Return %
	76.9%
	80.8%
	82.3%
	85.4%
	85.4%

	
	
	
	
	
	Totals

	Total comments submitted
	382
	66
	4
	0
	452

	Comments not part of negative vote
	105
	7
	2
	0
	114

	Comments part of negative vote (negative comments)
	277
	59
	2
	0
	338

	Comments not specified (considered as negative comments)
	0
	0
	0
	0
	0

	Total negative comments (sum of previous two rows)
	277
	59
	2
	0
	338

	
	
	
	
	
	

	Negative comments ruled invalid
	0
	0
	0
	0
	0

	Negative comment resolutions approved by commenter
	266
	59
	2
	0
	327

	Negative comment resolutions disapproved by commenter (outstanding negative comments)
	11
	0
	0
	0
	11

	Negative comment resolutions not indicated by commenter (considered as outstanding negative comments)
	0
	0
	0
	0
	0

	Total outstanding negative comments (sum of previous two rows)
	11
	0
	0
	0
	11


3. Statistics of Comments per Outstanding “Disapprove” Voters
	Voter
	Total Comments Submitted
	Comments not part of negative vote
	Comments part of negative vote (negative comments)
	Comments not specified (considered as negative comments)
	Negative comments ruled invalid
	Negative comment resolutions approved by commenter
	Negative comment resolutions disapproved by commenter (outstanding negative comments)
	Negative comment resolutions not indicated by commenter (considered as outstanding negative comments)
	Total outstanding negative comments

	Chaplin, Clint
	164
	75
	89
	0
	0
	84
	5
	0
	5

	Housley, Russell
	2
	1
	1
	0
	0
	0
	1
	0
	1

	Sood, Kapil
	204
	5
	199
	0
	0
	194
	5
	0
	5

	
	
	
	
	
	
	
	
	
	

	Totals
	370
	81
	289
	0
	0
	278
	11
	0
	11


There are 11 outstanding negative comments from 3 outstanding negative voters.  Details on each voter are enclosed in Appendix A, including the number of comments in each of the above categories that were received during each ballot and the written feedback received from the voter accepting the resolutions to their negative comments.
4. Comments Ruled Invalid
No comments were ruled invalid.
5. Summary of Outstanding Negative Comments per Voter and Letter Ballot

	
	Initial
	Recirculation #1
	Recirculation #2
	Recirculation #3
	
	Totals

	Chaplin, Clint
	5
	0
	
	
	
	5

	Housley, Russell
	1
	
	
	
	
	1

	Sood, Kapil
	5
	0
	0
	0
	
	5

	
	
	
	
	
	
	

	Totals
	11
	0
	0
	0
	
	11


Of the 11 unsatisfied negative comments, we can categorize them as follows:

	Topic (Voter submitting the comments)
	Number of comments related to this topic

	Key Distribution Protocol (Chaplin/Harkins)
	2

	PTKLen (Housley)
	1

	Reservation Protocol (Sood)
	1

	STA Behavior (Sood)
	3

	Wait to publish until interoperability is demonstrated (Sood)
	1

	Other: unclassified (Chaplin/Cam-Winget)
	3


All of the unsatisfied negative comments were recirculated.

6. Outstanding Negative Comments

The 11 outstanding negative comments include 11 previously recirculated unresolved negative comments, and no negative comments received during the last recirculation.

The 11 previously recirculated unresolved negative comments, including the responses, are in the document embedded here (double-click to open):

[image: image1.emf]Acrobat Document


Figure 1: Unresolved Negative Comments from Previous Sponsor Ballots
Appendix A.  Detailed Ballot and Comment Information for Each Remaining Negative Voter

Chaplin, Clint (Samsung)
	
	Initial
	Recirculation #1
	Recirculation #2
	Recirculation #3
	Totals

	
	Do Not Approve
	Do Not Approve
	
	
	

	Total comments submitted
	155
	9
	
	
	164

	Comments not part of negative vote
	75
	0
	
	
	75

	Comments part of negative vote (negative comments)
	80
	9
	
	
	89

	Comments not specified (considered as negative comments)
	0
	0
	
	
	0

	
	
	
	
	
	

	Negative comments ruled invalid
	0
	0
	
	
	0

	Negative comment resolutions approved by commenter
	75
	9
	
	
	84

	Negative comment resolutions disapproved by commenter (outstanding negative comments)
	5
	0
	
	
	5

	Negative comment resolutions not indicated by commenter (considered as outstanding negative comments)
	0
	0
	
	
	0

	Total outstanding negative comments
	5
	0
	
	
	5


Comments submitted by Clint Chaplin came from four different sources:
1. comments from the people who conducted external security reviews of IEEE 802.11r
2. comments submitted on behalf of the 802.11 TGr editor

3. comments from Clint Chaplin himself

4. carryover comments from Working Group balloting
All comments from the people who conducted external security reviews of IEEE 802.11r were considered resolved; regardless of the actual resolution.

Resolutions for the comments submitted on behalf of the 802.11 TGr editor were all accepted by that person: emails with those acceptances are here (double-click to open):
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The resolution to the single comment submitted by Clint Chaplin himself was accepted: email with that acceptance is here (double-click to open):

[image: image4.emf]C:\Standards Bodies\ IEEE\802.11\Fast Roaming Group\Prod Results\D7.0 Prod Results\Gmail - Chaplin Clint D7.0.pdf


The carryover comments from Working Group balloting can themselves be placed into three categories:
a. Carryover comments from WG voters who are also sponsor voters and voted “approve” in the sponsor ballot

b. Carryover comments from WG voters who are also sponsor voters and voted “disapprove” in the sponsor ballot

c. Carryover comments from WG voters who are not sponsor voters

Comments in category a. came from Joseph Epstein, Jouni Malinen, Andrew Myles, and Dorothy Stanley.  By voting “approve” in the sponsor ballot, they also indicated that they accepted the resolutions to their carryover comments: emails with those acceptances are here (double-click to open):
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Comments in category b. came from Kapil Sood.  Emails with his acceptances of resolutions to his carryover comments are here (double-click to open):
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Comments in category c. came from Nancy Cam-Winget, Dan Harkins, Uriel Lemberger, and Artur Zaks.  Emails with their acceptances of resolutions to their carryover comments are here (double-click to open):
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Resolutions to five carryover comments were not accepted: two from Dan Harkins and three from Nancy Cam-Winget.

Housley, Russell ()
	
	Initial
	Recirculation #1
	Recirculation #2
	Recirculation #3
	Totals

	
	Do Not Approve
	
	
	
	

	Total comments submitted
	2
	
	
	
	2

	Comments not part of negative vote
	1
	
	
	
	1

	Comments part of negative vote (negative comments)
	1
	
	
	
	1

	Comments not specified (considered as negative comments)
	0
	
	
	
	0

	
	
	
	
	
	

	Negative comments ruled invalid
	0
	
	
	
	0

	Negative comment resolutions approved by commenter
	0
	
	
	
	0

	Negative comment resolutions disapproved by commenter (outstanding negative comments)
	1
	
	
	
	1

	Negative comment resolutions not indicated by commenter (considered as outstanding negative comments)
	0
	
	
	
	0

	Total outstanding negative comments
	1
	
	
	
	1


The single outstanding negative comment from the commentor was discussed and debated by the comment resolution committee.  Changes were made which the comment resolution committee thought would address the comment, but the commentor thought the changes were not sufficient.  No further changes were made to address the comment.
Sood, Kapil (Intel)
	
	Initial
	Recirculation #1
	Recirculation #2
	Recirculation #3
	Totals

	
	Do Not Approve
	Do Not Approve
	Do Not Approve
	
	

	Total comments submitted
	171
	31
	2
	
	204

	Comments not part of negative vote
	5
	0
	1
	
	6

	Comments part of negative vote (negative comments)
	166
	31
	1
	
	198

	Comments not specified (considered as negative comments)
	0
	0
	0
	
	0

	
	
	
	
	
	

	Negative comments ruled invalid
	0
	0
	0
	
	0

	Negative comment resolutions approved by commenter
	161
	31
	1
	
	193

	Negative comment resolutions disapproved by commenter (outstanding negative comments)
	5
	0
	0
	
	5

	Negative comment resolutions not indicated by commenter (considered as outstanding negative comments)
	0
	0
	0
	
	0

	Total outstanding negative comments
	5
	0
	0
	
	5
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Copies of emails containing the feedback from the voter accepting or rejecting the resolutions to their comments (double-click to open).

 References:




Abstract


This is the report documenting the results of the Sponsor letter ballots on IEEE 802.11r.  This report is to be submitted to the IEEE 802 Executive Committee to support the request to forward IEEE 802.11r for publication.











Submission
page 1
Clint Chaplin, TGr Chair (Samsung)

_1264257953.pdf
Gmail - Comments https://mail.google.com/mail/?ui=1&ik=dce46d3a5f&view=pt&search=...

L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>

Comments

Clint Chaplin <clint.chaplin@gmail.com> Sun, Oct 7, 2007 at 8:11 PM
To: William Marshall <wtm@research.att.com>

Well, that was depressing. Not many changed votes, especially from
the "no" voters.

Solomon Trainin is missing in action again; nothing heard from. Russ
Housley specifically wants his vote and comment to carry over. Joe
Epstein hasn't told me his response to my carryover comments for him.

As far as "my" comments, we need to carry over 81, 90, 96, 106, 121,
127,128, 2, 73, and Joe's six we don't know about. Call the rest of
mine "resolution accepted"

Clint (JOATMON) Chaplin
Principal Engineer

Corporate Standardization (US)
SISA

comments.csv
33K

lofl 02/11/2008 17:57
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L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>
by Go0gle

Dorothy, we need to know which comment resolutions you
accept

Dorothy Stanley <dstanley1389@gmail.com> Tue, Oct 2, 2007 at 8:41 AM
To: Clint Chaplin <clint.chaplin@gmail.com>

Clint,

| accept the resolution of the carryover comment:

REJECT

The technical opinion obtained from NIST is that SHA-1 is adequate for our uses in a key derivation function.
| do not accept the resolution of CID 76. No technical reason is given.

Dorothy

On 9/27/07, Clint Chaplin <clint.chaplin@gmail.com> wrote:
Dorothy,

I'm enclosing a copy of the comment resolution spreadsheet showing
your Required comments from the initial sponsor ballot of 802.11r, and
a copy of the spreadsheet showing your carryover Required comments.
Could you please check them over and tell us if you accept the
resolutions to your comments? Thanks

Clint (JOATMON) Chaplin
Principal Engineer

Corporate Standardization (US)
SISA

lofl 02/11/2008 17:07
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L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>
by Go0gle

Nancy, we need to know which comment resolutions you
accept

Nancy Winget (ncamwing) <ncamwing@cisco.com> Mon, Oct 1, 2007 at 8:02 AM
To: Clint Chaplin <clint.chaplin@gmail.com>
Cc: "Rajneesh Kumar (rajneesh)" <rajneesh@cisco.com>, "Andrew Myles (amyles)" <amyles@cisco.com>

Hi Clint,

Thanks, most of the resolutions are fine. The only ones | do not accept
are CIDs 121, 127 and 128. While | can accept that during

authentication, we do not want to remove the PTKSA's *until the

completed sequence (e.g. auth, assoc and 4-way handshake), clause
11.3.2.3 and 11.3.2.4 speak to the *reassociation* procedures which are

in line with FT and they should refresh the PTKSA when successfully
completed. Also, 11A.4.2 and 11A.5.4 are mute on the PTKSA handling so
| do not see how it addresses my comment.

Also, | am not sure | quite accept the rationale for the reject in CID
304 as the implication for adding a new cipher for FTIE implies a
nonlinear multiplier to the number of AKMs as they are added; this is
separate to the vendor specific inclusion.

Nancy.

From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

Sent: Thursday, September 27, 2007 7:19 PM

To: Nancy Winget (ncamwing)

Subject: Fwd: Nancy, we need to know which comment resolutions you
accept

It would help to attache the file

---------- Forwarded message ----------

From: Clint Chaplin <clint.chaplin@gmail.com>

Date: Sep 27, 2007 7:15 PM

Subject: Nancy, we need to know which comment resolutions you accept
To: Nancy Cam-Winget <ncamwing@cisco.com>

Nancy,

I'm enclosing a copy of the comment resolution spreadsheet showing your
carryover Required comments from the initial sponsor ballot.

Could you please check it over and tell us if you accept the resolutions

to your comments? Thanks

Clint (JOATMON) Chaplin
Principal Engineer

Corporate Standardization (US)
SISA

02/11/2008 17:05
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Clint (JOATMON) Chaplin
Principal Engineer

Corporate Standardization (US)
SISA
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L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>
by Go0gle

Uriel, we need to know which comment resolutions you
accept

Lemberger, Uriel <uriel.lemberger@intel.com> Thu, Sep 27, 2007 at 9:11 PM
To: Clint Chaplin <clint.chaplin@gmail.com>

Dear Clint,

Except from the typo in my name (it should be Lemberger and not Lemburger) | accept
the resolution.

————— Original Message-----

From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

Sent: Friday, September 28, 2007 4:27 AM

To: Lemberger, Uriel

Subject: Uriel, we need to know which comment resolutions you accept

Uriel,

I"m enclosing a copy of the comment resolution spreadsheet showing
your carryover Required comments from the initial sponsor ballot of
802.11r. Could you please check it over and tell us iIf you accept the
resolutions to your comments? Thanks

Clint (JOATMON) Chaplin

Principal Engineer

Corporate Standardization (US)

SISA

Intel Israel (74) Limited

This e-mail and any attachments may contain confidential material for
the sole use of the intended recipient(s). Any review or distribution
by others is strictly prohibited. If you are not the intended
recipient, please contact the sender and delete all copies.

02/11/2008 16:55
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L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>
Ig.LhTJ;

BETA

Artur, we need to know which comment resolutions you

accept

Zaks, Artur <arturz@ti.com>
To: Clint Chaplin <clint.chaplin@gmail.com>

Clint,

| satisfied with the comment resolution and accept them.
Best Regards,

Artur Zaks

WLAN System Marketing Manager
Mobile Connectivity Solutions Business Unit (MCS)
Texas Instruments

*Tel (D) : +972-9-747 6853
* Fax 1 +972-9-762 2642
*Mob :+972-54-551 0219

* arturz@ti.com

From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

Sent: Friday, September 28, 2007 4:44 AM

To: Zaks, Artur

Subiject: Artur, we need to know which comment resolutions you accept

Artur,

I'm enclosing a copy of the comment resolution spreadsheet showing
your carryover Required comments from the initial sponsor ballot of
802.11r. Could you please check it over and tell us if you accept the
resolutions to your comments? Thanks

Clint (JOATMON) Chaplin
Principal Engineer

Corporate Standardization (US)
SISA

Sun, Sep 30, 2007 at 6:05 AM

02/11/2008 16:59






_1264273240.pdf
Gmail - Nancy, we need to know which comment resolutions you accept https://mail.google.com/mail/?ui=1&ik=dce46d3a5f&view=pt&search=...

L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>
IgLthdq

BETA

Nancy, we need to know which comment resolutions you
accept

Nancy Winget (ncamwing) <ncamwing@cisco.com> Mon, Oct 1, 2007 at 2:14 PM
To: Clint Chaplin <clint.chaplin@gmail.com>
Cc: "Rajneesh Kumar (rajneesh)" <rajneesh@cisco.com>, "Andrew Myles (amyles)" <amyles@cisco.com>

Hi Clint,
| begrudgingly accept the resolution.

Nancy.

From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

Sent: Monday, October 01, 2007 12:41 PM

To: Nancy Winget (ncamwing)

Cc: Rajneesh Kumar (rajneesh); Andrew Myles (amyles)

Subject: Re: Nancy, we need to know which comment resolutions you accept

Nancy,

We have to live in a black or white world here, and | know that you are
thinking "out loud" but | don't know how to handle your ambiguity.

Do you or do you not accept the resolution to CID 3047

On 10/1/07, Nancy Winget (hcamwing) <ncamwing@cisco.com> wrote:
> Hi Clint,

>

> Thanks, most of the resolutions are fine. The only ones | do not

> accept are CIDs 121, 127 and 128. While | can accept that during

> authentication, we do not want to remove the PTKSA's *until the

> completed sequence (e.g. auth, assoc and 4-way handshake), clause
>11.3.2.3 and 11.3.2.4 speak to the *reassociation* procedures which
> are in line with FT and they should refresh the PTKSA when

> successfully completed. Also, 11A.4.2 and 11A.5.4 are mute on the
> PTKSA handling so | do not see how it addresses my comment.

>

> Also, | am not sure | quite accept the rationale for the reject in CID

> 304 as the implication for adding a new cipher for FTIE implies a

> nonlinear multiplier to the number of AKMs as they are added; this is
> separate to the vendor specific inclusion.

>

> Nancy.

> From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

> Sent: Thursday, September 27, 2007 7:19 PM

> To: Nancy Winget (hcamwing)

> Subject: Fwd: Nancy, we need to know which comment resolutions you
> accept

1of2 02/11/2008 17:06





Gmail - Nancy, we need to know which comment resolutions you accept

2 of 2

>
> |t would help to attache the file

> e Forwarded message ----------
> From: Clint Chaplin <clint.chaplin@gmail.com>

> Date: Sep 27, 2007 7:15 PM

https://mail.google.com/mail/?ui=1&ik=dce46d3a5f&view=pt&search=...

> Subject: Nancy, we need to know which comment resolutions you accept

> To: Nancy Cam-Winget <ncamwing@cisco.com>

>
>

> Nancy,
>

> |I'm enclosing a copy of the comment resolution spreadsheet showing
> your carryover Required comments from the initial sponsor ballot.
> Could you please check it over and tell us if you accept the

> resolutions to your comments? Thanks

> -
> Clint (JOATMON) Chaplin

> Principal Engineer

> Corporate Standardization (US)
> SISA

>

>

> -

> Clint (JOATMON) Chaplin

> Principal Engineer

> Corporate Standardization (US)
> SISA

>

Clint (JOATMON) Chaplin
Principal Engineer

Corporate Standardization (US)
SISA

02/11/2008 17:06
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L ]
G'ﬂ I I Clint Chaplin <clint.chaplin@gmail.com>

Kapil, we need to know which comment resolutions you
accept

Sood, Kapil <kapil.sood@intel.com> Fri, Sep 28, 2007 at 2:29 PM
To: Clint Chaplin <clint.chaplin@gmail.com>
Cc: "Sood, Kapil" <kapil.sood@intel.com>

Hello Clint,

| accept resolutions to my comments in the “Carryover-Negative-Comments-Sood-Kapil.xIs” file. I will
need some more time to review my comments from the other file. Thanks!

Best Regards,
Kapil.

503.264.3759

[Quoted text hidden]

lofl 02/11/2008 16:01
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L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>
by Go0gle

Jouni, we need to know which comment resolutions you

accept

Jouni Malinen <j@wl1.fi>
To: Clint Chaplin <clint.chaplin@gmail.com>
Cc: Jouni Malinen <jkm@devicescape.com>

On Thu, Sep 27, 2007 at 07:29:12PM -0700, Clint Chaplin wrote:

> |'m enclosing a copy of the comment resolution spreadsheet showing
> your Required comments from the initial sponsor ballot of 802.11r, and
> a copy of the spreadsheet showing your carryover Required comments.

> Could you please check them over and tell us if you accept the
> resolutions to your comments? Thanks

I do not accept the resolutions to the following comments:

CID 31 CommentID 108 (deprecation of TKIP)
CID 81 CommentID 20 (label in KDF)

CID 90 CommentID 25 (label in KDF)

CID 29 CommentID 96 (label in KDF)

CID 33 CommentID 106 (label in KDF)

| will submit new comments on the recirculation to clarify the reasons

for this.

| accept the resolutions to my other comments.

Jouni Malinen PGP id EFC895FA

Sun, Sep 30, 2007 at 9:43 AM

02/11/2008 17:03
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Andrew, we really need you to vote and we need to know
which comment resolutions you accept

Andrew Myles (amyles) <amyles@cisco.com> Thu, Oct 4, 2007 at 6:00 PM
To: Clint Chaplin <clint.chaplin@gmail.com>

G'day Clint

| have voted "approve" for the moment (ie | may find something in the
next day or so). You may delete all my comments

Andrew

From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

Sent: Thursday, 4 October 2007 3:32 AM

To: Andrew Myles

Subject: Andrew, we really need you to vote and we need to know which
comment resolutions you accept

Andrew,

Before you go and disappear to be a chair, we need you to vote on the
802.11r recirculation, and to tell us which comments resolutions you
accept and which ones you don't like. I'm enclosing spreadsheets that
contain your comments.

Also, if you could please prod your troops to do the same? Thanks.

---------- Forwarded message ----------

From: Clint Chaplin <clint.chaplin@gmail.com>

Date: Sep 27, 2007 7:33 PM

Subject: Andrew, we need to know which comment resolutions you accept
To: Andrew Myles <andrew.myles@cisco.com>

Andrew,

I'm enclosing a copy of the comment resolution spreadsheet showing your
Required comments from the initial sponsor ballot of 802.11r, and a copy
of the spreadsheet showing your carryover Required comments.

Could you please check them over and tell us if you accept the
resolutions to your comments? Thanks

Clint (JOATMON) Chaplin

Principal Engineer

Corporate Standardization (US)

SISA

1of2 02/11/2008 17:09
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Corporate Standardization (US)
SISA
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BETA

Joe, we need to know which comments you think are
resolved to your satisfaction.

Joe Epstein <jepstein@merunetworks.com> Mon, Jan 14, 2008 at 4:27 PM
To: Clint Chaplin <clint.chaplin@gmail.com>

Okay, okay, okay, okay! You do a good job hounding. :)

All comments are addressed to my satisfaction. My vote is now
"Approve". Thanks!

From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

Sent: Friday, January 11, 2008 11:48 AM

To: Joe Epstein; Joe Epstein; Joe Epstein

Subject: Fwd: Joe, we need to know which comments you think are resolved
to your satisfaction.

---------- Forwarded message ----------

From: Clint Chaplin <clint.chaplin@gmail.com>

Date: Jan 7, 2008 2:50 PM

Subject: Joe, we need to know which comments you think are resolved to
your satisfaction.

To: Joe Epstein <jepstein@merunetworks.com>, Joe Epstein
<JEPSTEIN@alum.calberkeley.org>, Joe Epstein
<jepstein@ocf.berkeley.edu>

Joe,

I'm enclosing a copy of the comment resolution spreadsheet showing
your Required comments from the first recirculation sponsor ballot and
your required comments from the initial sponsor ballot that you have

not yet accepted the resolutions of (on separate tabs), and a copy of
the spreadsheet showing your carryover Required comments that you have
not yet accepted the resolutions of. Due to limitations of the

sponsor balloting tools, we are completely unable to update the
resolutions in the spreadsheets themselves for past ballots, but the
actual draft may have been changed to resolve your comments. Could
you please check them over and tell us if you think your comments have
been resolved to your satisfaction? Thanks.

Clint (JOATMON) Chaplin
Principal Engineer

Corporate Standardization (US)
SISA

Clint (JOATMON) Chaplin
Principal Engineer

1of2 02/11/2008 17:12





Gmail - Joe, we need to know which comments you think are resolved to...  https://mail.google.com/mail/?ui=1&ik=dce46d3a5f&view=pt&search=...

Corporate Standardization (US)
SISA

2 of 2 02/11/2008 17:12






_1264252651.pdf
Gmail - Kapil, we need to know which comments you think are resolved ...

1of2

https://mail.google.com/mail/?ui=1&ik=dce46d3a5f&view=pt&search=...

L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>
Igi:J-Tﬂq
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Kapil, we need to know which comments you think are

resolved to your satisfaction.

Sood, Kapil <kapil.sood@intel.com>
To: Clint Chaplin <clint.chaplin@gmail.com>
Cc: "Sood, Kapil" <kapil.sood@intel.com>

Hi Clint,

Sorry about the miss - CID 243 is in the "resolution not accepted"
bucket. Thanks!

Best Regards,

Kapil.
503.264.3759

> From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

> Sent: Tuesday, January 08, 2008 2:45 PM

> To: Sood, Kapil

> Subject: Re: Kapil, we need to know which comments you think are
resolved to your

> satisfaction.

>

> Kapil,

>

> What about CID 243 in the initial ballot? You did not mention that in
> your email response.

>

> Clint

>

> On 1/7/08, Sood, Kapil <kapil.sood@intel.com> wrote:

> > Hello Clint,

> >

> > | accept the resolution to all my comments in the First
Re-circulation

> > SB.

> >

> > From the Initial SB, | accept resolution to the following CIDs: 45,
229,

> > 250, 251, 258, 264, 268, 281, 362, 369, 375. | do not accept
resolution

> > to my other outstanding comments (CID: 133, 226, 228, 257) from the

> > |nitial SB.

> >

> > Thanks!

> >

> > Best Regards,
> >

> > Kapil.

> > 503.264.3759

Tue, Jan 8, 2008 at 4:18 PM

02/11/2008 16:06
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> > > From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

> > > Sent: Monday, January 07, 2008 3:03 PM

> > > To: Sood, Kapil

> > > Subject: Kapil, we need to know which comments you think are
resolved

> > to your

> > > satisfaction.

>>>

> > > Kapll,

>>>

> > > |'m enclosing a copy of the comment resolution spreadsheet showing
> > > your Required comments from the first recirculation sponsor ballot
and

> > > your required comments from the initial sponsor ballot that you
have

> > > not yet accepted the resolutions of (on separate tabs). Due to

> > > |imitations of the sponsor balloting tools, we are completely
unable

> > > to update the resolutions in the spreadsheets themselves for past
> > > ballots, but the actual draft may have been changed to resolve
your

> > > comments. Could you please check it over and tell us if you think
that

> > > your comments have been resolved to your satisfaction? Thanks.
>>> --

> > > Clint (JOATMON) Chaplin

> > > Principal Engineer

> > > Corporate Standardization (US)

>>> SISA

> >

>

>

> -

> Clint (JOATMON) Chaplin

> Principal Engineer

> Corporate Standardization (US)

> SISA

https://mail.google.com/mail/?ui=1&ik=dce46d3a5f&view=pt&search=...
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Bill, we need to know which comment resolutions you accept

William Marshall <wtm@research.att.com> Fri, Sep 28, 2007 at 7:03 PM
To: clint.chaplin@gmail.com

The resolutions to all of my comments on P802.11r-D7.0 are
acceptable.

Bill Marshall
wtm@research.att.com

[Quoted text hidden]
—————— = Part_3994 8942220.1190946711177

Content-Type: application/vnd.ms-excel;
name="Negative-Comments-Marshall-Bill.xIs"
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Accepting comment resolutions....

William Marshall <wtm@research.att.com> Mon, Jan 7, 2008 at 6:03 PM
To: clint.chaplin@gmail.com

Clint,

There was no attachment to your email, but I think |
know what would have been attached.

All of the comment resolutions are fine with me.

| think that covers all of the ones that you submitted
with the first recirculation ballot.

How about the ones you submitted in the initial ballot?

Bill Marshall
wtm@research.att.com

[Quoted text hidden]

lofl 02/11/2008 17:32






_1264252687.pdf
Gmail - Comment

1of2

https://mail.google.com/mail/?ui=1&ik=dce46d3a5f&view=pt&search=...

L ]
Gm I I Clint Chaplin <clint.chaplin@gmail.com>
by LK -I-;|x'

BETA

Comment

Sood, Kapil <kapil.sood@intel.com>
To: Clint Chaplin <clint.chaplin@gmail.com>
Cc: William Marshall <wtm@research.att.com>

| withdraw my comment.
Best Regards,

Kapil.
503.264.3759

> From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

> Sent: Wednesday, January 16, 2008 4:29 PM

> To: Sood, Kapil

> Cc: William Marshall

> Subject: Re: Comment

>

> Kapil,

>

> The links work just fine in the clean draft of 802.11r D9.0. Give it
aftry...

>

> On 1/16/08, Clint Chaplin <clint.chaplin@gmail.com> wrote:

> > Whoops, my bad.

> >

> > | was attempting to click on the page number, which is not live.
> > Clicking on the entry in the ToC does indeed work on IEEE
802.11-2007.

> >

> > Bill, what did we do wrong? Or was it because it was the redline?
> >

> > 0On 1/16/08, Clint Chaplin <clint.chaplin@gmail.com> wrote:

> > > Kapill,

>>>

> > > You submitted a comment, "The links in the ToC do not work."
>>>

> > > This has been true for every draft of every group since the
beginning,

> > > and is also true for the published final documents (if you don't
> > > believe me, take a look at IEEE 802.11-2007 as an example).
>>>

> > > As part of the publication process, any link we might put in IEEE
will

> > > strip out. Thus, not only is your comment out of scope, it is

> > > opposite to the IEEE style guide.

>>>

> > > |If you truly want live links, you will have to take it up with the
> > > |EEE Standards Board.

>>>

> > > This one will be easy to reject.

Wed, Jan 16, 2008 at 12:32 AM

02/11/2008 16:10
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>>> --

> > > Clint (JOATMON) Chaplin
> > > Principal Engineer

> > > Corporate Standardization (US)
> > > SISA

>>>

> >

> >

> > -

> > Clint (JOATMON) Chaplin

> > Principal Engineer

> > Corporate Standardization (US)
> > SISA

> >

>

>

> -

> Clint (JOATMON) Chaplin

> Principal Engineer

> Corporate Standardization (US)
> SISA

https://mail.google.com/mail/?ui=1&ik=dce46d3a5f&view=pt&search=...
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Comment

Sood, Kapil <kapil.sood@intel.com>
To: Clint Chaplin <clint.chaplin@gmail.com>

OK - | withdraw my comment. Thanks!
Best Regards,

Kapil.
503.264.3759

> From: Clint Chaplin [mailto:clint.chaplin@gmail.com]

> Sent: Thursday, January 17, 2008 4:08 PM

> To: Sood, Kapil

> Subject: Comment

>

> Kapil,

>

> We've been thinking through the various scenarios for 802.11r. As of
> this moment, we have not received any more comments. We believe that
> if you withdraw your one remaining comment, we will not even have to
> have another recirculation of the dratft.

>

> My fear is that Stephen Palm, if he does not submit comments this

> time, may do so on the recirculation, thus creating a new "no" vote,

> and forcing yet another recirculation. By withdrawing your comment, |
> think we can avoid any more recirculations and the chance that Stephen
> might delay us.

>

> Would you be willing to withdraw that comment?

>

> Thanks.

> -

> Clint (JOATMON) Chaplin

> Principal Engineer

> Corporate Standardization (US)

> SISA

Tue, Jan 22, 2008 at 7:09 AM

02/11/2008 16:12
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Kapil, we need to know which comment resolutions you
accept

Sood, Kapil <kapil.sood@intel.com> Thu, Oct 4, 2007 at 7:33 AM
To: Clint Chaplin <clint.chaplin@gmail.com>
Cc: "Sood, Kapil" <kapil.sood@intel.com>

Hello Clint,

I do not accept the resolutions of the following CIDs (Column A of attached spreadsheet): 250, 133, 45,
228, 229, 299, 362, 264, 268, 281, 251, 369, 375, 257, 243, 258, 226.

I accept the resolutions to other comments not listed above, as per the attached spreadsheet.

Thank you.

Best Regards,

Kapil.
503.264.3759

From: Sood, Kapil

Sent: Friday, September 28, 2007 3:30 PM

To: Clint Chaplin

Cc: Sood, Kapil

Subject: RE: Kapil, we need to know which comment resolutions you accept

[Quoted text hidden]

Negative-Comments-Sood-Kapil.xls
290K
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Kapil, we need to know which comments you think are

resolved to your satisfaction.

Sood, Kapil <kapil.sood@intel.com>
To: Clint Chaplin <clint.chaplin@gmail.com>
Cc: "Sood, Kapil" <kapil.sood@intel.com>

Hello Clint,

| accept the resolution to all my comments in the First Re-circulation
SB.

From the Initial SB, | accept resolution to the following CIDs: 45, 229,
250, 251, 258, 264, 268, 281, 362, 369, 375. | do not accept resolution
to my other outstanding comments (CID: 133, 226, 228, 257) from the
Initial SB.

Thanks!
Best Regards,
Kapil.

503.264.3759
[Quoted text hidden]

Mon, Jan 7, 2008 at 3:40 PM

02/11/2008 16:05
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Cl 08 SC 85.15.1 P22 L14 # 117 |
CHAPLIN, CLINT F
Comment Type TR Comment Status R Key distribution

The claim is that key distribution is outside the scope of this draft. Further claims are made
in the "resolution" of comment 491 that the IETF has "ongoing" work to define a key
distribution protocol. Not only is there no "ongoing" work on this subject there is no plans to
address this. If the resolver of comment 491 is referring to the HOKEY working group in the
IETF then let it be known that both chairmen of the HOKEY working group as well as both
its Area Directors have stated that HOKEY is not doing this, and will not do this.

(Originally LB105/9 submitted by Harkins, Dan, during LB105 with ID Harkins/10)

SuggestedRemedy

This draft is not implementable in a standard fashion by which interoperability between two
independent implementations can be assured if there is no definition on how critical data
are conveyed to the components that need it-- namely, how a keys get from the ROKH to all
R1KHs. Furthermore, by not specifying how the keys are distributed it leaves a gaping
security hole which lessens the security of 802.11 and therefore violates the PAR of TGr--
see CID 6.

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:

REJECT

From a system point of view, key distribution should be done by a layer three protocol. Any
layer three protocol would be out of scope for IEEE 802.11r; the PAR only authorizes MAC
changes. Assumed requirements for the key distribution are given in 11A.2.2.

Cl 08 SC 8.5.1.55 P24 L10 # 284 1
Housley, Russell D
Comment Type TR Comment Status A PTKLen

The document says:

... the PTK derivation is as follows:

PTK = KDF-PTKLen(PMK-R1, "PTK Key derivation", ...

The document also says:

KCK = L(PTK, 0, 128)

KEK = L(PTK, 128, 128)

TK = L(PTK, 256, 128)

If the PTK will always be composed of three 128-bit keys, then the
flexibility of PTKLen can be removed from the specification. |
suspect that this flexibility is needed and that the derivation of
the KCK, KEK, and TK need to reflect it.

SuggestedRemedy
Change the text derivation of the KCK, KEK, and TK need to reflect
the possibility of more than one PTK key size.

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:

ACCEPT.

At page 24 line 54 inserted "For vendor specific cipher suites, the length of TK (and the
value of PTKLen) depend on the vendor specific algorithm."

Cl 11 SC 11.3.1.2 P44 L64
CHAPLIN, CLINT F

# 35 1

Comment Type TR Comment Status R

The PTKSA should be deleted even on an FT.
(Originally LB98/353 submitted by Cam-Winget, Nancy, during LB98 with ID Cam-
Winget/18)

SuggestedRemedy
Remove the added "If" clause of this sentence.

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:

REJECT.

Text changes to 11.3.1.2 are to insure that the pre-11r behavior does not delete security
associations created by 11r. Current text in 11A.4.2 (at 53.24) and 11A.5.4 (at 60.22)
describe the 11r conditions for deleting security associations.

TYPE: TR/technical required ER/editorial required GR/general required T/technical E/editorial G/general
COMMENT STATUS: D/dispatched Al/accepted R/rejected RESPONSE STATUS: O/open W/written C/closed Ul/unsatisfied Z/withdrawn

SORT ORDER: Clause/Subclause
Submission

Page 1 of 4

CommentID# 35 2/4/2008 1:18:33

Bill Marshall, ATT Labs Research
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Cl 11 SC 11.3.2.3 P45 L44
CHAPLIN, CLINT F

# 41 |

Comment Type TR Comment Status R
The PTKSA should be deleted even on an FT.
(Originally LB98/359 submitted by Cam-Winget, Nancy, during LB98 with ID Cam-
Winget/21)
SuggestedRemedy
Remove the added "Except when..." clause of this sentence.

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:

REJECT.

Text changes to 11.3.2.3 are to insure that the pre-11r behavior does not delete security
associations created by 11r. Current text in 11A.4.2 (at 53.24) and 11A.5.4 (at 60.22)
describe the 11r conditions for deleting security associations.

Cl 11 SC 11.3.24 P 45 L54
CHAPLIN, CLINT F

# 42 |

Comment Type TR Comment Status R
The PTKSA should be deleted even on an FT.
(Originally LB98/360 submitted by Cam-Winget, Nancy, during LB98 with ID Cam-
Winget/22)

SuggestedRemedy
Remove the added "Except when..." clause of this sentence.

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:

REJECT.

Text changes to 11.3.2.4 are to insure that the pre-11r behavior does not delete security
associations created by 11r. Current text in 11A.4.2 (at 53.24) and 11A.5.4 (at 60.22)
describe the 11r conditions for deleting security associations.

Cl 11A SC 11A P47 L44

Sood, Kapil

Comment Type TR Comment Status R Wait for Interoperability

No inter-operability of the protocol mechanisms defined in draft D7.0 have been
demonstrated in testbeds/ interops prior to going for the Sponsor Ballot circulation. For all
the best efforts that this group has put in, we possible cannot determine if we have covered
all corner cases and that our specification (as produced) will be completely interoperable
without requiring any modifications. | would have much preferred to see even preliminary
results proving interoperability of this protocol - not FT latency - just basic execution of this
protocol.

# 155 1

SuggestedRemedy
Remove Clause 11A until the time atleast 2 independent implementations have shown to
interoperate and any updates/modifications made to this clause.

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:
REJECT
The IEEE procedure for publishing standards is not the subject of this ballot.

Cl 11A SC 11A5.2 P57 L10 # 355 |
Sood, Kapil
Comment Type TR Comment Status R STA behavior

The case of when an Authentication is failed, then what is a STA supposed to do is not
defined. Problems occur when a STA is rejected from an AP but keeps coming back to the
same AP. Or, STA may never come back to that AP. Both the AP and non-AP STA should
know if the non-AP STA is coming back. This standard should define explicit behavior of
failure cases. (This is revision of similar comment)

SuggestedRemedy

Clause 11A.5.2 page 57 line 5: "For FT Authentication Request failures described above, a
non-AP STA may re-issue a new FT Authentication Request to the same target AP after
correcting the indicated error. If the AP rejected with status code 56 ("FT failed due to poor
channel conditions"), then a non-AP STA shall not retry the FT Authentication Request with
the same AP for a time indicated by the reassociation deadline time." Insert a new row in
Table 7-23, Clause 7.3.1.9, page 8 line 30 "56 FT failed due to poor channel conditions."

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:

REJECT

The base specification is rightly silent on the proper behavior of the STA in these
situations. The proposed change given in this comment has no correlation to the situation
described in the comment.

TYPE: TR/technical required ER/editorial required GR/general required T/technical E/editorial G/general
RESPONSE STATUS: O/open W/written C/closed U/unsatisfied Z/withdrawn

COMMENT STATUS: D/dispatched Al/accepted R/rejected
SORT ORDER: Clause/Subclause

Submission

Page 2 of 4

Comment ID # 355 2/4/2008 1:18:33

Bill Marshall, ATT Labs Research
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Cl 11A SC 11A5.2 P57 L24
Sood, Kapil

Comment Type TR Comment Status R

Another case is when a STA times out trying to send an FT Authentication Request to the
AP - then, what is the desired action for a STA? The STA may be timing out because of
multiple reasons incl. channel conditions, collisions, interference, etc. What is the rate at
which the STA should send these FT Authentication Request messages? Setting a rate is
important because a STA may negotiate FT protocol at a lower rate, but then try to use the
AP for data at a higher rate - leading to channel problems for itself and other STAs.

SuggestedRemedy

Insert in Clause 11A.5.2 page 57 line 30: "The non-AP STA and AP shall use their desired
Tx data rate as the rate for sending FT Authentication messages. Each entity may retry the
transmission 5 times before dropping the Tx rate. The Tx rate shall not be dropped beyond
one rate lower than what is intended to be used for data packets." Similar sentence needs
to be added to other sub-clauses in 11A.5 and 11A.6 and 11A.7

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:
REJECT
The base specification does not specify rate adaption algorithms for the STA.

# 197 |

STA behavior

Cl 11A SC 11A5.3 P59 L18 # 364 |
Sood, Kapil
Comment Type TR Comment Status R STA behavior

What if multiple FT Request frames are issued by a non-AP STA to the same Target AP.
The scenario being that a response to first never came back, and then non-AP STA issued
another FT Request. Will both be accepted by the Target AP? Will second one be rejected,
and if so, with what status code? Also, it is very important for a non-AP STA to commit to
the same SNonce value - as to avoid a flooding attack on that AP. Seeing the same
SNonce from the non-AP STA tells the target Ap that these are not floods - just retries. Of
course, no source authenication can be done until 3rd message, but commiting to an
SNonce for a specific time avoids AP flooding attacks. (This is revision of similar comment)

SuggestedRemedy

Insert a new line at line 24: "The non-AP STA shall commit to the same SNonce for
executing the FT protocol with the target AP. If multiple FT Requests are sent to the target
AP, then the non-AP STA shall use the same SNonce value for all FT Requests issued
within the time specified by the reassociation deadline. If one FT Request has been
processed at the Target AP, and multiple FT Requests are received at the Target AP from
the same non-AP STA, then the Target AP shall reject the subsequent FT Request with
status code 56 ("over-the-DS Limit")."

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:

REJECT

The base specification is rightly silent on the proper behavior of the STA in these
situations. Both changes proposed will lead to critical failures of the STA in certain roaming
situations.

TYPE: TR/technical required ER/editorial required GR/general required T/technical E/editorial G/general
COMMENT STATUS: D/dispatched Al/accepted R/rejected RESPONSE STATUS: O/open W/written C/closed Ul/unsatisfied Z/withdrawn

SORT ORDER: Clause/Subclause
Submission

Page 3 of 4

Comment ID # 364 2/4/2008 1:18:33

Bill Marshall, ATT Labs Research
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Cl 11A SC 11A.6 P61 L24
Sood, Kapil

Comment Type TR Comment Status A

Resource Request protocol described in Clause 11A.6 and elsewhere in the document
does not solve any problem. In fact, the open-endedness of this protocol lends it to be too
vaguely defined and will result in poor interoperability among STAs and APs, degraded
user experience, and much larger transition latencies. Among other things, this protocol
does not define (1) how APs are supposed to allocate resources, (2) does not define the
failure state machines of numerous error scenarios, (3) does not describe how an AP can
prevent the resources from being consumed by existing or new STAs, (4) how the AP
informs a STA that the channel has degraded and that the STA should look for other
APs...and, so on. At 15msec average for a roundtrip, this protocol execution by itself will
approach the 50 msecs FT time that is the L2 transition budget for voice - leading to a not-
so-fast-transition. This comment is on Clause 11A.6 and all text related to FT Resource
Request protocol in D7.0. (This is a revision of similar comment)

SuggestedRemedy

Remove clause 11A.6 and Accept my submission (11-07-2351-00-000r-FT-resource-
request-protocol-removal) that prescribes all the changes in this draft that remove the FT
Resource Request protocol.

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:
ACCEPT IN PRINCIPLE
Changes given in submission 11-07-2516-01.

# 325 |

reservation protocol

Cl General SC General PO LO # 113 |
CHAPLIN, CLINT F
Comment Type TR Comment Status R Key distribution

There are numerous comments that deal with the lack of a 3 party protocol-- including 6, 8,
202, 413, 414, and 491. These were all improperly resolved. For example, CID 8 was
"resolved" by accepting a document whose contents were later removed (there is no MDC
anymore). CIDs 413 and 414 were "resolved” by accepting document 0637r0 which
introduced a 3 party protocol but subsequently document 1612r2 was accepted which
removed the 3 party protocol that 0637r0 introduced. If the document which addressed the
comment (0637r0) was removed (by 1612r2) then it is illogical to claim the comments are
still "accepted".

(Originally LB105/5 submitted by Harkins, Dan, during LB105 with ID Harkins/09)

SuggestedRemedy

Define a secure 3 party protocol.

Response Response Status U

Resolution agreed as part of Initial Sponsor Ballot:

REJECT.

The previous comments cited by this comment all require a 3 party protocol that attempts
to provide a mechanism for the STA to verify the trust assumptions are actually
implemented by the ROKH. Such a verification under all conditions is impossible; there is
no way that the STA can always verify that the ROKey has not been disclosed to an
unauthorized third party, nor is there any way for the STA to always detect that a rogue
R1KH (or any other entity) has gained access to the ROKey.

TYPE: TR/technical required ER/editorial required GR/general required T/technical E/editorial G/general
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