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Introduction

Wireless communication systems which operate in overlapping or adjacent regions of spectrum may be mutually interfering when co-located. The common example of this interference is between IEEE 802.11 [1] and Bluetooth [4] (or IEEE 802.15.1) transceivers operating in the un-licensed 2.4GHz Industrial Scientific and Medical (ISM) band, however other combinations are relevant such as Ultra-Wide Band (UWB) and IEEE 802.11 in the 5GHz band, or IEEE 802.16(e) (WiMAX/Mobile WiMAX) and IEEE 802.11 operating in the 2.4GHz band.
The severity of interference depends on the degree of co-location. When sufficient physical separation can be achieved between transmitter and receiver, RF isolation means that interference is normally limited to cases of direct spectral overlap, and probability of information loss is dependent on relative signal strengths at the respective receivers. Mutually interfering transceivers integrated into a converged device may be co-located on the same circuit board, or even the same die. In such situations the front-end overload mode of interference generally dominates, where the large ratio of local interferer power to desired receive signal strength has the net effect of severely desensitising the co-located receiver.
An 802.11 station (STA) which is co-located with another mutually interfering transceiver may be subject to periods of time when it is either:
(a) not permitted to transmit in order to protect the reception of a communication to the co-located transceiver, or

(b) unable to receive due to normal or front-end overload interference caused by a transmission from the co-located transceiver, or

(c) unable to either transmit or receive due to the use by the co-located transceiver of a shared component requiring mutually exclusive access (e.g. a switched antenna).

Depending on the nature of the non-802.11 co-located transceiver and the traffic which it is communicating, the pattern of interference to which the 802.11 STA is subjected may be predictable. Examples of technologies which can impose predictable interference patterns on an 802.11 STA include Bluetooth using Synchronous Connection-Oriented (SCO), Extended SCO (eSCO), or the sniff low-power mode, and WiMAX with its fixed length Time Division Duplex (TDD) frame structure.
In such cases, knowledge of interference patterns at peer 802.11 STAs can enable scheduling of communications with the co-located STA to avoid periods of interference. Even if the interference is stochastic or continuous, awareness of this at the peer 802.11 STA is beneficial in enabling more intelligent Adaptive Modulation and Coding (AMC) and Transmit Power Control (TPC) decisions. Though no explicit provision for exchange of such information is made in the base IEEE 802.11 standard, the draft IEEE 802.11v amendment [2] specifies such a mechanism for co-located interference reporting between 802.11 STAs.

Proposed Changes to the Amendment

The 802.11v amendment provides for co-located interference reporting through the definition of two new management action frame formats and description of their use. We herein propose changes to the amendment to:

(a) allow stations which can identify the type of interference to which they are subject, to communicate this to a peer in the Co-located Interference Response frame.

(b) allow exchange of action frames for co-located interference reporting between 802.11 STAs participating in an Independent Basic Service Set (IBSS).

It should be noted that the two changes we propose are entirely independent, and we present them together in this document merely for convenience.

Discrimination of Receive and Transmit Interference

An 802.11 STA which is co-located with another transceiver may be subject to modes of interference which prevent it from receiving, transmitting, or both. Reception at the 802.11 STA can be prevented by receiver desense caused by a co-located transmission, or lack of access to a shared antenna which is switched between the co-located transceivers on the occasion where the other transceiver has been given priority. Transmission at the 802.11 STA can be blocked by a Packet Traffic Arbiter (PTA) [3] to protect reception at a co-located transceiver, or may be prevented by lack of access to a shared antenna which is switched between the co-located transceivers on the occassion where the other transceiver has been given priority.

Interference, or front-end arbitration preventing reception at the 802.11 STA will be herein referred to as receive desense interference, and PTA or front-end arbitration decisions preventing transmission STA will be herein referred to as transmit inhibition interference, with the terms used reflecting the net effect on the co-located 802.11 STA as observed by a peer.
STAs subject only to transmit inhibition interference at a given time can still receive transmissions from a peer STA, however transmit inhibition will prevent positive acknowledgement of received unicast frames with immediate acknowledgement policy. Broadcast or multicast frames and unicast frames which have a QoSNoAck policy or allow a delayed block acknowlegement may still be transmitted to the co-located STA by the peer STA. Further, if the duration of the period of transmit inhibition interference is known by the peer STA (having been communicated using a Co-located Interference Response frame) then the peer STA may commence transmission of a unicast frame requiring acknowledgement if transmission of the acknowledgement will not be required until after the period of transmit inhibition has lapsed
.
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To allow STAs to take advantage of this we propose that Co-located Interference Response frames provide facility for indication of transmit inhibition interference. Specifically, we propose that Figure v95 on Page 90 be modified
 as shown above. Further, we propose insertion of the following text in the draft amendment in Section 7.4.11.15 at Line 30 of Page 90:

The Interference Type bit indicates the nature of co-located interference. If set, the bit indicates that the interference causes transmit inhibition only, meaning that the transmitting STA can be addressed while subject to the interference, but will be unable to respond.

This modification reduces the number of distinct Interference Index field values from 16 to 8, with the value 0 indicating the absence of interference. As written, the draft allows up to 16 separate Response Info fields within each Co-located Interference Response frame corresponding to the distinct values of the Interference Index field. To align with the modification proposed above, we recommend that a maximum of 8 Response Info fields be permitted within each Co-located Interference Response frame. Specifically, we propose the following changes
 to the draft amendment in Section 7.4.11.15 at Lines 42–65 of Page 89:
The Response Info field is shown in Figure v94. Each Co-located Interference Response frame may include up to 168 separate Response Info fields. The Response Info field format is shown in Figure v94 and the total length of a single Response Info field is 15 octets.
Extension of Co-located Interference Reporting Mechanism to IBSS

Transceivers following the IEEE 802.11 standard are increasingly being integrated into mobile and portable devices. This trend brings increased co-location with transceivers operating according to other wireless communication standards, and also increases the relevance of use cases based on the Independent Basic Service Set (IBSS) network topology.

Lines 38–44 on Page iii of the draft 802.11v amendment indicate that the co-located interference reporting mechanism supports only reporting by a non-access point (AP) 802.11 STA to the AP with which it is associated. We propose that the scope of this mechanism be extended to support reporting between IEEE 802.11 STAs participating in an IBSS. Specifically, we propose the following changes to the draft amendment in the Introduction at Lines 38–44 of Page iii:
Co-located Interference Reporting: Co-located Interference reporting enables an AP or non-AP

STA to receive information about co-located interference being experienced by a non-AP STA with which it is communicating. Co-located interference may be due to an interaction between radios when a reporting non-AP STA is co-located with another radio device. Co-located Interference information can be used to manage communication to the STA such that the detrimental effect of the interference may be reduced.

Though no further text in the amendment precludes use of co-located interference reporting in an IBSS, implementation of the automatic co-located interference reporting mechanism would present significant challenges in a network of this form. In an infrastructure BSS, the association procedure between a non-AP STA and an AP provides a synchronisation point at which both parties can consider any previous automatic co-located interference reporting contracts between them whose status is uncertain to have become void. In an IBSS no such procedure exists, so maintenance of automatic co-located interference reporting contracts would require some mechanism
 for detecting departure or reset of STAs – a non-trivial matter in an inherently unreliable medium.

For this reason we further propose that automatic co-located interference reporting be forbidden in an IBSS. Specifically, we propose insertion of the following text in the draft amendment in Section 11.20.10 at Line 36 of Page 170:

Automatic Co-located Interference reporting may not be used in an IBSS. In Co-located Interference Request frames transmitted by non-AP STAs, the Automatic Response Enabled bit shall be set to 0.
Co-located Interference Reporting and DLS

The DLS procedure described in Section 11.7 of [1] allows two STAs which are associated with an AP to communicate directly for improved efficiency. Though this mechanism is distinct from the IBSS topology, the procedures described can be readily extended for use here. To allow this we propose that text in Section 11.7.2 on Page 458 of the draft amendment be amended as follows:

Both the STAs may use direct link for data transfers using any of the access mechanisms defined in this standard. STAs may also set up Block Ack or Co-located Interference Reporting if needed., however when establishing a Co-located Interference Reporting arrangement in a direct link, automatic reporting shall not be enabled, and any arrangement shall cease at DLS teardown. If needed, the STAs may set up TSs with the HC to ensure they have enough bandwidth or use polled TXOPs for data transfer. A protective mechanism (such as transmitting using HCCA, RTS/CTS, or the mechanism described in 9.13) should be used to reduce the probability of other STAs interfering with the direct-link transmissions.
Co-located Interference Reporting and Mesh Networks

The draft IEEE 802.11s amendment [5] defines extensions to the 802.11 standard for support of self-configuring multi-hop mesh topologies. For the same reasons mentioned earlier such topologies would benefit from the Co-located Interference Reporting mechanisms, and hence it is desirable to ensure this is supported. At this point we provide no concrete proposals for such support, but note it here as an area deserving of future investigation.
Distribution of Co-located Interference Reports in IBSS Beacons

Though the automatic co-located interference reporting mechanism specified in the draft amendment is not useful in IBSS networks, the distributed beacon generation provides a framework which can be used to address the same goals in a different manner.

We propose the Response Info field defined in Figure v94 of the draft amendment be used in a new Co-located Interference Response information element, which an 802.11v-compliant STA participating in an IBSS may include in Beacon frames that it transmits.

Specifically, we propose that the last row of Table 7-26 on Page 9 be replaced with the two rows shown below:
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We propose insertion of a new Section 7.3.2.81 at Line 44 of Page 77:

7.3.2.81 Co-located Interference Response Info element

We then propose that the text in Section 7.4.11.15 between Line 42 on Page 89, and Line 65 on Page 90, including Figures v94 and v95 be moved to form the body of the new Section 7.3.2.81, and that the portion of relocated text previously in Section 7.4.11.15 at Lines 42–65 of Page 89 be modified as follows
:
The Co-located Interference Response Info element contains information about interference to which a STA participating in an IBSS is subject. The format of the Co-located Interference Response Info field element is shown in Figure v9476a. Each The Response Info field within the Co-located Interference Response Info element frame may include up to 168 separate Response Info fields. The Response Info field format is shown in Figure v94 and the total length of a single Response Info field is 15 octets.
Figure v76a as shown below must be inserted into Section 7.3.2.81:
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Figure v93 in Section 7.4.11.15 should be modified as shown below:
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We then propose insertion of the following text in Section 7.4.11.15 after Line 41 of Page 89:

The Response Info Element field contains a Co-located Interference Response Info element as defined in Section 7.3.2.81.
It is necessary to explicitly permit inclusion of the Co-located Interference Response Info element in beacon frames. Specifically, we propose that Table 7-8 on Page 9 be modified to add a row as shown in the table below:
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Finally, the description in Section 11.20.10 should be updated – insert the following text in Section 11.20.10 at Line 51 of Page 171:
In addition to the mechanisms described above, a STA participating in an IBSS may optionally include the Co-located Interference Response Info element in its transmitted Beacon frames.
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Figure v95 – Interference Level Accuracy/Interference Index field format





Abstract


When IEEE 802.11 wireless communication systems are co-located with other transceivers operating in overlapping or adjacent regions of spectrum, a degree of mutual interference may be experienced. Knowledge of interference patterns at peer 802.11 STAs can enable scheduling of communications with the co-located STA to avoid periods of interference, and increased tolerance to the less reliable channel.





The draft IEEE 802.11v amendment proposes a mechanism for co-located interference reporting between 802.11 STAs. This document proposes modifications to the draft amendment to allow the fundamental interference modes to be distinguished and to ensure the usefulness of the co-located interference reporting mechanisms in Independent Basic Service Set (IBSS) networks.





Table 7-26 – Element IDs
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Figure v93 – Co-located Interference Response frame format
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Figure v76a – Co-located Interference Response Info element











Table 7-8 – Beacon frame body





Order�
Information�
Notes�
�
�
Co-located Interference Response Info�
The Co-located Interference Response Info element may be present within Beacon frames generated by STAs participating in an IBSS and supporting Co-Located Interference Reporting as described in Section 11.20.10.�
�















� These ideas can be trivially extended to other automated control responses.


� We propose restriction of the Interference Index field to make room for the new Interference Type bit. If the restriction in Interference Index is deemed unacceptable, the Interference Type field could be readily inserted into a differenct field of the Co-located Interference Response frame.


� Note that here we also propose to address aspects of grammar.


� Possibly involving the tracking of frames retransmitted to failure with a count and disconnect threshold, or associated timeout.


� The modification to this text proposed here replaces that described earlier in the document for supporting discrimination of receive and transmit interference.
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