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· Multihop Action (4-addr action frames)
· Mesh Security Architecture action details

In Table s35, replace the text “PMK-MA Delete” for Action Field Value 4 with the text “PMK-MA Revoke”
· PMK-MA Response frame format

In Table s40, replace the text “Key Delete Acknowledged” for response value 2 with the text “Key Revocation Acknowledged”

Modify the heading and text in 7.4b.1.5 as shown using tracked changes:
· PMK-MA Revoke frame format

The PMK-MA Revoke frame uses the Multihop Action frame body format and is transmitted by an MKD in the Mesh Key Revocation protocol.  The format of the PMK-MA Revoke frame body is shown in  Table s41.
	· PMK-MA Revoke frame body format

	Order
	Information

	1
	Mesh Header

	2
	Category

	3
	Action Value

	4
	Mesh Key Transport Control (see  7.3.1.35)

	5
	Message integrity check (see  7.3.1.34)


The Category field is one octet and is set to the value in  Table 7-24 for category MSA.

The Action Value field is one octet and is set to 4 (representing a PMK-MA Revoke frame).

The Mesh Key Transport Control field is described in  7.3.1.35.

The Message integrity check field is described in  7.3.1.34.

· Key distribution for MSA

· Overview

Modify the text in 8.8.1 as shown using tracked changes:

This subclause describes the mesh key hierarchy and its supporting architecture.  The mesh key hierarchy permits an MP to create secure associations with peer MPs without the need to perform an IEEE 802.1X authentication each time.  The mesh key hierarchy can be used with either IEEE 802.1X authentication or PSK authentication.  It is assumed by this standard that the PSK is specific to a single MP and a single MKD.

A key hierarchy consisting of two branches is introduced for use within a mesh, and is shown in  Figure s53.  A link security branch consists of three levels, supporting distribution of keys between mesh key holders to permit the use of the mesh key hierarchy between a supplicant MP and an MA.  A key distribution branch provides keys to secure the transport and management of keys between mesh key holders.

In the link security branch, the first level key (PMK-MKD) is derived by the MKD from either the PSK or from the MSK resulting (per IETF RFC 3748) from a successful IEEE 802.1X Authentication between the AS and the supplicant MP.  One or more second level keys (PMK-MAs) are derived from the PMK-MKD. Each PMK-MA may be used to derive one or more PTKs.

In the key distribution branch, the first level key (MKDK) is derived from either the PSK or MSK.  A second level key (MPTK-KD) is derived from the MKDK during the mechanism described in 11A.2.3.2.  The MKDK permits derivation of more than one MPTK-KD, if required.

As shown in  Figure s54, the mesh key distributor (MKD) generates the first level key for both branches from either the PSK or the MSK  The second level keys in both branches are generated by the MKD as well.  A unique PMK-MA may be delivered from the MKD to each MA using a secure protocol, as described in 11A.2.4.   Figure s53 illustrates an example of two unique PMK-MAs being distributed to two MAs, labeled (a) and (b).


The lifetime of all keys derived from the PSK or MSK are bound to the lifetime of the PSK or MSK.  For example, the IEEE 802.1X AS may communicate the MSK key lifetime with the MSK. If such an attribute is provided, the lifetimes of the PMK-MKD and MKDK shall be not more than the lifetime of the MSK. If the MSK lifetime attribute is not provided, or for PSK, the key lifetime shall be the value of the MIB variable dot11MeshFirstLevelKeyLifetime.

The lifetime of the PTK and PMK-MA shall be the same as that of the PMK-MKD and the lifetime of the MPTK-KD shall be the same as that of the MKDK, as calculated above.  When the key lifetime expires, each key holder shall delete their respective derived keys.

The mesh key hierarchy derives its keys using the Key Derivation Function (KDF) as defined in  8.8.3 with separate labels to further distinguish derivations. 

The operations performed by mesh key holders and the movement of keys within the mesh key hierarchy are shown in  Figure s54.

· MLME SAP interface

· MLME-MeshKeyTransport

· Semantics of the service primitive

Modify the table as shown below using tracked changes:
	Name
	Type
	Valid range
	Description

	PeerMAC
	MAC Address
	Valid individual MAC address
	Specifies the address of the peer MAC entity to which the Mesh Key Transport Protocol message is to be sent.

	Content of Mesh Key Transport Protocol message
	Sequence of octets
	As defined in 7.4b.1.2, 7.4b.1.3, 7.4b.1.4, or 7.4b.1.5.
	The contents of the PMK-MA Notification, Request, Response, or Revoke Mesh Action frame to send to the peer MAC entity.


· Semantics of the service primitive

Modify the table as shown below using tracked changes:

	Name
	Type
	Valid range
	Description

	PeerMAC
	MAC Address
	Valid individual MAC address
	Specifies the address of the peer MAC entity from which the Mesh Key Transport Protocol message was received.

	Content of Mesh Key Transport Protocol message
	Sequence of octets
	As defined in 7.4b.1.2, 7.4b.1.3, 7.4b.1.4, or 7.4b.1.5.
	The contents of the PMK-MA Notification, Request, Response, or Revoke Mesh Action frame received from the peer MAC entity.


· Mesh link security

· Initial MSA Authentication

Modify the text as shown using tracked changes:

If Initial MSA Authentication was negotiated during peer link management, authentication and establishment of the 802.1X supplicant’s key hierarchy shall occur after peer link management completes.  If the negotiated AKM suite requires 802.1X authentication, it is initiated by the 802.1X authenticator MP. The IEEE 802.1X exchange is sent between the 802.1X supplicant and the 802.1X authenticator using EAPOL messages carried in IEEE 802.11 data frames. The 802.1X authenticator may transport the IEEE 802.1X exchange to the MKD using the optional mesh EAP message transport protocol, as specified in  11A.4.7.

Upon successful completion of IEEE 802.1X authentication, the MKD receives the MSK and authorization attributes associated with it and with the supplicant MP. It then generates the PMK-MKD SA as well as a PMK-MA SA.

The MKD then delivers the PMK-MA to the MA using the mesh key distribution protocol defined in  11A.4.6. Once the PMK-MA is delivered, the MSA authentication mechanism proceeds with the MSA 4-way handshake.

· Key Replay Counters

Modify the first paragraph as shown using tracked changes:

The MA and MKD each maintain key replay counters for use in the Mesh Key Transport and Mesh EAP Message Transport protocols indicated by Key Holder Transport type selector 00-0F-AC:1.  The following key replay counters are defined:

· MA-KEY-TRANSPORT is used to protect the Mesh Key Pull Protocol ( 11A.4.6.1).

· MA-EAP-TRANSPORT is used to protect the Mesh EAP Message Transport Protocol ( 11A.4.7).

· MKD-KEY-TRANSPORT is used to protect the Mesh Key Push Protocol ( 11A.4.6.2) and Mesh Key Revocation Protocol ( 11A.4.6.3).

· Mesh Key Transport Protocols

Modify the text in 11A.4.6 as shown using tracked changes:

The Mesh Key Transport Protocols describe how the MKD manages the transport of keys to MAs.  The use of these protocols is selected during the Mesh Key Holder Security Handshake defined in 11A.4.5.2 and is described by transport type selector 00-0F-AC:1.  When the transport type selector specifies any other value, the mechanism for Key Transport is beyond the scope of this standard.

The Mesh Key Transport Protocols permit the MKD to securely transmit a derived PMK-MA to an MA, along with related information (e.g. the key lifetime).  The MKD may also revoke a key that has previously been delivered.

Three protocols are defined for mesh key delivery and management.  The Mesh Key Pull Protocol is initiated by the MA to request delivery of a PMK-MA, and consists of two messages, as depicted in  Figure s60.  The Mesh Key Push Protocol is initiated by the MKD sending a notification identifying a PMK-MA, after which the MA initiates the Mesh Key Pull protocol to retrieve the referenced key; this is shown in  Figure s61.  Finally, the Mesh Key Revocation Protocol is initiated by the MKD to request that the MA delete the identified PMK-MA, and is shown in  Figure s62.

In Figure s62, replace text label “PMK-MA Delete Mesh Action” with “PMK-MA Revoke Mesh Action”.  Change the figure caption from “Mesh Key Delete Protocol” to “Mesh Key Revocation Protocol”.
Modify the heading and text in 11A.4.6.3 as shown using tracked changes:
· Mesh Key Revocation Protocol

The MKD may initiate the Mesh Key Revocation Protocol in order to request that a previously-delivered PMK-MA be revoked.  Revocation of the PMK-MA implies that the PMK-MA shall be deleted and all keys derived from the PMK-MA shall be deleted.

The Mesh Key Revocation Protocol is a two-message exchange consisting of a PMK-MA Revoke message sent to the MA, followed by a PMK-MA Response message sent in reply.  Both messages contain a MIC for integrity protection.

Mesh Key Revocation Protocol message 1 is a PMK-MA Revoke frame (see 7.4b.1.5).  The MAC address of the MA shall be asserted in the DA field of the message header, and the MAC address of the MKD shall be asserted in the SA field of the message header.  Prior to constructing the message, the MKD shall increment the MKD-KEY-TRANSPORT replay counter associated with the MPTK-KD by 1.  

The contents of the Mesh Key Transport Control field shall be as follows:

· Replay counter shall be set to the value of the MKD-KEY-TRANSPORT replay counter.

· SPA shall be set to the MAC address of the MP that, during its Initial MSA Authentication, generated the mesh key hierarchy that includes the PMK-MA that shall be revoked.

· PMK-MKDName shall be set to the identifier of the key from which the PMK-MA that shall be revoked was derived.

· MPTKANonce shall be set to zero.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the PMK-MA Revoke MSA multihop action frame.

· Action Value field of the PMK-MA Revoke MSA multihop action frame, which contains the value shown for “PMK-MA Revoke” in Table s35.

· Contents of the Mesh Key Transport Control field.

Upon receiving message 1, the MA shall verify that the MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the MKD, shall verify the MIC, and shall verify that the replay counter field contains a value larger than the current value of the MKD-KEY-TRANSPORT replay counter. If any verification fails, the MA shall silently discard the received message. If verified, the MA shall set the local MKD-KEY-TRANSPORT replay counter to the value received in message 1, and shall compute the value of PMK-MAName using the PMK-MKDName and SPA included in message 1.  The MA shall revoke the PMK-MA named by PMK-MAName, and shall send a response message to the MKD.

Mesh Key Revocation Protocol message 2 is a PMK-MA Response frame (see 7.4b.1.4).  The MAC address of the MKD shall be asserted in the DA field of the message header, and the MAC address of the MA shall be asserted in the SA field of the message header.  

The Key Transport Response field shall be set to 2 to indicate "Key Revocation Acknowledged."

The contents of the Mesh Key Transport Control field shall be identical to those values received in message 1.

The Mesh Wrapped Key field shall be omitted.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the MA.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the PMK-MA Response MSA multihop action frame.

· Action Value field of the PMK-MA Response MSA multihop action frame, which contains the value shown for “PMK-MA Response” in Table s35.

· Contents of the Key Transport Response field.

· Contents of the Mesh Key Transport Control field.

Upon receiving message 2, the MKD shall verify the MIC, shall verify that the replay counter field contains the current value of the MKD-KEY-TRANSPORT replay counter, and shall verify that the SPA and PMK-MKDName values match those in message 1.  If any verification fails, the MKD shall silently discard the received message 2.




Abstract


This submission improves the clarity of sections of the current TGs draft that deal with the deletion of keys in the mesh key hierarchy.





First, this submission renames the existing Mesh Key Delete Protocol as the Mesh Key Revocation Protocol (and the PMK-MA Delete frame as the PMK-MA Revoke frame).  The behavior of the protocol is unchanged, and the new name is designed to better convey the purpose of the protocol.





Additionally, this submission deletes text (see 8.8.1, 11A.4.2.2.5) that mandates the deletion of previous keys at key holders after an MP reauthenticates.  This is an unintended behavior, as it would close all secure peer links that the MP had previously established.  Instead, the deletion of keys is required only due to their normal expiration (see 8.8.1), or when the Mesh Key Revocation Protocol is invoked.
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