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Monday, January 14, 2008, 10:30-12:30 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Call to order and agenda

Meeting called to order by Jesse Walker.
· The Chair read the IEEE patent policy
· Everyone in room understands patent policy and no LOA at this time.
· Agenda is on 11-08-0091r0.  

· MOTION:  Move to adopt the agenda in this submission

· Mover: Henry Ptasinski

· Seconder: Nancy Cam-Winget

· Result: Passed By Unanimous Consent

· MOTION: Move to approve the meeting miniutes in 11-07-2840-00-000w-nov-2007-tgw-meeting-minutes.doc

· By Unanimous consent

· Agenda is to resolve 85 comments from LB# 117
· Chair gives overview of potential motions in the meeting.  Do draft 5.0, and if there are no new voters and no serious technical considerations, then we can rename 5.0 to 6.0, and do Sponsor Ballot (SB) in March’08.  

· What do we have to do between voting between drafts 5.0 and 6.0 – we need to approve that Spreadsheet and that can be done through a LB.
· Chair is concerned about having more than one meeting where we do not do any work.

· MOTION:  Move to empower the editor to propose resolutions for all editorial and trivial technical comments received in LB 117
· Mover: Donald Eastlake III
· Seconder: Dan Harkins

· Result: Passed with Unanimous consent

· The group needs to ask ANA for: RSN IE bits, Management MIC IE, reason codes

· Editor go over comments resolution in document number 11-08-
· 83 comments:  Large # in TGn issues, some in SA Teardown, editorial comments to change broadcast/multicast to group address
· Terry said there was no official ruling on whether the IEEE actually changed this.  People would like to see IEEE ruling, as we are working on an amendment.  See what the ruling says.  TGmb should be appropriate place, if possible.  Nancy to put this comment on the editor emails.  Defer these comments until Terry’s comments.
· CID#42: Accept in Principle.
· “CCMP compliance”.  This was removed in LB114 when CID 86 was accepted.
· PIC states CCMP is mandatory.  Editor to change in TGw text as strikethrough.
· Group #1 and Group #2 have resolutions proposed y Nancy and Kapil.  These will be discussed in later TGw session.
· Technical Issue: SA Lockup problem – Joe Epstein presentation of 11-07-2461-07

· Clause 8.4.10 changes, as written, as complex and difficult to parse.
· Add condition that when protection of management frames is enabled, then the ping will take place.  The document is edited.
· A thought that a new RSN IE should be rejected if the new assoc request does not have the same assoc properties as the old one.
· Discussed some of failed conditions, but we do not do say what happens when a ping procedure succeeded.
· Consistent with negotiated “management frame protection” text in the entire submission.
· Alternate proposal:  Defer changes on the AP after the new PMK is successful
· How do supported rates and other PHY params change?  They change as soon as the AP gets a new association request.
· There is a concern that the hardware will reject all its state if the assoc request failure is sent from the AP.  The AP hardware will see an assoc reject and then cleanup the state.
· We closed an attack on disassociates, but we opened an attack for SA lockout.
· Specify ping token to be random.  They are using the uniqueness property.
· Meeting recess
Monday, January 14, 2008, 4:00pm-6:00 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Call to order and agenda

Meeting called to order by Jesse Walker.
· The Chair brings meeting to order.
· Chair explained that there will be just one motion for D6.0 re-circ.
· Comment resolutions were proposed for all comments except SA Lockout problems.
· No client vendors know of any issue with hardware on association process.

· Joe’s document cannot be voted on today, due to 4-hour rule.
· Doc # 11-08-0106r0 – Dan Harkins

· Current 11i KDF is being deprecated by NIST.

· Adding 2 new AKMs for using a new KDF
· How does this differ from 11r – 11r is different.  Why not use the same as 11r?
· Explore 11r KDF can be used.
· When you switch AKMs, then, remove all previous PMKIDs that used a previous AKM.
· Decision to use 11r KDF

· MOTION:  Move to accept the resolutions proposed in Groups 1 and 2 in 11-08-0088-00-000w-lb117-comment-resolutions.xls

· Mover: Nancy Cam-Winget

· Seconder: Kapil Sood

· Result: Motion Passes.  5-0-1
· Recess
Tuesday, January 15, 2008, 7:30pm-9:30 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Call to order and agenda

Meeting called to order by Jesse Walker.
· The Chair brings meeting to order.
· Reminder for attendance.

· 11-08-0106r1 – Dan Harkins

· Verified that the KDF parameters between 802.11-2007 and submissions matched.
· This was not added to PICS, so will be brought in again tomorrow.

· 11-07-2461r9 – Joe Epstein
· This adds an “option” to the negotiation, which adds disassoc protection with lockout solution.
· Why do we need 2 bits?  Why not have it required when TGw is enabled.
· Is there a downgrade attack possible?  This will not happen, as this will be confirmed later on.

· Why not always do this?  If admins believe that the overhead of assoc is too high, then you can configure your devices to not do those.
· It is hard to make “delay” infitesibly small.  Part of the delay has to take into account that a STA in power-save has to be considered.  This has to tie down to wakeup interval.  
· It is added complexity and using 2 bits.  Should we take out all 4 bits?  Either you want to protect management frames or not.  There is no distinction between 2 bits for RSNA or 2 bits for disassoc protection.  There is a dependency on the Protection Management Frames bits.
· Speaks against this change.  There should be a consensus on the solution of the problem.  The admins will be smart enough to set these parameters.  Too many options leads to complexity and never gets implemented.
· Should we just have one bit for all of TGw?  Bit 6 applies to all of TGw.  Legacy does not get any of this.
· 11-07-2461r10 – Kapil Sood
· Addition of "if Lockout Protection is negotiated" in 4th bullet of state teardown conditions needs to be balanced with a converse change to the first bullet (e.g. need to add "or if Lockout Protection is negotiated" to the first bullet)

· r10 amplifies the problem by moving the attack to the auth/assoc, which creates a longer or possibly permanent delay before the STA recovers 

· suggested way forward is to merge the ideas of r9 and r10, use a single bit for deauth/disassoc protection + lockout protection (all or nothing)

· new bit will be dependent on protection enabled bit, but should not be dependent on protection disabled bit.  existing draft text might need to be revised to allow that.

· Timeout and number of ping parameters could possibly be adjusted to minimize  the delay concerns

· Straw-Poll:  Who would support 11-07-2461-08?
· Yes: 5
No: 1
Abstain: 1
· Straw-Poll:  Who would support 1-bit negotiation for disassociate and lockout problems?
· Yes: 1
No: 1
Abstain: 4
· Does anyone have data for delay parameters?  No one has any data.
· MOTION:  Instruct the editor to incorporate 11-07-2461-08 into the P802.11w draft
· Mover: Joe Epstein

· Seconder: Dan Harkins

· Result: 4-1-1 (Motion Passes)
· Discussion:  

· There are delay parameters that are ambiguous
· More parameters causes complexity

· If option is adopted then will change a YES vote to NO

· The previous MOTION was tabled because an entry was missing from PICS, but this one is lacking Technical parts (TIE from TGr), and how people are considering it complete.

· Thanks Joe for good work
· Recess

Tuesday, January 16, 2008, 4:00pm-6:00 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Call to order and agenda

Meeting called to order by Jesse Walker.
· The Chair brings meeting to order.
· Reminder for attendance.

· No LoA were forthcoming at this time.

· Only 2 unresolved comment in spreadsheet, and Dan’s submission.
· Broadcast/Multicast replacement with Group address
· There is no mandate to do it.  TGma did not do it completely.  TGn is doing it.
· Editor asking if group wants that change.  3 opinions in favor of not changing.
· CID 38
· Comment resolution is done by adding text into the spreadsheet

· What is ICV – this is a cut-n-paste error.  They are key wrapping the key.  TGr is using upto a 32 octet field for key
· 11-08-0106-03-000w-key-hash-and-mic-extensions.doc – Dan Harkins

· Updates from previous version is addition of PICS

· MOTION: Move to instruct the editor to incorporate the text of 11-08-0106-03-000w-key-hash-and-mic-extensions.doc into the P802.11w draft
· Mover: Dan Harkins

· Seconder: Malik Audeh

· Discussion: No Discussion
· Result: Adopted by unanimous consent
· MOTION: Move to request ANA for all undefined ANA values in the P802.11w draft.
· Mover: Donald Eastlake

· Seconder: Kapil Sood

· Discussion: No Discussion

· Result: Adopted by unanimous consent

· Decided no need for any adhoc meetings or conf calls before March meeting.
· Group may get into Sponsor Ballot in March
· Plan for a draft and re-circ in next couple of weeks.  At worst, we can complete re-circ by 3rd week of Feb.

· Group should look at v3 of the spreadsheet for groups 3, 4, and 5.  We did 0 and 5 today.
· Group looked at groups 3 and 4

· Recess
Tuesday, January 17, 2008, 10:30am-12:30 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood

Call to order and agenda

Meeting called to order by Jesse Walker.
· The Chair brings meeting to order.
· Still operating under IEEE rules and patent policy.  No LoA at this time.
· If all comments are resolved, then we need a vote in Orlanda to go directly into next re-circ.  This could start during Orlando meeting.
· MOTION: Move to request that the WG authorize TGw conference calls on Friday Feb 29, 12-2 ET, and on Wednesday Mar 5, 3-4 ET fpr the purpose of proposing letter ballot resolutions.

· Mover: Nancy Cam-Winget
· Seconder: Kapil Sood

· Discussion: No Discussion

· Result: Adopted by unanimous consent

· MOTION: Move to accept the comments resolutions proposed in 11-08-0088-03-000w-lb117-comment-resolution.xls for Comment Groups 0, 3,, 4, 5.
· Mover: Kapil Sood
· Seconder: Nancy Cam-Winget
· Discussion: No Discussion

· Result: Yes: 2, No: 0, Abstain: 0 Motion Passes
· MOTION: Move to accept 11-08-0088-03-000w-lb117-comment-resolution.xls as the comment resolutions to LB 117.
· Mover: Kapil Sood
· Seconder: Nancy Cam-Winget
· Discussion: No Discussion

· Result: Yes: 2, No: 0, Abstain: 0 Motion Passes
· MOTION: Move to empower the editor to create P802.11w D5.0 based on doc 11/08-0088-03
· Mover: Nancy Cam-Winget
· Seconder: Kapil Sood
· Discussion: No Discussion

· Result: Yes: 2, No: 0, Abstain: 0 Motion Passes
· MOTION: Believing that all the conditions for a recirculation of P802.11w have been satisfied, to request the 802.11 Working Group authorize a 15-day Working Group Recirculation Ballot on P802.11w D5.0

· Mover: Kapil Sood
· Seconder: Nancy Cam-Winget
· Discussion: No Discussion

· Result: Yes: 2, No: 0, Abstain: 0 Motion Passes
· Any other business – no other business.

· Meeting Adjourned
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