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4
Abbreviations

Editing instructions: add the following abbreviation to the list, alphabetitizing as appropriates:
ASP
Active Scan Protection
7.3.1.9
Status Code field

Insert the following to the contents of Table 23 as shown:

Table 23—Status Codes

	Status Code
	Meaning

	59
	Incomplete passive scan (one or more non-default SSIDs exist, but STA transmission is required to obtain SSID information).

	60-65535
	Reserved


EDITORIAL NOTE—The Interworking Status codes need to be allocated before sponsor ballot (ABSB) by ANA.
7.2.3.9 Probe Request frame format
Editing instructions: modify the Table 7.14 in 802.11u-d1.02 as follows:
	6
	SSID Container information element
	SSID Container element is present if dot11InterworkingServiceImplemented is true, Use SSIDC information element in Probes field the ASP bit in the Interworking Capability information element is set to 1 and the SSID in the Probe request is not the default SSID.


7.2.3.10 Probe Response frame format
Editing instructions: modify the Table 7.15 in 802.11u-d1.02 as follows:
	26
	SSID Container information element
	Optional SSID Container element is present if Use SSIDC information element while “Active Scanning field the ASP bit in the Interworking Capability information element is set to 1 and the SSID in the corresponding Probe Request is not the default SSID.


7.3.2.58
Interworking Element

Editing instructions: modify the following paragraphs in this clause as follows:
Editor: in figure 7-95ao change the description of B3 from “Use SSID IE while active scanning” to “ASP”.
—
Bit 3 is used only by APs; it is set to 0 by the non-AP STA upon transmission and ignored by the AP upon reception. The ASP (Active Scan Protection) bit is used by an AP to signal to non-AP STAs whether or not the SSIDC information element is included in Probe Request frames and Probe Response frames (see 11.1.3.2).
The HESSID field specifies the value of HESSID, see 11.10.1. The HESSID field is optionally present de​pending on the setting of the HESSID Present bit in the Interworking capabilities field. A non-AP STA uses this field to indicate the desired HESSID in an active scan. 

The Network Type field is shown in Figure 7-95ap. A non-AP STA uses this field to indicate the desired Network Type in an active scan. 
10.3 MLME SAP Interface

10.3.2 Scan

10.3.2.1 MLME-SCAN.request
Change the primitive parameter list and attribute table as shown:

MLME-SCAN.request
(

BSSType,

BSSID,

SSID,

HESSID,

Network Type,

ScanType,

ProbeDelay,

ChannelList,

MinChannelTime,

MaxChannelTime,
VendorSpecificInfo

)

	Name
	Type
	Valid Range
	Description

	HESSID
	MAC Address
	Any valid individual MAC address or the broadcast MAC address
	Specifies the desired specific HESSID network identifier or the wildcard network identifier.

	Network Type
	As defined in Table u2.
	0 to 15
	Specifies a desired specific Network Type or the wildcard network type.

	
	
	
	


10.3.2.2 MLME-SCAN.confirm
10.3.2.2.1 Function
10.3.2.2.2 Semantics of the service primitive

Add the following attribute value to the attribute table as shown:

	Name
	Type
	Valid Range
	Description

	BSSDescriptionSet
	Set of BSSDescriptions
	N/A 
	The BSSDescriptionSet is returned to indicate the results of the scan request. Itis a set containing zero or more instances of a BSSDescription.

	ResultCode 
	Enumeration 
	SUCCESS,
INVALID_PARAMETERS,
NOT_SUPPORTED,
INCOMPLETE
	Indicates the result of the MLMESCAN.confirm.

	VendorSpecificInfo
	A set of information elements
	As defined in 7.3.2.26
	Zero or more information elements.


10.3.10 Start

10.3.10.1 MLME-START.request
10.3.10.1.2 Semantics of the service primitive

Editing instructions: add the following parameters to the list:

The primitive parameters are as follows:

MLME-START.request
(

SSID,

BSSType,

BeaconPeriod,

DTIMPeriod,

CF parameter set,

PHY parameter set,

IBSS parameter set,

ProbeDelay.

CapabilityInformation,

BSSBasicRateSet,

OperationalRateSet,

Country,

IBSS DFS Recovery Interval,

EDCAParameterSet,
HESSID,

Network Type,

AdvertismentProtocolInfo,
VendorSpecificInfo

)

Editing instructions: add the following rows to the table:

	Name
	Type
	Valid Range
	Description

	HESSID
	MAC Address
	Any valid individual MAC address or the broadcast MAC address
	Specifies the desired specific HESSID network identifier or the wildcard network identifier.

	Network Type
	As defined in Table u2.
	0 to 15
	Specifies a desired specific Network Type or the wildcard network type.

	AdvertisementProtocolInfo
	As defined in Advertisment Protocol element
	As defined in Advertisment Protocol element
	Identifies zero or more advertisement protocols and advertisement control to be used in the BSs.


Editing instructions: change the subclause as follows:
11.1.3 Acquiring synchronization, scanning
A STA shall operate in either a Passive Scanning mode or an Active Scanning mode depending on the current value of the ScanMode parameter of the MLME-SCAN.request primitive. 

Active scanning is prohibited in some frequency bands and regulatory domains. The MAC of a STA receiving an MLME-SCAN.request shall use the regulatory domain information it has to process the request and shall return a result code of NOT_SUPPORTED to a request for an active scan if regulatory domain information indicates an active scan is illegal.  Where regulations permit active scanning after certain conditions are met, the active shall proceed after those conditions are met.  If those conditions are not met, the result code returned shall be NOT_SUPPORTED.
Upon receipt of the MLME-SCAN.request primitive, a non-interworking capable STA shall perform scanning. The SSID parameter in​dicates the SSID for which to scan. To become a member of a particular ESS using passive scanning, a non-interworking capable STA shall scan for Beacon frames containing that ESS’s SSID, returning all Beacon frames matching the desired SSID in the BSSDescriptionSet parameter of the corresponding MLME-SCAN.confirm primitive with the appropriate bits in the Capabilities Information field indicating whether the Beacon came from an infrastructure BSS or IBSS. 
Upon receipt of the MLME-SCAN.request primitive, an interworking capable STA shall perform scanning. The SSID parameter in​dicates the SSID for which to scan. To become a member of a particular ESS using passive scanning, an interworking capable STA shall scan for Beacon frames containing that ESS’s SSID, returning all Beacon frames matching the desired SSID, HESSID and Network Type in the BSSDescriptionSet parameter of the corresponding MLME-SCAN.confirm primitive with the appropriate bits in the Capabilities Information field indicating whether the Beacon came from an infrastructure BSS or IBSS. However, if the passively scanned Beacon contains the Interworking Capability element, an interworking-capable STA shall also use GAS Native protocol (see 11.10.1.3) to determine if the desired SSID is in the multiple SSID Set, if configured as well as the HESSID from the corresponding Beacon frame. If the STA has already discovered via a previous scanning procedure that the desired SSID is in a multiple SSID set, then it need not re-invoke Native GAS; rather, the STA shall passively scan for a beacon containing the HESSID corresponding to the desired SSID.
Where regulations permit radio transmission after certain conditions are met, the Native-GAS query shall proceed after those conditions are met.  If those conditions are not met, the result code returned shall be INCOMPLETE. If the MLME-SCAN.request primitive contains a wildcard HESSID, all Beacon frames having a HESSID or not having a HESSID are deemed to match; if the MLME-SCAN.request primitive contains a wildcard Network Type, all Beacon frames having any Network Type or not having a Network Type field  are deemed to match.
To actively scan, the non-interworking capable STA shall transmit Probe Request frames containing the desired SSID. Upon completion of scanning, an MLME-SCAN.confirm is issued by the MLME indicating all of the BSS information received.

To actively scan, the interworking capable STA shall transmit Probe Request frames containing the desired SSID and Interworking element containing the desired HESSID and Network Type. Upon completion of scanning, an MLME-SCAN.confirm is issued by the MLME indicating all of the BSS information received matching the desired SSID, HESSID and Network Type.

Upon receipt of an MLME-JOIN.request, the STA shall use the synchronization procedure described in 11.1.3.4.

Upon receipt of an MLME-SCAN.request with the SSID parameter set to the wildcard SSID, the non interworking-capable STA shall passively scan for any Beacon frames, or actively transmit Probe Request frames containing the wildcard SSID, as appropriate depending upon the value of ScanMode. Upon completion of scanning, an MLME-SCAN.con​firm is issued by the MLME indicating all of the BSS information received.

Upon receipt of an MLME-SCAN.request with the SSID parameter set to the wildcard SSID, the interworking-capable STA shall passively scan for any Beacon frames, or actively transmit Probe Request frames containing the wildcard SSID and Interworking element containing a HESSID and Network Type, as appropriate depending upon the value of ScanMode. Upon completion of scanning, an MLME-SCAN.confirm is issued by the MLME indicating all of the BSS information received which match the HESSID and Network Type. If the MLME-SCAN.request primitive contains a wildcard HESSID, all Beacon frames having a HESSID or not having a HESSID are deemed to match; if the MLME-SCAN.request primitive contains a wildcard Network Type, all Beacon frames having any Network Type or not having a Network Type field  are deemed to match.
If a STA’s scanning does not result in finding a BSS with the desired SSID and of the desired type, or does not result in finding any BSS, the STA may start an IBSS upon receipt of the MLME-START.request. The MAC of a STA receiving an MLME-START.request shall use the regulatory domain information it has to process the request and shall return a result code of NOT_SUPPORTED to the request if regulatory domain information indicates starting the IBSS is illegal.

When a STA starts a BSS, that STA shall determine the BSSID of the BSS. If the BSSType indicates an infrastructure BSS, then the STA shall start an infrastructure BSS and the BSSID shall be equal to the STA’s dot11StationID. The value of the BSSID shall remain unchanged, even if the value of dot11StationID is changed after the completion of the MLME-START.request. If the BSSType indicates an IBSS, the STA shall start an IBSS, and the BSSID shall be an individual locally administered IEEE MAC address as defined in 5.2 of IEEE Std 802-1990. The remaining 46 bits of that MAC address shall be a number selected in a man​ner that minimizes the probability of STAs generating the same number, even when those STAs are subjected to the same initial conditions. The value SSID parameter shall be used as the SSID of the new BSS. It is im​portant that designers recognize the need for statistical independence among the random number streams among STAs.

11.1.3.1 Passive scanning

Change the following subclause 11.1.3.2 as shown:

11.1.3.2 Active scanning
Active scanning involves the generation of Probe Request frames and the subsequent processing of received Probe Response frames. The details of the active scanning procedures are as specified in the following sub​clauses.

STAs having dot11InterworkingServiceImplemented set to true support multiple SSID operation in which more than one SSID share the same BSSID. In order to preserve behavior of a non-interworking BSS, having associated non interworking-capable STAs wherein Probe Request and Probe Response frames have a single SSID to BSSID binding, the AP needs to signal when non interworking-capable STAs are present.  APs inform non-AP STAs of the presence of non interworking-capable non-APs STAs via the via the ASP bit in the Interworking Capabilities field of the Interworking element transmitted in Beacon and Probe Response frames.  When an AP with its ASP bit set to 0 receives a Probe Request frame from a non Interworking-capable STA, it shall set the ASP bit to 1 in any transmitted Beacon and Probe Response frames within 1 second..  An AP having its ASP bit set to 1 may set it to 0 whenever no Probe Request frames have been received from non interworking-capable STAs and there are no non interworking-capable STAs associated to the BSS for at least 60s.

When the ASP bit is set to 1, Probe Response frames transmitted by STAs shall always contain the de​fault SSID in the SSID element and an SSIDC element containing the desired SSID, if different (the desired SSID being the one in the Probe Request frame). Non Interworking-capable STAs, will silently discard the SSIDC element; Interworking-capable STAs shall discard the SSID element, which is present for backwards compatibility with non-Interworking capable STAs, and shall instead process the SSIDC ele​ment to find the requested SSID.

When the ASP bit is set to 1, interworking-capable STAs performing an active scan for a non-default SSID shall includein the Probe Request frame an SSIDC element containing the desired SSID as well as the default SSID in the SSID element.  APs receiving this Probe Request frame (which contain an Interworking element) shall discard the SSID element and respond to the SSID contained within the SSIDC element.
When the ASP bit is set to 1, interworking-capable STAs performing an active scan for the default SSID shall includein the Probe Request frame the default SSID in the SSID element and shall not include an SSIDC element.

When the ASP bit is set to 0, STAs may include any SSID from a multiple SSID Set in the SSID element in transmitted Probe Request frames and shall not include an SSIDC element.  This has the benefit of reducing the Probe Request and Probe Response frames’ sizes.

When an Interworking-capable STA is initially searching for a wireless network, it may not know the state of the ASP bit. If a STA transmits a Probe Request frame containing a wildcard SSID, the resulting Probe Response frame from a Interworking-capable AP with dot11InterworkingServiceImplemented set to true will contain an SSID element containing the default SSID and an Interworking element (which contains the ASP bit). Consequently, the Interworking-capable STA will know how to format subse​quent Probe Request frames to discover a specific SSID. 



11.1.3.2.1 Sending a Probe Response
STAs, whether interworking capable or not, subject to criteria below, receiving Probe Request frames from non interworking capable STAs shall respond with a Probe Response only if:

a) the SSID in the Probe Request is the wildcard SSID or the default SSID of the STA,

b) the BSSID field in the Probe Request is the wildcard BSSID or the BSSID of the STA, and

c) the DA field in the Probe Request is the broadcast address or the specific MAC address of the STA.
Interworking-capable STAs, subject to criteria below, receiving Probe Request frames from interworking capable STAs shall respond with a Probe Response, only if:

a) the SSID in the Probe Request is the wildcard SSID or an SSID of the STA (whether or not the SSID is a default or non-default SSID),

b) the BSSID field in the Probe Request is the wildcard BSSID or the BSSID of the STA, 
c) the DA field in the Probe Request is the broadcast address or the specific MAC address of the STA.,
d) the HESSID field in the Interworking element is the wildcard HESSID or the HESSID of the STA, and
e) the Network Type field in the Interworking element is the wildcard Network Type of the Network Type of the STA.

STAs receiving a Probe Request frame with an SSID which is in the multiple SSID List but without an Inter​working Capability Information element shall not respond with a Probe Response frame.






Probe Response frames shall be sent as directed frames to the address of the STA that generated the Probe Request. The Probe Response shall be sent using normal frame transmission rules. An AP shall respond to all Probe Requests meeting the above criteria. In an IBSS, the STA that generated the last Beacon shall be the STA that responds to a Probe Request.
Only APs and STAs in an IBSS respond to Probe Requests. The procedures defined in this subclause ensure that in each BSS there is at least one STA that is awake at any given time to receive and respond to Probe Requests. A STA that sent a Beacon shall remain in the Awake state and shall respond to Probe Requests, subject to criteria in the next paragraph, until a Beacon frame with the current BSSID is received. If the STA is an AP, it shall always remain in the Awake state and always respond to Probe Requests, subject to criteria in the next paragraph. There may be more than one STA in an IBSS that responds to any given Probe Request, particularly in cases where more than one STA transmitted a Beacon frame following the most recent TBTT, either due to not receiving successfully a previous Beacon or due to collisions between Beacon transmissions.
Editor: delete the following paragraph from the IEEE 802.11-2007 baseline:
STAs receiving Probe Request frames shall respond with a Probe Response when the SSID in the Probe Re​quest is the wildcard SSID or matches the specific SSID of the STA. Probe Response frames shall be sent as directed frames to the address of the STA that generated the Probe Request. The Probe Response shall be sent using normal frame transmission rules. An AP shall respond to all Probe Requests meeting the above criteria. In an IBSS, the STA that generated the last Beacon shall be the STA that responds to a Probe Request.

11.1.3.1.1 Active scanning procedure

Upon receipt of the MLME-SCAN.request with ScanType indicating an active scan, a STA shall use the

following procedure:

For each channel to be scanned,

a)
Wait until the ProbeDelay time has expired or a PHYRxStart.indication has been received;

b)
Perform the Basic Access procedure as defined in 9.2.5.1;

c)
Send a Probe Request to the broadcast or unicast destination address, with the SSID and BSSID from the MLME-SCAN.request primitive;

d)
Clear and start a ProbeTimer;

e)
If PHY-CCA.indication (busy) has not been detected before the ProbeTimer reaches MinChannel-Time, then clear NAV and scan the next channel, else when ProbeTimer reaches MaxChannelTime, process all received Probe Responses;

f)
Clear NAV and scan the next channel.

11.10.3
Multiple SSID operation

Editing instructions: modify the following clause as shown:
To indicate multiple SSID Set operation on a BSS, the “multiple SSIDs” bit in the Interworking Capabilities field of the Interworking element shall be set to 1.  If multiple SSID Set is not in use, the “multiple SSID bit” shall be set to 0.  Non-AP STAs discover supported SSIDs in an multiple SSID BSSID using Native GAS protocol. A non-AP STA accomplishes this by transmitting a GAS Initial Request Action frame containing a Native Query infor​mation element corresponding to the multiple SSID Set. In response, the AP transmits the multiple SSID Set (if configured) in a GAS Initial Response Action frame.



Abstract


This submission provides changes to the scanning procedures to support multiple SSID and changes introduced in 07/2494r3.  It addresses the following CIDs: 45, 318, 617, 618, 639, 640, 1801, 1917, 2118, 2188, 2190, 2191, 2030, 2036, 2069, 2075, 2192.





This submission is based on IEEE Draft 802.11u-d1.02 and IEEE 802.11-2007.
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