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Introduction

This submission modifies the MIB in Annex D of the 802.11u draft, to resolve the following comments:

· CID 835, which states that the cipher suite definition in section P.3.1.4 applies only to unicast frames.  To resolve this, two cipher suite objects are stored, with the second being defined for multicast/broadcast frames.
Editing Instructions

Annex D

Make the following changes to the definition of the dot11InterworkingEntry:

dot11InterworkingEntry ::=

        SEQUENCE {

             dot11NonApStaMacAddress                    MacAddress,

             dot11NonApStaUserIdentity                  SnmpAdminString,

             dot11NonApStaInterworkingCapability        BITS,

             dot11NonApStaAssociatedSSID
      OCTET STRING,

             dot11NonApStaUnicastCipherSuite            OCTET STRING,
             dot11NonApStaBroadcastCipherSuite          OCTET STRING,
             dot11NonApStaAuthAccessCategories          BITS,

             dot11NonApStaAuthMaxVoiceRate
      Unsigned32,

             dot11NonApStaAuthMaxVideoRate              Unsigned32,

             dot11NonApStaAuthMaxBestEffortRate         Unsigned32,

             dot11NonApStaAuthMaxBackgroundRate         Unsigned32,

             dot11NonApStaAuthHCCA                      TruthValue,

             dot11NonApStaAuthMaxHCCARate               Unsigned32,

             dot11NonApStaAuthHCCADelay                 Unsigned32,

             dot11NonApStaAuthSinkMulticast             TruthValue,
             dot11NonApStaMaxAuthSourceMulticast        TruthValue,

             dot11NonApStaMaxAuthSourceMulticastRate    Unsigned32,

             dot11NonApStaVoiceFrameCount               Counter32,

             dot11NonApStaVideoFrameCount               Counter32,

             dot11NonApStaBestEffortFrameCount          Counter32,

             dot11NonApStaBackgroundFrameCount          Counter32,

             dot11NonApStaHCCAFrameCount                Counter32,

             dot11NonApStaVoiceOctetCount               Counter32,

             dot11NonApStaVideoOctetCount               Counter32,

             dot11NonApStaBestEffortOctetCount          Counter32,

             dot11NonApStaBackgroundOctetCount          Counter32,

             dot11NonApStaHCCAOctetCount                Counter32,

             dot11NonApStaPowerManagementMode           INTEGER,

             dot11nonApStaAuthDls                       TruthValue,

             dot11nonApStaVlanId                        Unsigned32,

             dot11nonApStaVlanName                      OCTET STRING,

             dot11nonApStaAddtsResultCode               INTEGER

           }

Change the fifth MIB object as follows:

dot11NonApStaUnicastCipherSuite OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(4))


MAX-ACCESS read-only


STATUS current


DESCRIPTION

"The selector of an AKM suite for unicast frame transmissions. It consists of an OUI (the 
first 3 octets) and a cipher suite identifier (the last
 octet)."


::= { dot11InterworkingEntry 5 }

Insert the following object definition following the definition of dot11NonApStaUnicastCipherSuite, renumbering all following objects as appropriate:

dot11NonApStaBroadcastCipherSuite OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(4))


MAX-ACCESS read-only


STATUS current


DESCRIPTION

"The selector of an AKM suite for broadcast and multicast frame transmissions.  It consists of an OUI (the first 3 octets) and a cipher suite identifier (the last octet)."


::= { dot11InterworkingEntry 6 }

Annex P
Make the following changes to section P.3.1.4:

P.3.1.4  Link Layer Encryption Method

These elements indicate the link layer encryption methods selected for protecting the communication between the non-AP STA and the AP during the RSNA establishment process. The cipher suite formats of these elements are drawn from the RSN information element defined in clause 7.3.2.25. An AP obtains this information about the STA via the MLME SAP.

Informative Note: 3GPP TS33.234 used to have a section on visibility and configurability (section 5.4). If this information is available to the SSPN, the operator would be able to have better control of the STA access, e.g. barring access to IEEE 802.11 networks if NULL encryption is used.This also related to the 3GPP network’s configuration regarding if pre-Authentication should be supported.

The AP stores the information in the corresponding dot11NonApStaUnicastCipherSuite and dot11NonApStaBroadcastCipherSuite elements of its MIB.
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Abstract


This submission addresses CID 835 from 802.11 LB#107, relating to the storage of the cipher suites in the Interworking MIB.
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