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	LB110  Comment Resolution


1. COMMENT:  [From Spreadsheet]  INSERT Original Comment Here:
	ID
	Commenter
	Clause
	Pg
	Ln
	Type
	Comment
	Suggested Remedy
	Recommended Resolution

	14


	Aldana, Carlos


	General


	1
	1
	TR
	WAVE mode allows access to the DS without 802.11 authentication or association, without providing any security mechanisms to e.g. prevent malicious STAs from forging frames, snooping on other STAs traffic, flooding the DS or injecting other malicious frames. By removing the normal 802.11 authentication and association, WAVE mode is unable to use RSN-base security, yet no replacement security mechanism is provided or referenced.
	Enable full operation of RSN security, or provide NORMATIVE REFERENCE to replacement security mechanisms.


	Refer to clause 2, CID# 14 for explanation in this document.

	19


	Ojard, Eric


	General


	1
	1
	TR
	WAVE mode allows access to the DS without 802.11 authentication or association, without providing any security mechanisms to e.g. prevent malicious STAs from forging frames, snooping on other STAs traffic, flooding the DS or injecting other malicious frames. By removing the normal 802.11 authentication and association, WAVE mode is unable to use RSN-base security, yet no replacement security mechanism is provided or referenced.
	Enable full operation of RSN security, or provide NORMATIVE REFERENCE to replacement security mechanisms.


	Refer to clause 2, CID# 14 for explanation in this document.

	20


	Wang, Qi


	General


	1
	1
	TR
	WAVE mode allows access to the DS without 802.11 authentication or association, without providing any security mechanisms to e.g. prevent malicious STAs from forging frames, snooping on other STAs traffic, flooding the DS or injecting other malicious frames. By removing the normal 802.11 authentication and association, WAVE mode is unable to use RSN-base security, yet no replacement security mechanism is provided or referenced.
	Enable full operation of RSN security, or provide NORMATIVE REFERENCE to replacement security mechanisms.


	Refer to clause 2, CID# 14 for explanation in this document.

	112


	Myles, Andrew


	5.2.3.3


	3
	16
	TR
	The texts say, "In WAVE mode, authentication and association services may be implemented in a station management entity or in protocol layers above the MAC."

However, this is irrelevant to this specification
	Remove


	Rejected – It is
Important to 

indicate to the 

reader that

authentication and

association have

NOT been overlooked in WAVE mode.  A proposed

revised text is specified in clause 4, subclause 5.2.3.3 in this document.

	113


	Bai , Fan


	5.2.2a


	3
	16
	TR
	Since probing/scanning authentication and association procedures in traditional 802.11 MAC is eliminated in 11p amendment, it would be confusing to readers if no such a clear statement 
	An explicit statement that probing/scanning, association/authentication procedure is removed in WBSS mode (for 11p amendment) should be given in this paragraph. 
	Rejected – A new
Revised text for 

5.2.2a is proposed.

See clause 4,

subclause 5.2.2a

in this document.

	116


	Adachi, Tomoko


	5.2.2a


	3
	17
	TR
	"Unlike infrastructure and ad hoc BSS types, WBSSs do not require MAC sublayer authentication and association (as described in 11.3) prior to being allowed to transmit data to a DS." MAC layer security is renounced. As a part of IEEE802.11 WLANI, is this acceptable?
	Add MAC layer security mechanism. Require authentication and association. 


	Rejected - Refer to clause 2, CID# 14 for explanation in this document.
A new revised text for 5.2.2a is proposed.

See clause 4,

subclause 5.2.2a

in this document.

	121


	Ptasinski, Henry


	General


	3


	18
	TR
	WAVE mode allows access to the DS without 802.11 authentication or association, without providing any security mechanisms to e.g. prevent malicious STAs from forging frames, snooping on other STAs traffic, flooding the DS or injecting other malicious frames. By removing the normal 802.11 authentication and association, WAVE mode is unable to use RSN-base security, yet no replacement security mechanism is provided or referenced.
	require association and authentication before access to the DS is granted


	Rejected - Refer to clause 2, CID# 14 for explanation in this document.

	124


	Perahia, Eldad


	5.2.2a


	3
	21
	TR
	I can not believe that it is being proposed that unassociated and unauthenticated STAs access a DS.  You can not skip fundamental parts of the MAC and still call yourself 802.11.  Why are proposers of this amendment trying to break 802.11?
	require association and authentication before access to the DS is granted


	Rejected – Please refer to clause 2, CID# 14 for explanation in this document.
A new Revised text for 5.2.2a is proposed.

See clause 4,

subclause 5.2.2a

in this document.

	129


	Perahia, Eldad


	5.2.3.3


	3
	33
	TR
	I can not believe that it is being proposed that unassociated and unauthenticated STAs access a DS.  You can not skip fundamental parts of the MAC and still call yourself 802.11.  Why are proposers of this amendment trying to break 802.11?


	require association and authentication before access to the DS is granted


	Rejected – Please refer to clause 2, CID# 14 for explanation in this document.

A proposed

revised text is specified in clause 4, subclause 5.2.3.3 in this document.

	154


	Perahia, Eldad


	7.1.3.1.2


	4
	16
	TR
	I can not believe that it is being proposed that unassociated and unauthenticated STAs access a DS.  You can not skip fundamental parts of the MAC and still call yourself 802.11.  Why are proposers of this amendment trying to break 802.11?
	require association and authentication before access to the DS is granted


	Rejected  – Please refer to clause 2, CID# 14 for explanation in this document.
It is proposed to remove the subclause 7.1.3.1.2

amendement and address the ‘Type and subtypes fields’ in WAVE in

subcaluse 7.5. - See clause 4, subclause 7.5 of this document.

	276


	Perahia, Eldad


	10.3.3


	7
	11
	TR
	I can not believe that it is being proposed that unassociated and unauthenticated STAs access a DS.  You can not skip fundamental parts of the MAC and still call yourself 802.11.  Why are proposers of this amendment trying to break 802.11?
	require association and authentication before access to the DS is granted


	Rejected – Please refer to clause 2, CID# 14 for explanation in this document.

A proposed

revised text is specified in clause 4, subclause 10.3.3 in this document.

	358


	Perahia, Eldad


	11.14


	17
	4
	TR
	I can not believe that it is being proposed that unassociated and unauthenticated STAs access a DS.  You can not skip fundamental parts of the MAC and still call yourself 802.11.  Why are proposers of this amendment trying to break 802.11?


	require association and authentication before access to the DS is granted


	Rejected - Please refer to clause 2, CID# 14 for explanation in this document.

A proposed

revised text is specified in clause 4, subclause 11.14 in this document.

	398


	Adachi, Tomoko


	11.14


	18
	3
	TR
	"Operation in WAVE mode … nor shall it use authentication and association procedures." MAC layer security is renounced. As a part of IEEE802.11 WLANI, is this acceptable?


	Add MAC layer security mechanism. Require authentication and association. 


	Rejected - Please refer to clause 2, CID# 14 for explanation in this document.

A proposed

revised text is specified in clause 4, subclause 11.14 in this document.


2. Background, Explanation, Discussion, etc.:

These Comments are associated with comments related to “Authentication/security” classification
Relating to  CID#  14

The P802.11 PAR explicitely specified in clause -  5.4 Purpose: The purpose of the proposed project is to amend the existing IEEE 802.11 standard to make it suitable for interoperable communications to and between vehicles. The primary reasons for this amendment include the unique transport environments, and the very short latencies required (some applications must complete multiple data exchanges within 4 to 50ms).”   
Unless proven otherwise, it is assumed that the authentication and association and security mechanisms currently specified in IEEE 802.11 Std-2007 cannot be performed within the latency restrictions imposed by the PAR (4 to 50 ms).  The last sentence of the Introduction of P80211p/D3.0 specifies: “In particular, time frames that are shorter that the anount of time required to perform standard authentication and association the join a BSS are accommodated in this amendment.”

3. Recommended Resolution of the Comments:

See the right column above for the resolutions of the individual comments.
4. Recommended Changes to P802.11p D3.0:

Insert a new subclause (5.2.2a) after 5.2.2

5.2.2a
WAVE mode and WAVE BSSs

Wireless Access in Vehicular Environments (WAVE) is a mode of operation that enables the use of IEEE Std 802.11TM devices in vehicular environements.  These rapidly changing environments typically involve mobile STAs that move much faster (up to 200 km/h) than a STA participating in an infrastructure BSS or IBSS.  Additionally, the interval over which the communication exchanges take place may be very short-duration (e.g.; measured in milliseconds).  A STA is in WAVE mode if and only if the MIB attribute dot11WAVEEnabled is true.  The need to enter WAVE mode is determined by upper layers, which are also responsible for system management and security.  WAVE communication may take place in a frequency band that is dedicated for its use.  Such a band may require licensing depending on the regulatory domain.

A STA in WAVE mode may send data frame in the context of a WAVE BSS, using the WAVE BSS’s BSSID.  It may also send a data frame outside of the context of a BSS, using the wildcard BSSID (see 7.1.3.3.3), and it may alternate between the two on a frame-by-frame basis. 
· Communication within a WAVE BSS allows a LAN to be setup quickly, a capability required in a rapidly changing communication environment.  A WAVE beacon establishes or maintains a WAVE BSS (see subclause 11.14.1).  A STA in WAVE mode may elect to join an established WAVE BSS (see 11.14.2), and may optionally synchronize to the WAVE BSS (see 11.1.3.4).  Each WAVE BSS consists of the STA that establishes the WAVE BSS and zero or more STAs that have join the WAVE BSS.
The delay in joining a WAVE BSS is reduced compared to an infrastructure BSS because MAC level authentication and association do not apply to a WAVE BSS.  Security services are deferred to higher layers.

· Communication outside the context of a BSS is very flexible.  A STA in WAVE mode may simply send a data frame directly over the wireless medium, to one or more STAs in WAVE mode, using and individual or broadcast/multicast MAC address.
Insert the following new subclause (5.2.3.3) after subclause 5.2.3.2
5.2.3.3 DS concepts in WAVE BSS
MAC sublayer authentication and association services may be provided by a station management entity or protocol layer above the MAC.  Neither function is required in order for a WAVE BSS STA to communicate over a DS.  A STA that is member of a WAVE BSS may access a DS directly.
7.5 Frame Usage
Add the following text after Table 7-58:

The usage of frames subtypes while in WAVE mode is the same as shown in the IBSS columns of Table 7-58, except that ATIM, authentication, deauthentication, and deassociation frames are not used.  The WAVE beacon is transmitted on demand from the SME.  WAVE mode does not preclude use of management frames that do not require authentication and association.

10.3.3 Synchronization

Change the suclause text to read as follow:

This mechanism supports the process of selection of a peer.

Insert the following new subclause 11.14 after subclause 11.13 
11.14 WAVE mode management
Operation in WAVE mode may transmit a WAVE beacon if it wishes to become a WAVE BSS initiator.  If it does not transmit a WAVE beacon, it may listen for a WAVE beacon from another STA.  It may join a WAVE BSS only if it receives a WAVE beacon.  A STA shall not be a member of more than one WAVE BSS either as a WAVE BSS initiator or as a STA joining the WAVE BSS at one time.  A STA in WAVE mode shall not join an infrastructure BSS or IBSS, nor shall it use MAC sub-layer authentication or association procedures. A STA may transmit or receive a WAVE beacon on the channel indicated by the dot11CurrentFrequency MIB attribute.
5. Motion (if technical and/or significant):

Move to accept the Recommended Resolutions to these comments and the Recommended changes to P802.11p D3.0 noted above and instruct the editor to make these changes to P802.11p D3.0.
Motion by: ___Francois Simon________________Date: 
Second:  ______________________

	Approve:
	Disapprove:
	Abstain:


References:

IEEE P802.11p/D3.0

IEEE P802.11-07/2887r0



































































Abstract


This paper addresses the comments addressing “Authentication/security”.  It includes responses to CR#: 14, 19, 20, 112, 113, 116, 121, 124, 129, 154, 276, 358, and 398.
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