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Common Work
Analysis of the need for specific EAP methods for emergency calls when the user is accessing their services over WLAN

1.1  Background to work in IEEE802.11u

IEEE802.11u have asked the IETF EAP Method Update working group for advice on optimised EAP methods for emergency services They have responded that currently there are no standards track EAP methods that exactly meet the requirements as understood by the EMU working group.  EAP-TLS is probably closest, but there are several other possible existing EAP methods that may meet or be slightly modified to meet some of the 802.11u requirements for emergency services. TTLS and EAP-FAST (RFC4851) are TLS based methods that can support server only authentication, but some issues have been identified   

*
If the peer can validate the server then it is possible to mitigate many man-in-the-middle attacks against the authentication, 

*
If the peer cannot validate the server then this would leave the protocol open to man-in-the-middle attacks.   

*
These TLS based methods require significant number of round trips; however this may not be an issue, especially if the emergency authentication is terminated locally instead of in a home server.  

Other identified issues include

*
Identifying which security properties are desirable/essential  

*
Identification of regulatory requirements. 

*
Should support for emergency services terminated locally in the AP, in a remote network or both  

*
Delay tolerance requirements

*
Overload protection from both from legitimate use scenarios and deliberate attacks  

1.2  Background to work in 3GPP SA2 and 3GPP SA3
A CR on emergency call handling using IMS over WLAN was accepted. The background to this is that WLAN interworking specification TS33.234 already included the support of IMS emergency call over I-WLAN when UICC is presented in UE. For IMS emergency Calls, authentication may be skipped entirely depending on the national regulations or the operator's preference. Depending on national regulations and operator preferences, in the case of IMS emergency Calls, the 3GPP AAA server may still send Accept (i.e. indicating success of authentication and authorization) even though authentication or authorization fails. However there isn't description of how to deal with the authentication skip or failure. This paper discussed the issues that should be addressed when the authentication is skipped or failed.

*
Depending on national regulations and operator preferences, in the case of IMS emergency Calls, the 3GPP AAA server may still accept the request even though authentication or authorization fails. 

*
To avoid significant change of the procedure and at the UE and the network elements, there should be a method to verify the AUTH payload. 

*
One way is to generate some kind of keying material used between UE and PDG, e.g., using a well known key or generating the key through SHA-1(IMSI). 

*
Another way is not generating a shared key used between UE and PDG, but using SK_pi/SK_pr which are generated during IKE_SA_INIT to generate the AUTH payloads, i.e. no keying material transferred from the AAA server to PDG. It's suggested to use this method since it won't generate extra keys at the UE.

*
If the AAA sends the EAP Success message to UE despite the authentication or authorization failure, there should be a way to distinguish it from the normal EAP Success message. For example the user identity can be included in the EAP Success message for this purpose. However the length of EAP_Success is fixed. To do so the EAP protocol needs extension. 

*
Another way is the AAA Server sends EAP Failure message to PDG and UE, but PDG and UE will specially continue the procedure when receiving this message during the IMS emergency call request. This is the method proposed in the CR.

"Authentication/authorization is skipped. For IMS emergency Calls, authentication/authorization may be skipped entirely depending on the national regulations or the operator's preference. Similar as the authentication/ authorization failure case, the AAA sever sends EAP Failure message to PDG and UE, but PDG and UE will specially continue the procedure when receiving this message during the IMS emergency call request." 

Liaison to SA2
In both TS23.234 and TS33.234 there is this statement on support IMS emergency call over I-WLAN: "Depending on national regulations and operator preferences, in the case of IMS Emergency Calls, the 3GPP        AAA server may still send Accept (i.e. indicating success of authentication and authorization) even though authentication or authorization fails"

The UE shall be able to distinguish this special "success" of authentication and authorization from the normal success. However the length of EAP Success message is fixed. It's impossible to add indication in the EAP Success message unless having extension of the EAP protocol. So SA3 has agreed that in TS33.234 instead of sending EAP Success message to the PDG (and then forwarding to the UE), the AAA sever will send the Authentication Answer including an EAP Failure message to the PDG (and then forward to UE) when the authentication or authorization for the IMS emergency call fails or is skipped (see the attached CR).

3GPP SA3 also understands that 3GPP SA2 is in discussion with IEEE802.11 on regarding I-WLAN (Interworking WLAN) and access to non-3GPP networks with regard to network selection and emergency services. 3GPP SA3 would be interested in the outcome of these discussions, especially if this addresses emergency service EAP methods and credentials at the link layer. SA3 kindly asks SA2 to take the above considerations into account and make corresponding revision in TS23.234.

http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_49_Munich/Docs/S3-070897.zip 
3GPP SA1 requirements for an access point identifier 

2.1  Background

3GPP SA1 made the following statements to IEEE 802.11 in an LS  from SA1#37 in S1-0701123   


3GPP has created specifications for Interworked Wireless LANs (I-WLAN) which can be used for WiFi enabled User Equipments (UE) to access cellular networks (Technical Specification 22.234 and Technical Specification 23.234).

*



 3GPP SA WG1 is currently working on a Technical Report (TR22.812 attached) about non-3GPP access network selection. Included in it are cases where a WiFi enabled UE can select an Access Point which is not connected to a cellular network and is not owned or controlled by the cellular operator.

*



 An AP identification scheme is needed which gives globally unique identifiers which can not feasibly be spoofed nor otherwise copied nor emulated by any unauthorised party. Such a scheme is needed for both I-WLAN access points used for access to cellular core networks, and for other WLAN access points not used to access a cellular network but to which a UE will connect, e.g. to access a corporate server or ADSL. 

IEEE802.11 has responded with the following points

*



Considering the stated 3GPP SA1 requirements for an access point identifier: "globally unique identifier which can not feasibly be spoofed nor otherwise copied nor emulated by any unauthorised party", it is felt that the IEEE 802.11u HESSID parameter meets the requirements of uniqueness, but not those of security.

*



 HESSID is typically used prior to IEEE 802.11 association and therefore security is not feasible, as the IEEE 802.11 working group have determined that Beacon Frames can not be protected since no shared keys have been exchanged at this point.

*



 However, if validation of the HESSID is important, there is a readily available extension point for use by 3GPP.  IEEE 802.11 Action frames that verify the HESSID can only be exchanged after association, which means that the HESSID cannot be used securely for network selection.

*



 It would be better to define a Generic Advertisment Service (GAS) protocol with application security to verify the HESSID.  However, this is work is not within the scope of IEEE 802.11u.  Therefore the approach seems to be for 3GPP SA1 to use a Vendor-Specific IE that contains the HESSID, SSID and any other information required for secure network selection, and is cryptographically signed. 

LB#107 CID 780 requests for a normative description of the use of Cipher Suites information in the non-AP STA connection control. And, CID 1681 requests for a description of the interface between the AP and SSPN, and how the AP reflects that for the non-AP STA. The following text provides the necessary details for such requests.  CID 1867 requests for a description of how the reason code is communicated to the AP. CIDs 790&835 request to clarify that the cipher suites in the MIB is only for unicast frames. CIDs 1999 & 2002 request to support the command mode over the SSPN interface to enforce SSPN decisions. 



Abstract


This document summarizes common areas of interest between IEEE 802.11u and 3GPP SA2.  In time this document will become a list of agenda items for a potential face to face meeting, between the two groups.
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