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	LB110  Comment Resolution

	CIDs
	Commenters:
	Clauses:
	Addressed By:
	Original Date Prepared

	14
19
20
116
121
398
	Aldana, Carlos
Ojard, Eric
Wang, Qi
Adachi, Tomoko
Ptasinski, Henry
Adachi, Tomoko
 

	General
	L. Armstrong
	2007-09-17


1. Comments
There are multiple comments that are related to security.

Specific comments are: 

	14
	Aldana, Carlos
	General
	1
	1
	TR
	WAVE mode allows access to the DS without 802.11 authentication or association, without providing any security mechanisms to e.g. prevent malicious STAs from forging frames, snooping on other STAs traffic, flooding the DS or injecting other malicious frames. By removing the normal 802.11 authentication and association, WAVE mode is unable to use RSN-base security, yet no replacement security mechanism is provided or referenced.
	Enable full operation of RSN security, or provide NORMATIVE REFERENCE to replacement security mechanisms.

	19
	Ojard, Eric
	General
	1
	1
	TR
	WAVE mode allows access to the DS without 802.11 authentication or association, without providing any security mechanisms to e.g. prevent malicious STAs from forging frames, snooping on other STAs traffic, flooding the DS or injecting other malicious frames. By removing the normal 802.11 authentication and association, WAVE mode is unable to use RSN-base security, yet no replacement security mechanism is provided or referenced.
	Enable full operation of RSN security, or provide NORMATIVE REFERENCE to replacement security mechanisms.

	20
	Wang, Qi
	General
	1
	1
	TR
	WAVE mode allows access to the DS without 802.11 authentication or association, without providing any security mechanisms to e.g. prevent malicious STAs from forging frames, snooping on other STAs traffic, flooding the DS or injecting other malicious frames. By removing the normal 802.11 authentication and association, WAVE mode is unable to use RSN-base security, yet no replacement security mechanism is provided or referenced.
	Enable full operation of RSN security, or provide NORMATIVE REFERENCE to replacement security mechanisms.

	116
	Adachi, Tomoko
	5.2.2a
	3
	17
	TR
	"Unlike infrastructure and ad hoc BSS types, WBSSs do not require MAC sublayer authentication and association (as described in 11.3) prior to being allowed to transmit data to a DS." MAC layer security is renounced. As a part of IEEE802.11 WLANI, is this acceptable?
	Add MAC layer security mechanism. Require authentication and association. 


	121
	Ptasinski, Henry
	General
	3
	18
	TR
	WAVE mode allows access to the DS without 802.11 authentication or association, without providing any security mechanisms to e.g. prevent malicious STAs from forging frames, snooping on other STAs traffic, flooding the DS or injecting other malicious frames. By removing the normal 802.11 authentication and association, WAVE mode is unable to use RSN-base security, yet no replacement security mechanism is provided or referenced.
	Enable full operation of RSN security, or provide NORMATIVE REFERENCE to replacement security mechanisms.

	398
	Adachi, Tomoko
	11.14
	18
	3
	TR
	"Operation in WAVE mode … nor shall it use authentication and association procedures." MAC layer security is renounced. As a part of IEEE802.11 WLANI, is this acceptable?
	Add MAC layer security mechanism. Require authentication and association. 


2. Commenter’s Suggested Remedy (If appropriate):  
(See specific suggestions above)
 
3. Background, Explanation, Discussion, etc.:

An explanation of why normal authentication and association cannot occur was given during many of the TGp meetings, in the PAR, and in the Introduction of the draft that was balloted. There should have been no misunderstanding of this unless the commentors can provide proof that authentication and association can occur reliably in significantly less than 50 ms.
From the 11p PAR: 
“The purpose of the proposed project is … and the very short latencies required (some applications must complete multiple data exchanges within 4 to 50ms).”

From the Introductin of the 11p draft that was balloted:   
“… and in situations where transactions must be completed in time frames much shorter than the minimum possible with infrastructure or ad hoc 802.11 networks. In particular, time frames that are shorter than the amount of time required to perform standard authentication and association to join a BSS are accommodated in this amendment. 

While security is outside the scope of TGp, it is not entirely overlooked or abandoned. Just as the WAVE equivalent of association is performed by layers above the MAC, security is also performed at layers above the MAC. At present, the only standards in place to implement these services are those of the IEEE 1609 set of standards (IEEE 1609.2 is dedicated to security). This has been discussed at length in TGp meetings, and a liaison report from IEEE 1609 WG is provided at the start of every TGp meeting. The 11p amendment is specifically written to allow other upper layer standards to be used should they ever be developed or if proprietary solutions should be desired for specific implementations. It would be highly inappropriate to include any description or discussion of these in an amendment to 802.11.
4. Recommended Resolution of the Comment:

Reject all of these comments. Adding the following text to Clause 52.2.a would diminish the probability of additional comments on this subject in future ballots.

WAVE mode supports data exchange between STAs without first establishing a BSS so as to provide extremely short latency. The need to enter WAVE mode is determined by upper layers which are also responsible for system control and security. 
5. Motion (if technical and/or significant):

(And instructions to the editor.)
Move to reject comments 14, 19, 20, 116, 121, and 398.

Motion by: _ ______________
Second:  ______________________

	Approve:
	Disapprove:
	Abstain:


Move to instruct the editor to insert the following text in subclause 5.2.2.a:
“WAVE mode supports data exchange between STAs without first establishing a BSS so as to provide extremely short latency. The need to enter WAVE mode is determined by upper layers which are also responsible for system control and security.”
Motion by: _ ______________
Second:  ______________________

	Approve:
	Disapprove:
	Abstain:
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