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7.3.2.25.3:

Change:

— Bit 6: Reserved.

— Bit 7: Robust Management Frame Protection. A STA sets this bit to 1 to enable protection of Robust Management Frames. If an AP sets dot11RSNAUnprotectedManagementFramesAllowed to then that AP allows RSNA connections from non-AP STAs which do not provide Management Frame Protection.

to:

· Bit 6: Robust Management Frame Protection Mandatory. A STA sets this bit to 1 to advertise that protection of Robust Management Frames is mandatory. A STA sets this bit to 1 when dot11RSNAProtectedManagementFramesEnabled is TRUE and dot11RSNAUnprotectedManagementFramesAllowed is FALSE, otherwise it sets this bit to 0.   If a STA sets this bit to 1, then that STA only allows RSNA connections from STAs which provide Management Frame Protection.

· Bit 7: Robust Management Frame Protection Enabled. A STA sets this bit to 1 to advertise that protection of Robust Management Frames is enabled.

8.4.3:


Change:

An RSNA-capable AP may choose to associate with RSNA STAs with or without the capability for Management Frame Protection set in the RSN information element, as set in the policy variable dot11RSNAUnprotectedManagementFramesAllowed. A STA may choose not to associate with an AP that does not advertise protection of Robust Management frames in the RSN capabilities. When an RSNA STA tries to associate without Management Frame Protection, the AP may reject the (Re)association if dot11RSNAUnprotectedManagementFramesAllowed is set to false. A non-AP STA may use dot11RSNAUnprotectedManagementFramesAllowed to decide whether to associate with an AP that does advertise Management Frame Protection. Table 8-1a details all the possibilities.

to:

An RSNA-enabled AP shall use Table 8-1a and the RMFP Enabled and RFMP Mandatory advertised in the RSN IEs to determine if it may associate with a non-AP STA. An RSNA-enabled non-AP STA shall use Table 8-1a and the values of RMFP Enabled and RFMP Mandatory advertised in the RSN IEs to determine if it may associate with an AP.

Replace Table 8-1a with:

	AP RMFP Enabled
	AP RMFP Mandatory
	STA RMFP Enabled
	STA RMFP Mandatory
	AP Action
	STA Action

	0
	X
	0
	X
	The AP may associate with the STA
	The STA may associate with the AP

	1
	0
	0
	X
	The AP may associate with the STA
	The STA may associate with the AP

	1
	X
	1
	X
	The AP may associate with the STA
	The STA may associate with the AP

	1
	1
	0
	X
	The AP shall reject associations from the STA with the Reason Code “Robust management frame policy violationi”
	The STA may try to associate with the AP

	0
	X
	1
	1
	No action
	The STA shall not try to associate with the AP

	0
	X
	1
	0
	The AP may associate with the STA
	The STA may associate with the AP


Insert the following text before 8.4.4.1:

In order to establish a connection with a peer STA, an RSNA-enabled STA that implements Robust Management frame protection shall use Table 8-1b and the RMFP Enabled and RFMP Mandatory values advertised in the RSN IEs exchanged in the 4-Way Handshake initiated by the Authenticator of the STA with the larger MAC address to determine if communication is allowed.

Replace Table 8-1b with:

	RMFP Enabled
	RMFP Mandatory
	peer STA RMFP Enabled
	peer STA RMFP Mandatory
	STA Action

	0
	X
	0
	X
	The STA may establish a connection with the peer STA

	1
	0
	0
	X
	The STA may establish a connection with the peer STA

	1
	X
	1
	X
	The STA may establish a connection with the peer STA

	1
	1
	0
	X
	The STA shall not establish a connection with the peer STA, and shall reject connection attempts from the peer STA with the Reason Code “Robust management frame policy violation”

	0
	X
	1
	1
	The STA shall not establish a connection with the peer STA, and shall reject connection attempts from the peer STA with the Reason Code “Robust management frame policy violation”

	0
	X
	1
	0
	The STA may establish a connection with the peer STA


8.4.4.2:

Delete clause 8.4.4.2.

8.4.1.1:

Replace clause 8.4.11 with:

This subclause defines rules that shall be followed by STAs that implement Management Frame Protection and have dot11RSNAEnabled set to TRUE.

A STA with dot11RSNAProtectedManagementFramesEnabled set to FALSE shall transmit and received unprotected unicast Robust Management frames to and from any associated STA, and shall discard protected unicast Robust Management frames received from any associated STA.

A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE and dot11RSNAUnprotectedManagementFramesAllowed set to TRUE shall transmit and received unprotected unicast Robust Management frames to and from any associated STA that advertised RFMP Enabled = 0, and shall discard protected unicast Robust Management frames received from any associated STA that advertised RFMP Enabled = 0.

A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE and dot11RSNAUnprotectedManagementFramesAllowed set to TRUE shall transmit and received protected unicast Robust Management frames to and from any associated STA that advertised RFMP Enabled = 1, and shall discard unprotected unicast Robust Management frames received from any associated STA that advertised RFMP Enabled = 1.

A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE and dot11RSNAUnprotectedManagementFramesAllowed set to FALSE shall transmit and received protected unicast Robust Management frames to and from any associated STA, and shall discard unprotected unicast Robust Management frames received from any associated STA.

A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE shall protect transmitted broadcast/multicast Robust Management frames using the Management Group Cipher suite.

A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE shall discard broadcast/multicast Robust Management frames received from any associated STA that advertised RFMP Enabled = 1 if the frames are unprotected or if a matching IGTK is not available.

A STA with dot11RSNAUnprotectedManagementFramesAllowed set to FALSE shall discard received  broadcast/multicast Robust Management which are unprotected or for which a matching IGTK is not available.

A STA with dot11RSNAProtectedManagementFramesEnabled set to FALSE shall send broadcast/multicast Robust Management frames unprotected, and shall ignore the protection on received broadcast/multicast Robust Management frames.

NOTE- BIP does not provide protection against forgery by associated and authenticated non-AP STAs.

Protection of broadcast/multicast management Action frames shall be provided by a service in the MLME as described in 11.7.

Abstract


Advertisement of unprotected management frame policy.
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