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Insert the following new subclause after 8.4.1.1.1B:

8.4.1.1.1C Mesh GTKSA

The Mesh GTKSA results from a successful MSA 4-way handshake, Abbreviated Handshake, or Mesh Group Key Handshake, and is unidirectional.  In a mesh, each MP defines its own Transmit Mesh GTKSA, used to encrypt its broadcast/multicast transmissions, and stores a separate Receive Mesh GTKSA for each peer MP so that encrypted broadcast/multicast traffic received from the peer MPs may be decrypted.  
A Transmit Mesh GTKSA is created by an MP after the SME has changed the Mesh GTK and the new Mesh GTK has been sent to all peer MPs.  A Receive Mesh GTKSA is created by an MP after successfully completing the MSA 4-way handshake or Abbreviated Handshake in which a wrapped GTK has been received, or after receiving a valid Message 1 of the Mesh Group Key Handshake.

If an MP is collocated with an AP, the MP shall establish a Mesh GTKSA for use in protecting broadcast traffic sent to mesh points that is independent of a GTKSA used to protect broadcast traffic in the ESS.  Here, “independent” means that the Mesh GTK shall not be the same as the GTK, and that the GTK Source MP MAC address in the Mesh GTKSA shall not be the same as the Authenticator MAC address in the GTKSA.
Note—The use of a distinct Transmit Mesh GTK and ESS GTK with identical transmit MAC addresses is precluded by limitations on key rollover and reception by STAs in an ESS.  If the distinct GTKs were to use different Key IDs, then rollover would be impossible.  There are only three available Key IDs, and the different GTKs would contend for the single remaining Key ID upon rollover.  If the distinct GTKs were to use the same Key IDs, then STAs would incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as dot11RSNAStatsCCMPDecryptErrors) to continuously increment.  (See 8.7.2.3 for a description of the procedure for receiving encrypted frames.)

The Mesh GTKSA contains:

· Mesh GTK

· GTK Source MP MAC address (MP that uses this GTK to encrypt transmissions)

· Group Cipher Suite Selector 

· Direction vector (whether this is a Receive Mesh GTKSA or Transmit Mesh GTKSA)
· Mesh path selection and forwarding framework
· Frame addressing and forwarding in a mesh network

11A.5.5.1 Overview
Modify the third paragraph of 11A.5.5.1 as indicated:
Address 1 and Address 2 correspond to the MP receiver address (RA) and the MP transmitter address (TA) for a particular mesh link. An MP shall not use the same transmitter address (TA) as a collocated AP (see informative note in Clause 8.4.1.1.1C).  Address 3 and Address 4 correspond to the destination and source endpoints of a mesh path.  The Address Extension Mode indicates the presence of optional address extension fields including Address 5 and Address 6 in the Mesh Header which correspond to the end-to-end destination address (DA) and source address (SA) in the following cases:

· When the end points of IEEE 802 communication are non-mesh, proxied entities which communicate over a mesh via proxy MPs.

· When the end points are MPs communicating with each other via a root MP in HWMP proactive tree building mode, where two distinct mesh paths are used (the first path being from the source MP to the root MP and the second path being from the root MP to the destination MP).




Abstract


TGs Draft 1.07 is unclear about the use of a transmit GTK for a MAP.  CID 590 asks whether the same GTK will be used to encrypt both ESS and mesh broadcast traffic.  This submission defines a Mesh GTK security association, which is distinct from the GTKSA used to protect broadcast/multicast traffic in an ESS.





The use of only one GTK to protect both ESS and mesh broadcast traffic is prohibited, since it prevents separation of the Mesh and ESS broadcast traffic.  Further, a single GTK cannot be used with multiple transmit MAC addresses, and an MAP may have distinct MAC addresses for its MP and AP functions.





The use of a distinct Transmit Mesh GTK and ESS GTK with identical transmit MAC addresses is precluded by limitations on key rollover and reception by STAs in an ESS.  If the distinct GTKs were to use different Key IDs, then rollover would be impossible.  There are only three available Key IDs, and the different GTKs would contend for the single remaining Key ID upon rollover.  If the distinct GTKs were to use the same Key IDs, then STAs would incorrectly attempt to decrypt mesh broadcast traffic using the ESS GTK, causing error counters (such as dot11RSNAStatsCCMPDecryptErrors) to continuously increment.  (See 8.7.2.3 for a description of the procedure for receiving encrypted frames.)





This submission resolves CID 590.





Revision 01: adds additional text clarifying this change, to 11A.5.5.1











Submission
page 1
Tony Braskich, Motorola

