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Introduction

This submission resolves comment bucket 992 (246, 1126, 1423), bucket 1424 (2296, 2297), 1473, 1474, 1475, 1476 bucket 1528, 1529, 1557, from 802.11 LB#107 related to the use of Interworking Architecture and the SSPN Interface description.

Editing Instructions

Change the subclause as below:
3.u.18 Subscription Service Provider Network (SSPN): The SSP controlled network with which a user of the non-AP STA has an established relationship. The network maintains user subscription information that can be retrived with a given user identity, or indeed multiple identities.
Change the subclause as below:
5.2.7 Interworking basic service set: Interworking with external network
An Interworking capable STA can interact with external networks via a logical Interworking Interface, as shown in Figure u1. The Interworking Interface goes transparently through the Portal and the IEEE802 LAN. The information exchange over this interface allows a SSPN to influence the AP in provision of specific interworking services to the non-AP STA. For example, this interface provides means for the AP to consult any SSPN for authenticating and authorizing a specific non-AP STA in the pre-association and post-association states, to report statistic and status information to the SSPN, and to enforce service decision by the SSPN. Detail interactions over the Interworking interface are provided in 11.10.4.
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Figure u1 IEEE802.11 interworking architecture

The Interworking interface provides the non-AP STA data access to the services provisioned in the SSPN via the currently associated BSS. The setup of the data access can involve VLAN mapping or tunnel establishment that are transparent to the non-AP STA and out of scope of this standard.  Certain interworking services also allow the non-AP STA to access services in DNs other than the SSPN. An example of the DN other than SSPN is the general Internet connected directly to the IEEE802 LAN, or an intermediary network that connects the IEEE802.11 AN and the SSPN.  The permission of the use of certain DN is communicated via the Interworking Interface and enforced by the IEEE802.11 AN.
Insert the following new sub-section in section 5.4 Overview of the services
5.4.7 Wireless LAN Interworking with External Networks
User of the interworking capable IEEE 802.11 non-AP STA may have a subscription relation with an external network, e.g. the SSPN. The establishment of such a relationship is out of scope of this standard. For example, it could be part of an existing subscription plan or dynamically established using some online enrolment mechanism.  With the interworking function, the IEEE802.11 AN allows the non-AP STA to access the services provided by the SSPN according to the subscription relationship.

An overview of the interworking functions addressed in this specification is provided below:

· advertisement of information for network selection (for both AN and SSPN)
· emergency service provisioning at the IEEE 802.11 network level

· QoS map distribution

· Backend interface services between AP and the SSPN

In order to support service provisioning, interactions between the IEEE 802.11 AN and SSPN are necessary over the Interworking interface.  This interface supports the transfer of user permissions from the SSPN to be stored in the AP.  The method and protocol by which these permissions are transferred from the SSPN are out-of-scope of this standard. 

Generic Advertising Service provided by the AP which is described in clause 5.9 supports the network selection process. 

Interworking Services provides support for multiple SSPNs on a BSS using multiple SSID capability. 

Interworking service supports the provisioning of emergency services by providing two methods for un- authenticated users to access the IEEE 802.11 AN. The two methods are by the use of Emergency Services Only (ESO) SSID and public user credentials.
Interworking service provides for convergence of over-the-air QoS for multiple SSPNs.  Since in general, each SSPN may have its own layer 3 packet marking practice (e.g., DSCP usage conventions), a means to re-map the SSPN service levels to a common over-the-air service level is necessary.  The QoS map service provides to non-AP STAs a mapping of network-layer QoS packet marking to over-the-air QoS frame marking (i.e., user priority) for this purpose.

Change the subclause as below:
P.3 Interworking and SSPN Interface Support
The Interworking Service architecture defines the scope of the SSPN interface. This interface is provided by the IEEE802.11 MAC to support the interworking services. 
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Figure u25 Basic Architecture of Interworking Services
In an interworking scenario, the IEEE802.11 Access Network (AN) is operating in infrastructure mode. Therefore, IBSS cases are not considered in this standard. This means that the capability information element would always have the ESS subfield set to 1 and IBSS subfield to 0 in a Beacon or Probe Response management frame.
Figure u25 shows an example implementation of the control aspect of the Interworking Interface.  As shown in the figure, the Interworking Interface consists of two parts: the generic SSPN Interface between the AP and the AAA Client; and the AAA Interface between the AAA Client and the corresponding AAA Server in the SSPN.  Depending on the deployment configuration, the AAA Client may collocate with the AP or stand alone serving as a proxy or translation agent between the SSPN Interface and AAA Interface.  The AAA Interface serves as a transparent carrier of the SSPN interface.
The possible interactions over the SSPN interface are defined in 11.10.4. The information transferred over the SSPN Interface is defined in P3.1. This interface results in parameters being set in the Interworking Management MIB (dot11imt).  The AP’s SME thereafter uses these parameters to permit or deny, as appropriate, services to non-AP STAs.
The AAA Interface and corresponding Information Elements are as defined by the external network standards, e.g. IETF, 3GPP/2. These definitions are outside the scope of IEEE802.11. 

Note that when external network standards adopt SSPN interface to enhance their control over IEEE802.11 AN in interworking, extension of their definitions of the AAA Interface might be necessary e.g. to set the different MIB variables defined for Interworking Service Management in Annex D. This should be liaised between the external network standards and the AAA protocol stanadardization organization, e.g. between 3GPP and IETF.  
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Abstract


This submission resolves comment bucket 992 (246, 1126, 1423), bucket 1424 (2296, 2297), 1473, 1474, 1475, 1476, 1528, 1529, 1557, from 802.11 LB#107 related to the use of Interworking Architecture and the SSPN Interface description.
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