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Introduction

LB#107 CID 780 requests for a normative description of the use of Cipher Suites information in the non-AP STA connection control. And, CID 1681 requests for a description of the interface between the AP and SSPN, and how the AP reflects that the non-AP STA. Following text provides the necessary details for such requests.  CID 1867 requests for a description of how the reason code is communicated to the AP. CID 790&835 requests to clarify that the cipher suites in the MIB is only for unicast frames. CID 1999 & 2002 requests to support the command mode over the SSPN interface to enforce SSPN decisions. 
Editing Instructions

Add the following subclause to 11.10:

11.10.4 Interworking Procedures: Interactions with SSPN
To provide interworking services, the IEEE802.11 AN needs to interact with the SSPN of the non-AP STA. The possible information elements exchanged over the SSPN interface are defined in Annex P.3.1. These information elements are stored in the AP, for example as MIB attributes, and used for controlling the service provision to the non-AP STA. The information from the SSPN affects the authentication, authorization, and admission control decision at the AP. In addition, the AP collects statistic information about the non-AP STA and reports to the SSPN when requested. The SSPN may also send service provision instructions to the AP, e.g. to terminate the connection to a non-AP STA. 

[image: image1.emf]Non-AP STA AP SSPN

Association Request

Association Response

Authentication (Open System, #1)

Authentication (Open System, #2)

IEEE802.1X Procedures

EAPOL-Start

EAP-Requst

EAP-Response

SSPN-Request

SSPN-Response

EAP-Success

4-way handshake

ADDTS Request

ADDTS Response

SSPN-Report

SSPN-Instruction

Disassociation

SSPN-Confirm

Not defined in this 

specification


Figure uxx-Example flow for interactions over SSPN Interface
11.10.4.1 Authentication and cipher suites selection with SSPN
When accessing Interworking Service with a SSPN, the STA shall follow the procedure defined in subclause 8.1.3 to establish the RSNA. The non-AP STA obtains information about the AP through normal beacon or Probe Response frames, or make more sophiscated query and selection using GAS mechanism defined in subclause 11.10.1. Figure uxx shows the example flow after the non-AP STA selects the proper AP using the above procedures.
The non-AP STA invokes Open System authentication, and starts the association process as described in 8.4.2 and 8.4.3. During the Association process, the non-AP STA informs the AP of all the cipher suites it supports, which are announced by the AP in the Beacon or Probe Response frames. 
After the confirmation of the association, IEEE802.1X procedures are triggered, as defined in 8.4.6. In the Interworking case, the EAP messages are forwarded to the SSPN based on the home realm information provided by the non-AP STA. Note that the identity of the non-AP STA may be obfuscated during the process to protect location privacy. If the IEEE802.11 AN is unable to forward the EAP message, the AP shall disassociate the non-AP STA with a reason code of Lack of Roaming Agreement with SSPN, as defined in 7.3.1.7.
The authentication messages are carried over the SSPN interface as shown in Figure uxx. In addition to the EAP messages, the IEEE802.11 AN also provides extra information regarding the non-AP STA to the SSPN as defined in Annex P.3.1, e.g. the Cipher Suite supported by non-AP STA, STA location information, etc. Such information is necessary for the SSPN to make authentication and service provisioning decisions.
The authentication result will be carried over the SSPN interface to the AP. In case it is successful, keying materials are also delivered to the AP for the establishment of PMKSA with the non-AP STA. 8.4.8 provides the RSNA key management procedures, which includes the 4-way Handshake process. 
In the Interworking Service, the SSPN uses more information than that is carried over EAP to decide on the authentication result. For example, the SSPN may reject a connection if the cipher suites supported by non-AP STA does not meet it security requirements or the location of the non-AP STA belongs to a forbidden zone. In these cases, the response from the SSPN provides the reason for the rejection. The SME of the AP shall invoke a disassociation procedure as defined in 11.3.2.7 by issuing the MLME-DISASSOCIATE.request. The AP dissociates the corresponding non-AP STA with a proper reason code defined in 7.3.1.7., e.g. Requested service rejected because of SSPN cipher suite requirement. 
11.10.4.2 Authorization and admission control with SSPN
Other than the keying material, Interworking Service authorization information is also delivered over the SSPN interface towards the IEEE802.11 AN with a successful authentication. The authorization information is defined in Annex P.3.1. The AP stores the authorization information, e.g. in the corresponding Dot11InterworkingEntry, and uses it for the admission control. 
For example, when the non-AP STA uses the TS operation defined in 11.4 to setup a TS, the SSPN provided authorization parameters is used in the admission control decision process.  Annex K provides examples of how the authorization information is used in admission control process.
11.10.4.3 Reporting and Session Control with SSPN
The MLME at AP is tasked to collect statistic data about the non-AP STA’s usauge information. This includes for example the STA Transmission Count defined in Annex P3.1.10. This collected information is feed back to the SSPN on a predefined schedule or by response to the probe from the SSPN. Changes in the non-AP STA status information, e.g., the STA Location Information, and the STA State Information, may also trigger AP reporting to the SSPN.
Based on the feedback information, the SSPN decides on session control operations and sends the corresponding instructions to the AP. For example, when a non-AP STA has used up its allocated quota, the SSPN may request the AP to terminate the connection. The AP shall invoke the disassociation procedure defined in 11.3.2.7 with the reason code Session Teminated by SSPN or Authorized Access Limit Reached defined in 7.3.1.7. The AP should confirm the result with the SSPN.
Change the title number of the following subclause:

Annex K

(Informative)

Admission Control

K.2.1 Use of ACM (admission control mandatory) subfield

K.3.2 Guidelines for deriving service schedule parameters
Change the subcaluse as indicated below:
P.3.1.4 Link Layer Encryption Method 

This element indicates the link layer encryption method selected during the RSNA establishment process for protecting the unicast communication between the non-AP STA and the AP. The cipher suite format of this element is drawn from the RSN information element defined in clause 7.3.2.25. AP obtains this information about the STA via the MLME SAP. 
In the Interworking Service, the SSPN also participates in the selection of the cipher suite selection, as described in 11.10.4.1. Therefore, the link layer encryption method selected must meet or exceed the security requirement of the SSPN.
Note: In interworking, SSPN may require visibility and configurability of the STA access. With this information available to the SSPN, the operator would be able to have better control, e.g. barring access to IEEE 802.11 networks if NULL encryption is used.This also related to the operator network’s configuration , e.g. if pre-Authentication should be supported. 

The AP stores the information in the corresponding dot11NonApStaCipherSuite element of its MIB.
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Abstract


This submission resolves comment 780, 790, 835, 1681, 1867, 1999, 2002 from 802.11 LB#107 related to the use of SSPN interface for authentication, authorization, and service control.
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