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Each PTK has three component keys, KCK, KEK, and TK.  For all of the cipher suites defined in this document, the KCK, KEK, and TK are 128 bits, and the length of the PTK is 384 bits.  For vendor-specific cipher suites, these lengths can be different; they depend on the vendor-specific algorithm.
For all of the cipher suites defined in this document, the KCK shall be the first 128 bits (bits 0-127) of the PTK:

KCK = L(PTK, 0, 128)

where L(-) is defined in 8.5.1.

The KCK is used to provide data origin authenticity in EAPOL-Key messages, as defined in 8.5.2, and in the Fast BSS Transition authentication sequence, as defined in 11A.8.

For all of the cipher suites defined in this document, the KEK shall be bits 128-255 of the PTK:

KEK = L(PTK, 128, 128)

The KEK is used to provide data confidentiality for certain fields (KeyData) in EAPOL-Key messages, as defined in 8.5.2, and in the Fast BSS Transition authentication sequence, as defined in 11A.8.

For all of the cipher suites defined in this document that use CCMP, the Temporal keys (TK) shall be bits 256-383 of the PTK:

TK = L(PTK, 256, 128)
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