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Minutes

The Chair convened the call at 17:05 EDT

The telecon announcement included the following informational pointers:

IEEE Patent Policy 

http://standards.ieee.org/board/pat/pat-slideset.ppt
Patent FAQ 

http://standards.ieee.org/board/pat/faq.pdf
Affiliation FAQ 

http://standards.ieee.org/faqs/affiliationFAQ.html
Anti-Trust FAQ 

http://standards.ieee.org/resources/antitrust-guidelines.pdf
Ethics 

http://www.ieee.org/portal/cms_docs/about/CoE_poster.pdf
The Chair inquired if everyone was familiar with the IEEE 802 IPR policy and if there were any potentially essential patents, patent applications, or claims about which the 802.11 WG Chair should be informed.  No-one indicated unfamiliarity with the policy and no new patents or applications were identified.

The Chair reviewed the proposed Agenda:

1. Attendance
2. IPR and other relevant IEEE policies (see pointers above).
3. Agenda for this call
4. 30 min. Security documents 11-07/2648r0 and 11-07/2649r0, Tony Braskich
5. 45 min. Power Efficient and Unified Mesh document 11-07/2646r0, Jarkko Knecht
6. Discussion of such other submissions as are brought up by their author
7. Adjourn

There were no objections to the Agenda and there were no other submissions.

4. Security presentations

Presentation  “PMKID List updates for MSA Authentication”  Tony Braskich  11-07/2648r0

There were no questions or comments

Presentation “Key Hierarchy Nonce Update”  Tony Braskich  11-07/2649r0

Questions / comments . . .

· Why is MKD-Salt sent in the first message of 4-way handshake?
This is the earliest place where the guaranteed MKD has created a value and it is available to be sent to the authenticating MP.  MP first starts with the 4-message peer link procedure then 802.1X then delivery of PMK to the authenticator.  During that time is when MKD-Salt can be sent.  When the authenticator has that, it sends to the MP, msg 1 of the handshake

· Does the Supplicant need to derive PMK?
Yes

Other discussion . . .

· Tony also mentioned Draft D1.07 has a few minor glitches implementing the changes adopted in Waikoloa.  He will start a spreadsheet to track them.

· Question on CID 590 which is still Open.  How does GTK work in a MAP (Mesh AP)?  Will the MAP have two different GTK’s – one for MPs and one for STAs?  Beaconing section of the Draft states that MAP generates beacon frames for mesh and BSS independently.  

· How will MAC address 2 (TA) be set?  Could be different (MP and AP)
People are in favour of different GTK’s.  Could be different MACs, likely the same by default, you tell the difference by other bits in the beacon frame.
MAC addresses are related to physical hardware not logical entities.

· What about a STA receiving both beacons?  Legacy AP beacons are normal.  Are the To/FromDS bits both set to 1 for management?  Always have to be off.  Will STA be confused by two beacons from the same address?
Mesh has SSID set to zero.
It’s maybe not safe to use the same MAC address for both.
The current spec doesn’t specify single or multiple devices.  It is an implementation choice. 2 MACs are possible.
7.3.1.4 says the bits are set to zero.
It is sufficient to say we are providing a framework.  It is quite possible to ignore one of the bits, but that’s an implementation flaw.

· Is there any harm with using 2 MAC addresses?
No, you just use up extra addresses. We do it today with Virtual APs.  

· A Sybil attack can happen if there are multiple identities.  Careful management can counter that.

· If there is only one MAC, is a single GTK OK?
Hoped that additional bits would distinguish, depends on decryption hardware.
Thought that a small number of keys (i.e., 2)was OK.
Key selection based on TA + ESS + IBSS bits is required.
Might be a problem.
Requires further study.

5. Power presentation

Presentation “Power efficient and unified 802.11s solution”  Jarkko Knecht   11-07/2646r0

Questions / comments on beacons . . .

· Beaconing is a burden that should be avoided if possible.  Don’t want to be dependent on it.
802.11 relies on beaconing!
Yes that’s access, here it’s different, nodes are peers.  Do we want beacons all over with marginal benefit in a mesh?
· Have to implement some sort of discovery, equivalent to beacons, otherwise how do you get found?

· Robustness is tied to the probability of beacon reception.

· There are systems that don’t beacon, beacons are not required for discovery, can do active scanning not passive Probe Request / Response.

· In Europe you can’t do active scanning.
This just indicates there is more need to be flexible, don’t make a standard that REQUIRES beaconing.

· Overhead can be large.

· Beacon support is essential for consumer products, no other mechanism to organize standby powersave.
Why?
Haven’t seen other mechanism.

· If you can synchronize without beacons that would be good, powersave depends on synchronization.

· Need to announce to device that traffic is buffered for it.

· Not necessary to use beacons to synchronize, can use probe request  / response.  Discussed other mechanisms at Waikoloa.

· See presentation at June adhoc re: problems of relying on beacons.

· New protocol with probes would be very difficult.

· Maybe extend scheduled APSD.  Schedule at which MPs wake up and transmit.  Even legacy powersave is complex due to potential beacon collision.

· Beacons are not necessary for sync, only needed for traffic indication message.  Just send unsolicited Probe Response indicating traffic.
Yes but must transmit at a pre-negotiated time.

Other questions / comments  . . .

· Slide 13.  Mesh beacon period is not shared across everybody?
Agree, here just trying to define minimum values

· Slide 14.  Even if in deep sleep must you send beacons?
Yes

· You are sending ACKs?
Yes

· What’s the value of doing directional, why not all bidirectional?
Makes sense.

· Can you do piggy-back ACKs with data frames?
Here we only looked at EDCA.
Could make this an option.

· MPs know peer is awake, might as well transmit in one service period.

· .11n MAC features might be useful here.
We assume .11n will be part of our baseline.

· Is the mesh service period only set up between two MPs?
Yes.  If there needs to be multiple pairs of MPs you need multiple service periods.

· Can’t we re-use the service period?
Termination of period might become difficult if multiple MPs are operating in the same period.
Scheduling also becomes more complex.

· Packets may be for different destinations.  Do I start a new service period?  There will be overlapping service periods.
Yes, can have multiple ongoing.

· Is there a different period for each neighbour?
Yes

· Are there different buffers for each neighbour?
Out of scope.

· Suggestion to make the definition more clear, clarify dedicated timeout for each neighbour.

· Is there a means to negotiate service period?
Slide 21 Propose one capability bit.

· How do two MPs know there is a period?
Slide 17  Use beacon frame and TIM field.
MP sending must stay awake until it receives trigger.

· Numbers used in the calculations are very old.
Hard to find newer in literature.

· Good summary / start on the topic

The Chair reminded that there is no ad hoc next week, but there will be a teleconference.  There are three remaining teleconferences before the Atlanta meeting.  

The Chair reminded we are still looking for a Technical Editor.  It would be good to have candidates at the Atlanta meeting.  Even a temporary Editor for Atlanta would be a help.

The Chair adjourned the call at 18:29

Attendees

1. Donald E. Eastlake 3rd – Motorola
2. Stephen G. Rayment – BelAir Networks

3. Jan Kruys – Cisco

4. Guido Hiertz – Philps

5. Tony Braskich – Motorola

6. David Urich – Packethop

7. Yi Chen – Motorola

8. Jiven Yung – Agilent  ??

9. Meiyuan Zhao – Intel 
10. Jarkko Knecht – Nokia 

11. Guenael Strutt – Motorola

12. Kevin Hayes – Atheros

13. Steve Emeott – Motorola 

14. Chi Wong – Broadcomm

15. Liwen Chu – STMicroelectronics

16. Kazuyuki Sakoda – Sony

17. Jesse Walker – Intel 

18. Mathilde Benveniste – Avaya 

19. Michelle Gong – Intel 




Abstract


Minutes and participants list for a teleconference of the IEEE 802.11 TGs held on October 17th 2007, hosted by TGs Chairman Donald Eastlake 3rd of Motorola Laboratories.














Submission
page 3
Stephen G. Rayment, BelAir Networks


