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· MSA authentication mechanism

· Processing Peer Link Open frame

Modify the text in 11A.4.2.2.2 as shown using tracked changes.

Upon reception of a peer link open frame from a candidate peer MP that contains an MSAIE, the local MP shall determine if it is the Selector MP.  Further, the local MP shall:

· Verify that the “Default Role Negotiation” field included in the MSCIE of the peer link open frame is identical to the value included in the local MP’s MSCIE in Beacon frames and Probe Response frames.

· Verify that the local MP supports the peer MP’s group cipher suite as indicated in the RSNIE received in the peer link open frame.  Further, verify that the pairwise cipher suite list and AKM suite list in the received RSNIE each contain at least one entry that is also supported by the local MP.

· If the local MP is not the Selector MP, verify that the AKM suite and pairwise cipher suite selected in the MSAIE are among those supported by the local MP. 

· Verify that it wishes to establish a link with the peer MP that sent the peer link open frame, based on the policies advertised in the peer link open frame, and, if present, the Selector MP’s choice of AKM suite and pairwise cipher suite.  

If any of these verifications fail, an OPN_RJCT event (see 11A.2.2.3) shall be triggered in order to close the link, with a ReasonCode that describes the failed verification (for example, “Invalid Pairwise Cipher,” or MESH-SECURITY-ROLE-NEGOTIATION-DIFFERS). 

If the local MP has received a peer link confirm frame from the candidate peer MP, it shall also verify that:

· RSNIE is identical to the RSNIE included in the peer link confirm frame received from the candidate peer MP. 

· MSCIE is identical to the MSCIE included in the peer link confirm frame received from the candidate peer MP.

· In the MSAIE, Handshake Control field is identical to that included in the received peer link confirm frame. If the candidate peer MP is the selector MP, the values in the Selected AKM Suite and Selected Pairwise Cipher Suite fields are identical to the values received in peer link confirm frame.

If any of these verifications fail, an OPN_RJCT event (see 11A.2.2.3) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-FAILED-VERIFICATION.

The local MP shall perform the key selection procedure based on the contents of the peer link open frame.  The result of the procedure determines if a PMK-MA is available to be used to secure the link, or if Initial MSA Authentication must occur.  One of two PMK-MAs may be selected: PMK-MA(local) is a PMK-MA belonging to the key hierarchy created by the local MP during its prior Initial MSA Authentication; PMK-MA(peer) is a PMK-MA belonging to the key hierarchy created by the peer MP during its prior Initial MSA Authentication. 

The key selection procedure first determines if Initial MSA Authentication shall occur.  No common PMK-MA is available and Initial MSA Authentication shall occur if any of the following are true:

· The PMKID list entry in the received peer link open frame is empty; or, 

· The local MP requests authentication during this MSA authentication mechanism; or, 

· No PMK-MA(local) is currently valid to secure the link with the candidate peer MP; or,

· The MKDD-ID values included in the received peer link open frame and included by the local MP in its Beacon frames and Probe Response frames are different.

Otherwise, the key selection procedure is given in Table s46.  

	Table s46–Key selection procedure

	Valid-local-key
	Cached-peer-key
	“Connected to MKD” of
	Local MP is Selector MP?
	Selected Key

	
	
	Peer MP
	Local MP
	
	

	False
	False
	0
	0
	(any)
	No PMK-MA available (and no connection to MKD available): OPN_RJCT event shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-AUTHENTICATION-IMPOSSIBLE.

	False
	False
	0
	1
	(any)
	PMK-MA(peer), identified by PMK-MAName(sender) in the received message, which the local MP must retrieve from the MKD.

	False
	False
	1
	0
	(any)
	PMK-MA(local), the currently-valid PMK-MA belonging to the key hierarchy created by the local MP during a prior Initial MSA Authentication, that may be used to secure a link with the candidate peer MP.

	False
	False
	1
	1
	True
	PMK-MA(peer), identified by PMK-MAName(sender) in the received message, which the local MP must retrieve from the MKD.

	False
	False
	1
	1
	False
	PMK-MA(local), the currently-valid PMK-MA belonging to the key hierarchy created by the local MP during a prior Initial MSA Authentication, that may be used to secure a link with the candidate peer MP.

	False
	True
	(any)
	(any)
	(any)
	PMK-MA(peer), which is identified by PMK-MAName(sender) in the received message.

	True
	False
	(any)
	(any)
	(any)
	PMK-MA(local), which is identified by PMK-MAName(receiver) in the received message.

	True
	True
	(any)
	(any)
	True
	PMK-MA(peer), which is identified by PMK-MAName(sender) in the received message.

	True
	True
	(any)
	(any)
	False
	PMK-MA(local), which is identified by PMK-MAName(receiver) in the received message.


The table input Valid-local-key is set to true if PMK-MAName(receiver), contained in the PMKID list field in the RSNIE of the received peer link open frame, identifies the PMK-MA belonging to the local MP’s key hierarchy that is currently valid for securing the link with the peer MP; otherwise, and when there is only one PMK-MAName entry, it is false.  

The table input Cached-peer-key is set to true if the key named by PMK-MAName(sender), contained in the PMKID list field in the RSNIE of the received peer link open frame, is cached by the MA function of the local MP and is currently valid for securing the link.  Otherwise, it is false.  

The “Connected to MKD” bits in the MSCIE, as in the local MP’s Beacon frames and Probe Response frames, and as included by the peer MP in the peer link open frame, are also inputs to the procedure.  A final input for the key selection procedure is the determination of whether the local MP is the Selector MP.

If the key selection procedure resulted in the choice of PMK-MA(peer), but the local MA function does not have PMK-MA(peer) in its cache, then the MA shall contact the MKD and retrieve the selected key. The MA shall use the PMK-MKDName value received in the peer link open frame to identify the PMK-MA to be retrieved.  

If the key selection procedure resulted in an indication that Initial MSA Authentication shall occur, the “Connected to MKD” bits contained in the received peer link open frame and as set by the local MP in its Beacon frames and Probe Response frames shall be examined.  If both MPs have “Connected to MKD” bits set to zero, an OPN_RJCT event (see 11A.2.2.3) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-AUTHENTICATION-IMPOSSIBLE, since authentication cannot occur.

If the local MP has received a peer link confirm frame from the candidate peer MP, the local MP shall verify that the value of the Chosen PMK field in the MSAIE of the received peer link confirm frame identifies the key chosen by the key selection procedure, or is empty if Initial MSA Authentication shall occur.  If the verification fails, an OPN_RJCT event (see 11A.2.2.3) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-FAILED-VERIFICATION.

Following the key selection procedure, the MP shall perform the 802.1X role selection procedure based on the contents of the received peer link open frame and its own configuration.  If the “Default Role Negotiation” bits sent by the peer MP in the peer link open frame and as set by the local MP in its Beacon frames and Probe Response frames are set to zero, the determination of 802.1X roles is outside the scope of this standard.  Otherwise, the following procedure indicates which node plays the 802.1X authenticator role; the other MP is the 802.1X supplicant. 

 The inputs to the 802.1X role selection procedure are:

· The “Connected to MKD” bit in the MSCIE and the “Request Authentication” bit in the MSAIE, both in the peer link open frame received from the peer, 

· The “Connected to MKD” bit in the MSCIE of the local MP’s Beacon frames and Probe Response frames, 

· Whether the local MP requests authentication during this MSA authentication mechanism, and 

· Whether the local MP is the Selector MP.

The 802.1X role selection procedure is as follows:

· If neither MP has the “Connected to MKD” bit set to 1, then the 802.1X Authenticator is the Selector MP.

· If only one MP has the “Connected to MKD” bit set to 1, then that MP is the 802.1X Authenticator.

· If both MPs have “Connected to MKD” bit set to 1, then:

· If both MPs request authentication during this handshake, then the 802.1X Authenticator is the Selector MP.

· If neither MP requests authentication during this handshake, then the 802.1X Authenticator is the Selector MP.

· Otherwise, the MP that requests authentication is the 802.1X Supplicant, and the other MP is the 802.1X Authenticator.

If the local MP has received a peer link confirm frame from the candidate peer MP, the local MP shall verify that the MA-ID value received in the peer link confirm frame matches the result of the 802.1X role selection procedure.  If not, an OPN_RJCT event (see 11A.2.2.3) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-FAILED-VERIFICATION.

The processing of the peer link open frame is completed after the 802.1X roles are determined.  The OPN_ACPT event shall be generated to indicate successful message processing.  On the OPN_ACPT event, the peer link management messages are sent according to the peer link management procedures of 11A.2.  

· Peer Link Confirm frame contents

Modify the text in 11A.4.2.2.3 as shown using tracked changes.

The peer link confirm frame is sent according to the peer link management procedures of 11A.2.  In addition to the peer link management element, the peer link confirm frame shall contain:

· RSNIE, identical to the RSNIE included in the peer link open frame sent by the local MP during this protocol.  If the local MP has not sent a peer link open frame during this protocol, the RSNIE is configured as advertised by the local MP in its Beacon frames and Probe Response frames. 
· MSCIE, identical to the MSCIE included in the peer link open frame sent by the local MP during this protocol.  If the local MP has not sent a peer link open frame during this protocol, the MSCIE is configured exactly as advertised by the local MP in its Beacon frames and Probe Response frames.

· MSAIE, where

· “Requests Authentication” in the Handshake Control field shall be set to 1 if the local MP requests Initial MSA Authentication during this protocol.

· MA-ID is set to the MAC address of the 802.1X authenticator 

· Selected AKM Suite and Selected Pairwise Cipher Suite shall be set using the following procedure:  If the local MP is the Selector MP but has not sent a peer link open frame, the fields shall contain the local MP’s selection of each suite from among those supported by both MPs.  Otherwise, the fields shall contain the suites chosen by the Selector MP in the MSAIE of the peer link open frame that it sent during this protocol.

· Chosen PMK shall be set to zero if Initial MSA Authentication will occur; otherwise, it shall contain the PMK-MAName identifying the PMK-MA chosen by the key selection procedure.

· If Initial MSA Authentication will occur and if the local MP is the 802.1X authenticator, MKD-ID shall be included in the Optional Parameters field, and shall contain the identifier of the MKD with which the local MP’s MA has a security association.

· If Initial MSA Authentication will occur and if the local MP is the 802.1X authenticator, Key Holder Transport List shall be included in the Optional Parameters field.  If the local MP’s MA implements the MKD function, the Key Holder Transport List shall contain the list of transport types supported by the MKD.  If the MKD function does not support external communication with other MAs, the Key Holder Transport List shall contain the single entry 00-0F-AC:0.  If the local MP’s MA does not implement the MKD function, Key Holder Transport List shall contain the list that the local MP received during its Mesh Key Holder Security Handshake with the MKD identified by MKD-ID.

· If the local MP is the 802.1X authenticator, MKD-NAS-ID shall be included in the Optional Parameters field.  If the local MP implements the MKD function, MKD-NAS-ID shall contain the value of dot11MeshMKDNASID.  Otherwise, MKD-NAS-ID shall contain the value that the local MP received during its Initial MSA Authentication within the same MKD domain.

· All other fields are set to zero.

· Processing Peer Link Confirm frame
Modify the text in 11A.4.2.2.4 as shown using tracked changes.

Upon reception of a peer link confirm frame during the MSA authentication mechanism, an MP shall process the security parameters of the message, as described here.  If the local MP has received a peer link open frame from the candidate peer MP, the local MP shall:

· Verify that the RSNIE, the MSCIE, and the Handshake Control field of the MSAIE that were received in the peer link confirm frame are identical to those received from the candidate peer MP in the peer link open frame during this handshake.

· Verify that the Chosen PMK field of the MSAIE in the received message matches the result of the local MP’s key selection procedure. 
· Verify that the assertion of the 802.1X authenticator in the MA-ID field of the MSAIE is correct, based on the role selection procedure.

· Verify that the selected AKM suite and pairwise cipher suite values contained in the MSAIE match those chosen by the Selector MP in the MSAIE of the peer link open frame that it sent during this protocol.

If any of these message components are not verified, a CNF_RJCT event (see 11A.2.2.4) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-FAILED-VERIFICATION.  

On the other hand, if the local MP has not received a peer link open frame from the candidate peer MP, 

· The local MP shall verify that the selected AKM suite and pairwise cipher suite values contained in the MSAIE are supported by the local MP. If not, a CNF_RJCT event (see 11A.2.2.4) shall be triggered in order to close the link, with a ReasonCode that describes the failed verification (for example, “Invalid Pairwise Cipher”).

· If the local MP is the selector MP, it shall verify that the selected AKM suite and pairwise cipher suite values match its selections that have been sent to the candidate peer MP in the peer link open frame.  If not, a CNF_RJCT event (see 11A.2.2.4) shall be triggered in order to close the link, with ReasonCode set to MESH-SECURITY-FAILED-VERIFICATION.

Otherwise, the CNF_ACPT event shall be generated to indicate successful message processing.

· Initial MSA Authentication

· MSA 4-way Handshake

Modify the text in 11A.4.2.2.6 as shown using tracked changes.

The MP shall initiate MSA 4-Way Handshake after it has established a link instance with the peer MP and a  PMK-MA has been installed for the link instance. The EAPOL-Key frame notation is defined in 8.5.2.1.

Authenticator -> Supplicant: Data(EAPOL-Key(0, 0, 1, 0, P, 0, KeyRSC, MPTKANonce, 0, DataKD_M1)) where DataKD_M1 = PMKID KDE.

Supplicant -> Authenticator: Data(EAPOL-Key(0, 1, 0, 0, P, 0, KeyRSC, MPTKSNonce, MIC, DataKD_M2)) where DataKD_M2 = (RSNIE, MSCIE, MSAIE, GTK KDE).

Authenticator -> Supplicant: Data(EAPOL-Key(1, 1, 1, 1, P, 0, 0, MPTKANonce, MIC, DataKD_M3)) where DataKD_M3 = (RSNIE, MSCIE, MSAIE, GTK KDE, Lifetime KDE).

Supplicant -> Authenticator: Data(EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC, DataKD_M4)) where DataKD_M4 = 0.
The message sequence is similar to that of 8.5.3.  The contents of each message shall be as described in 8.5.3, except as follows:

· Message 1: MPTKANonce is the value received by the Authenticator from the MKD during PMK-MA delivery. The Key Data field includes a PMKID KDE, containing the PMK-MAName that identifies the PMK-MA to be used to derive a PTK during this handshake.

· Message 2: The Key RSC field shall contain the starting sequence number that the Supplicant MP will use in MPDUs protected by the GTK included in this message.  The RSNIE, MSCIE, and MSAIE shall be the same as those contained in the peer link confirm message sent by the Supplicant. The GTK KDE shall contain the GTK of the supplicant MP. The Key Data field shall be encrypted. 

· Message 3: The RSNIE, MSCIE, and MSAIE shall be the same as those contained in the peer link confirm message sent by the Authenticator. The Lifetime KDE shall contain the lifetime of the PMK-MA.

The processing, upon reception, of Message 1 of the 4-way handshake shall be as described in 8.5.3.1 (following “Processing for PTK Generation”).

The processing of Message 2 is as described in 8.5.3.2 (following “Processing for PTK Generation”), except that verification of the Message 2 MIC (step b) shall be as follows: If the calculated MIC does not match the MIC that the Supplicant included in the EAPOL-Key frame, the Authenticator silently discards Message 2. If the MIC is valid, the Authenticator checks that the RSNIE, the MSCIE, and the MSAIE each bit-wise match those sent by the Supplicant in its peer link confirm message.  The Authenticator also unwraps the supplicant’s encrypted GTK.  If any of these comparisons fail, or if the unwrapping of the GTK failed, the Authenticator shall close the link.

The processing of Message 3 is as described in 8.5.3.3 (following “Processing for PTK Generation”), except that step (a) is replaced with the following: Verifies that the RSNIE, the MSCIE, and the MSAIE each bit-wise match those sent by the Authenticator in its peer link confirm message.  If any of these comparisons fail, the Authenticator shall close the link.

The processing of Message 4 is as described as in 8.5.3.4 (following “Processing for PTK Generation”), except that step (b) contains the following additional action: If the MIC is valid, the Authenticator uses the MLME-SETKEYS.request primitive to configure the GTK received in Message 2 into the IEEE 802.11 MAC. 

During processing of the 4-way handshake, the PTK shall be calculated by both MPs according to the procedures given in 8.8.6.

Following a successful MSA 4-way handshake, the IEEE 802.1X controlled port shall be opened at both MPs (for communication with the peer). Each MP shall use the Group Key Handshake (see 11A.4.5) to provide the peer MP with an updated GTK, as required, during the lifetime of the link. Subsequent EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed. Unicast data traffic exchanged between MPs shall be protected with the PTK and shall use the Pairwise cipher suite given in the MSAIE of the peer link confirm frames exchanged as part of the MSA Authentication mechanism.



Abstract


This document improves the key advertisement and key selection procedure during MSA authentication (11A.4.2.2).  These improvements aim to resolve CID 4761, by preventing change to the PMKID list portion of the RSNIE during the Peer Link Management portion of MSA authentication.





Rather than changing the PMKID list during Peer Link Management, the Chosen PMK field of the MSAIE is instead used to identify the result of the key selection procedure.  Additionally, the PMKID KDE is used in Message #1 of the Mesh 4-way Handshake to identify the PMK-MA to be used to secure the link. 
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