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· Management frame body components

· Fields that are not information elements

7.3.9 Status Code field

Add entries to Table 7.23 as shown:

	· Status codes

	Reason code
	Meaning

	<ANA 11>
	“MESH-LINK-ESTABLISHED”. The mesh peer link has been successfully established

	<ANA 12>
	“MESH-LINK-CLOSED”.  The mesh peer link has been closed completely

	<ANA 13>
	No listed Key Holder Transport type is supported.

	<ANA 14>
	The Mesh Key Holder Security Handshake message was malformed.

	<ANA 14a>
	The abbreviated handshake cannot continue due to the mismatch of MKDD-ID values.

	<ANA 14b>
	The group cipher suite is not supported.

	<ANA 14c>
	No common PMK-MA exists, and no connection to the MKD exists.

	<ANA 14d>
	No common pairwise cipher suite is available for use.

	<ANA 14e>
	The GTK unwrap failed, or the GTK sub-element was incorrectly formatted.

	<ANA 14f>
	The security-related information received in the peer link management message does not match the expected values.

	<ANA 14g>
	No common PMK-MA available or key pull from the MKD unsuccessful.

	<ANA 14h>
	The MP declines the link instance.

	5559-65 535
	Reserved


· Information elements
7.3.2.58 Peer Link Management element

Modify 7.3.2.58 as shown.

The Peer Link Management element is transmitted by an MP to manage a peer link with a peer MP. The format of the Peer Link Management element is shown in  Figure s19.

	Octets: 1
	1
	1
	2
	2
	2

	Element ID
	Length
	Subtype
	Local Link ID
	Peer Link ID
	Reason Code

	Figure s19–Peer Link Management element


The Element ID is set to the value given in  Table 7.26 for this information element. 

The Subtype field specifies the type of the Peer Link Management element. There are six subtypes: Peer Link Open (0), Peer Link Confirm (1), Peer Link Setup (2), Peer Link Response (3), Peer Link Acknowledge (4), and Peer Link Close (5). The values 6—28-1 are reserved. 

The Peer Link Management element with subtype 0 is referred to as Peer Link Open element. The Peer Link Management element with subtype 1 is referred to as Peer Link Confirm element. The Peer Link Management element with subtype 2 is referred to as Peer Link Setup element.  The Peer Link Management element with subtype 3 is referred to as Peer Link Response element.  The Peer Link Management element with subtype 4 is referred to as Peer Link Acknowledge element.  The Peer Link Management element with subtype 5 is referred to as Peer Link Close element.

The value of the Length field varies depending on the subtype of the Peer Link Management element. The Length is 7 for Peer Link Close, 3 for Peer Link Open, and is 5 for all other subtypes.

The Local Link ID is the integer generated by the MP to identify the link instance. This field is present for all types of Peer Link Management elements.

The Peer Link ID is the integer generated by the peer MP to identify the link instance. This field is not present for the Peer Link Open subtype, and is present for all other subtypes.

The Reason Code field enumerates reasons for sending a Peer Link Close. It is present for the Peer Link Close subtype and is not present for other subtypes. This field enumerates the following reasons: 

· MESH-LINK-CANCELLED: IEEE 802.11 SME cancels the link instance.

· MESH-MAX-NEIGHBORS: The limit of maximum of neighbors is reached.

· MESH-CONFIGURATION-POLICY-VIOLATION: The received request violates the MP’s Mesh Configuration.

· MESH-CLOSE-RCVD: The MP has received a correct Peer Link Close message (according to criteria defined in 11A.2.2).

· MESH-MAX-RETRIES: The limit of dot11MeshMaxRetries is reached.

· MESH-CONFIRM-TIMEOUT: The confirmTimer times out.

7.3.2.83 MSA information element [MSAIE]

Modify 7.3.2.83 as shown.

The MSA information element includes information needed to perform the authentication sequence during an MSA handshake.  This information element is shown in  Figure s54.

	Octets: 1
	1
	1
	6
	4
	4
	variable

	Element ID
	Length
	Handshake Control
	MA-ID
	Selected AKM Suite
	Selected Pairwise Cipher Suite
	Optional Parameters

	Figure s54–MSA information element [MSAIE]


The Element ID is set to the value given in  Table 7-26 for this information element.  The Length field for this information element indicates the number of octets in the information field (fields following the Element ID and Length fields).

The Handshake Control field contains two subfields as shown in  Figure s55.

	B0
	B1
	B2 B7

	Request Authentication
	Abbreviated Handshake
	Reserved

	Bits: 1
	1
	6

	Figure s55--Handshake Control field


The “Request Authentication” subfield is set to 1 to indicate an MP requests authentication during the Initial MSA Authentication procedure.
The “Abbreviated Handshake” subfield is set to 1 to indicate the message is part of the abbreviated MSA authentication mechanism (see 11A.4.4).
The MA-ID field contains the MAC address of the MA, which is used by the supplicant MP for deriving the PMK-MA.  It is encoded following the conventions from 7.1.1.

The Selected AKM Suite field contains an AKM suite selector, as defined in 7.3.2.25.2, indicating the authentication type and key management type to be used to secure the link.

The Selected Pairwise Cipher Suite field contains a pairwise cipher suite selector, as defined in 7.3.2.25.1, indicating a cipher suite to be used to secure the link.

The Optional Parameters field contains zero or more sub-elements.  The format of a sub-element is shown in  Figure s56.  Each sub-element shall only appear once in the Optional Parameters field, and the sub-elements shall be ordered with increasing sub-element IDs.
	Octets: 1
	1
	variable

	Sub-element ID
	Length
	Data

	Figure s56--Optional parameters field


The Sub-element ID is one of the values from  Table s8.

	Table s8--Sub-element IDs

	Value
	Contents of data field
	Length

	0
	Reserved
	

	1
	MKD-ID
	6

	2
	Key Holder Transport List
	variable

	3
	PMK-MKDName
	16

	4
	MKD-NAS-ID
	variable

	5
	Local Nonce
	32

	6
	Peer Nonce
	32

	7
	GTK
	variable

	8
	MIC
	16

	9-255
	Reserved
	


MKD-ID contains the MAC address of the MP implementing the MKD function that the supplicant MP may contact to initiate the mesh key holder security handshake.

Key Holder Transport List contains a series of transport type selectors that indicate the Key Holder Transport protocols.  A transport type selector has the format shown in Figure s57.

	Octets: 3
	1

	OUI
	Transport Type

	Figure s57--Transport type selector format


The order of the organizationally unique identifier (OUI) field follows the ordering convention for MAC addresses from 7.1.1.  The transport types defined by this standard are provided in  Table s9.

	Table s9--Transport types

	OUI
	Transport Type
	Meaning

	
	
	Key Transport
	EAP Transport

	00-0F-AC
	0
	None specified
	None specified

	00-0F-AC
	1
	Mesh Key Transport protocols defined in 11A.4.4
	Mesh EAP Message Transport protocol defined in 11A.4.5 

	00-0F-AC
	2-255
	Reserved
	Reserved

	Vendor OUI
	Any
	Vendor specific
	Vendor specific

	Other
	Any
	Reserved
	Reserved


The transport type 00-0F-AC:1 is the default transport type selector value.

PMK-MKDName contains an identifier of a PMK-MKD as defined in 8.8.4.

MKD-NAS-ID contains the identity of the MKD that facilitates authentication, and that will be bound into the first-level keys PMK-MKD and MKDK.

Local Nonce sub-element contains a nonce value chosen by the MP that is sending the information element.  It is encoded following the conventions from 7.1.1.
Peer Nonce sub-element contains a nonce value chosen by the MP to which the information element is being sent.  It is encoded following the conventions from 7.1.1.
The GTK sub-element is defined in Figure A.
	Octets: 1
	1
	1
	8
	1
	variable

	Sub-element ID
	Length
	Key Info
	RSC
	Key Length
	Key


Figure A - GTK sub-element format

The Key Info field is defined in Figure B.
	B0-B1
	B2-B7

	Key ID
	Reserved

	Bits: 2
	6


Figure B - Key Info field
The RSC field contains the current value of the receive sequence counter (RSC) for the GTK contained in the Key field.
The Key Length field contains the length in octets of the GTK contained in the Key field, prior to the padding and expansion due to the key wrap algorithm.
The Key field contains the Group Key, wrapped using the NIST AES Key Wrap algorithm, as defined in RFC 3394.  The length of the Key field will be larger than indicated in the Key Length field due to expansion during the AES Key Wrap algorithm.
The MIC sub-element contains a 16-octet MIC, which shall be calculated using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B).
· Action frame format details

Modify the text throughout 7.4.9 as shown, including insertion of three new subclauses.
· Mesh Peer Link Management action frame details

Action frame formats for Mesh Peer Link Management are defined in this subclause. 

An Action field, in the octet field immediately after the Category field, differentiates the frame format. The Action field values associated with each frame format are defined in  Table s10.

	Table s10--Mesh Peer Link Management Action field values

	Action field value
	Description

	· 
	Peer Link Open

	· 
	Peer Link Confirm

	· 
	Peer Link Setup

	3
	Peer Link Response

	4
	Peer Link Acknowledge

	5
	Peer Link Close

	6-255
	Reserved


· Peer Link Open frame format

The Peer Link Open frame is used to open a peer link using the procedures defined in 11A.2. The frame body of a Peer Link Open frame contains the information shown in  Table s11.

	Table s11--Peer Link Open frame body

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action Value
	

	· 
	Capability
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present whenever there are more than eight supported rates, and it is optional otherwise.

	· 
	Power Capability
	The Power Capability element shall be present if dot11SpectrumManagementRequired is true.

	· 
	Supported Channels
	The Supported Channels element shall be present if dot11SpectrumManagementRequired is true.

	· 
	RSN
	The RSN information element is only present within Peer Link Open frames generated by MPs that have dot11RSNAEnabled set to TRUE.

	· 
	QoS Capability
	The QoS Capability element is present when dot11QoS-OptionImplemented is true.

	· 
	Mesh ID
	The Mesh ID information element is present when dot11MeshEnabled is true.

	· 
	Mesh Configuration 
	The Mesh Configuration information element is present when dot11MeshEnabled is true. 

	· 
	Peer Link Management
	The Peer Link Management information element is present only when dot11MeshEnabled is true. The subtype of the Peer Link Management Element is set to 0.

	· 
	MSCIE
	The MSCIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	· 
	MSAIE
	The MSAIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


The Category field is set to the value in Table 7-24 for category Mesh Peer Link Management.

The Action field is set to the value in  Table s10 for this action frame type.

7.4.9.2 Peer Link Confirm frame format

The Peer Link Confirm frame is used to confirm a peer link using the procedures defined in 11A.2. The frame body of a Peer Link Confirm frame contains the information shown in  Table s12.

	Table s12--Peer Link Confirm frame body

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action Value
	

	· 
	Capability
	

	· 
	Status code
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present whenever there are more than eight supported rates, and it is optional otherwise.

	· 
	RSN
	The RSN information element is only present when dot11RSNAEnabled is set to TRUE.

	· 
	EDCA Parameter Set
	

	· 
	Mesh ID
	The Mesh ID information element is present when dot11MeshEnabled is true.

	· 
	Mesh Configuration 
	The Mesh Configuration information element is present when dot11MeshEnabled is true. 

	· 
	Peer Link Management
	The Peer Link Management information element is present only when dot11MeshEnabled is true. The subtype of the Peer Link Management Element is set to 1.

	· 
	MSCIE
	The MSCIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	· 
	MSAIE
	The MSAIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


The Category field is set to the value in  Table 7-24 for category Mesh Peer Link Management.

The Action field is set to the value in  Table s10 for this action frame type.
7.4.9.3 Peer Link Setup frame format
The Peer Link Setup frame is used to confirm a peer link using the procedures defined in 11A.2. The frame body of a Peer Link Setup frame contains the information shown in Table a.

	Table a --Peer Link Setup frame body

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action Value
	

	· 
	Capability
	

	· 
	Status code
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present whenever there are more than eight supported rates, and it is optional otherwise.

	· 
	RSN
	The RSN information element is only present when dot11RSNAEnabled is set to TRUE.

	· 
	EDCA Parameter Set
	

	· 
	Mesh ID
	The Mesh ID information element is present when dot11MeshEnabled is true.

	· 
	Mesh Configuration 
	The Mesh Configuration information element is present when dot11MeshEnabled is true. 

	· 
	Peer Link Management
	The Peer Link Management information element is present only when dot11MeshEnabled is true. The subtype of the Peer Link Management Element is set to 2.

	· 
	MSCIE
	The MSCIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	· 
	MSAIE
	The MSAIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


The Category field is set to the value in  Table 7-24 for category Mesh Peer Link Management.

The Action field is set to the value in  Table s10 for this action frame type.

7.4.9.4 Peer Link Response frame format
The Peer Link Response frame is used to confirm a peer link using the procedures defined in 11A.2. The frame body of a Peer Link Response frame contains the information shown in Table b.

	Table b --Peer Link Response frame body

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action Value
	

	· 
	Capability
	

	· 
	Status code
	

	· 
	AID
	

	· 
	Supported rates
	

	· 
	Extended Supported Rates
	The Extended Supported Rates element is present whenever there are more than eight supported rates, and it is optional otherwise.

	· 
	RSN
	The RSN information element is only present when dot11RSNAEnabled is set to TRUE.

	· 
	EDCA Parameter Set
	

	· 
	Mesh ID
	The Mesh ID information element is present when dot11MeshEnabled is true.

	· 
	Mesh Configuration 
	The Mesh Configuration information element is present when dot11MeshEnabled is true. 

	· 
	Peer Link Management
	The Peer Link Management information element is present only when dot11MeshEnabled is true. The subtype of the Peer Link Management Element is set to 3.

	· 
	MSCIE
	The MSCIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	· 
	MSAIE
	The MSAIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


The Category field is set to the value in  Table 7-24 for category Mesh Peer Link Management.

The Action field is set to the value in  Table s10 for this action frame type.

7.4.9.5 Peer Link Acknowledge frame format
The Peer Link Acknowledge frame is used to confirm a peer link using the procedures defined in 11A.2. The frame body of a Peer Link Acknowledge frame contains the information shown in Table c.

	Table c --Peer Link Acknowledge frame body

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action Value
	

	3
	Status code
	

	4
	Peer Link Management
	The Peer Link Management information element is present only when dot11MeshEnabled is true. The subtype of the Peer Link Management Element is set to 4.

	5
	MSAIE
	The MSAIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


The Category field is set to the value in  Table 7-24 for category Mesh Peer Link Management.

The Action field is set to the value in  Table s10 for this action frame type.

7.4.9.6 Peer Link Close frame format

The Peer Link Close frame is used to close a peer link using the procedures defined in 11A.2. The frame body of a Peer Link Open frame contains the information shown in  Table s13.

	Table s13--Peer Link Close frame body

	Order
	Information
	Notes

	· 
	Category
	

	2
	Action Value
	

	3
	Peer Link Management
	The Peer Link Management information element is present only when dot11MeshEnabled is true. The subtype of the Peer Link Management Element is set to 5.

	4
	MSAIE
	The MSAIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.

	Last
	Vendor Specific
	One or more vendor-specific information elements may appear in this frame. This information element follows all other information elements.


The Category field is set to the value in  Table 7-24 for category Mesh Peer Link Management.

The Action field is set to the value in  Table s10 for this action frame type.

· Key distribution for MSA

· PTK

Modify the text in 8.8.6 as shown.
The third level key of the mesh key hierarchy link security branch is the PTK. This key is mutually derived by two MPs during the MSA authentication mechanism or the abbreviated handshake, with the key length being a function of the negotiated cipher suites as defined by Table 8-2 in 8.5.2.

The PTK derivation is as follows:

PTK = KDF-PTKLen(PMK-MA, “Mesh PTK Key derivation”, NonceBlock || AddressBlock || PMK-MAName)

where

· KDF-PTKLen is the KDF function as defined in 8.8.3 used to generate a PTK of length PTKLen.

· PMK-MA is the key that is shared between the Supplicant MP and the MA

· “Mesh PTK Key derivation” is 0x4D6573682050544B204B65792064657269766174696F6E.

· NonceBlock is defined separately for the protocol that is deriving the PTK:
· If the PTK is being derived through the MSA Authentication protocol (the MSA 4-way Handshake), NonceBlock = min(MPTKSNonce, MPTKANonce) || max(MPTKSNonce, MPTKANonce) where MPTKSNonce is a 256 bit pseudo-random bit string contributed by the Supplicant MP and MPTKANonce is a 256 bit pseudo-random string contributed by the MKD or MA
· If the PTK is being derived through the Abbreviated Handshake, NonceBlock = min(LocalNonce, PeerNonce) || max(LocalNonce, PeerNonce) where LocalNonce is a 256 bit pseudo-random string contributed by the MP performing the PTK derivation, and PeerNonce is a 256 bit pseudo-random string contributed by the candidate peer MP that is participating in the Abbreviated Handshake.

· The Min and Max operations for nonces are with the nonces treated as positive integers converted as specified in 7.1.1.
· AddressBlock is defined separately for the protocol that is deriving the PTK:
· If the PTK is being derived through the MSA Authentication protocol (the MSA 4-way Handshake), AddressBlock = min(SPA, MA-ID) || max(SPA, MA-ID) where SPA is the Supplicant MP MAC address and MA-ID is the MAC address of the MA.  
· If the PTK is being derived through the Abbreviated Handshake, AddressBlock = min(LocalMAC, PeerMAC) || max(LocalMAC, PeerMAC) where LocalMAC is the MAC address of the MP performing the derivation, and PeerMAC is the MAC address of the candidate peer MP performing the Abbreviated Handshake with the MP deriving the PTK.
· The min and max operations for IEEE 802 addresses are with the address converted to a positive integer treating the first transmitted octet as the most significant octet of the integer.
· 
· 
· 
· 
· PMK-MAName is defined in 8.8.5
· PTKlen is the total number of bits to derive, e.g., number of bits of the PTK. The length is dependent on the negotiated cipher suites as defined by Table 8-2 in 8.5.2.

Each PTK has three component keys, KCK, KEK, and TK, derived as follows:

The KCK shall be computed as the first 128 bits (bits 0-127) of the PTK:

KCK = L(PTK, 0, 128)

where L(-) is defined in 8.5.1.

The KCK is used to provide data origin authenticity between a supplicant MP and the MA when used in EAPOL-Key frames defined in 8.5.2.

The KEK shall be computed as bits 128-255 of the PTK:

KEK = L(PTK, 128, 128)

The KEK is used to provide data confidentiality between a supplicant MP and the MA when used in EAPOL-Key frames defined in 8.5.2.

Temporal keys (TK) shall be computed as bits 256-383 (for CCMP) or bits 256-511 (for TKIP) of the PTK:

TK = L(PTK, 256, 128), or

       TK = L(PTK, 256, 256)

The temporal key is configured into the Supplicant MP through the use of the MLME-SETKEYS.request primitive. The MP uses the temporal key with the pairwise cipher suite; interpretation of this value is cipher-suite specific.

The PTK is referenced and named as follows:

PTKName = Truncate-128(SHA-256(“Mesh PTK Name” || PMK-MAName || NonceBlock || AddressBlock))

where

· “Mesh PTK Name” is 0x4D6573682050544B204E616D65.

· Layer management

· MLME SAP interface

Insert the following new subclauses:

10.3.47 MLME-MeshAbbreviatedHSOpen

The following primitives facilitate the initiation of an abbreviated handshake by sending the appropriate peer link open message. 

10.3.47.1 MLME-MeshAbbreviatedHSOpen.request

10.3.47.1.1 Function

This primitive requests that the mesh entity send a peer link open frame to the specified MP for the purpose of initiating the Abbreviated Handshake.

10.3.47.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MeshAbbreviatedHSOpen.request(





PeerMAC





Content of Peer Link Open frame




)

	Name
	Type
	Valid range
	Description

	PeerMAC
	MAC Address
	Valid individual MAC address
	Specifies the address of the candidate peer MAC entity to which the peer link open frame is to be sent.

	Content of Peer Link Open frame
	Sequence of octets
	As defined in 7.4.9.1 and 11A.4.4.1.
	The contents of the Mesh Key Holder Handshake frame to send to the peer MAC entity.


10.3.47.1.3 When generated

This primitive is generated by the SME to request that a peer link open frame that initiates the Abbreviated Handshake be sent to the specified MP.

10.3.47.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs a peer link open frame containing the information specified.  The frame is scheduled for transmission.  

10.3.47.2 MLME-MeshAbbreviatedHSOpen.confirm

10.3.47.2.1 Function

This primitive reports the results of a request to send a peer link open frame to initiate the Abbreviated Handshake.

10.3.47.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-MeshAbbreviatedHSOpen.confirm(





PeerMAC





ResultCode






)

	Name
	Type
	Valid range
	Description

	PeerMAC
	MAC Address
	Valid individual MAC address
	Specifies the address of the candidate peer MAC entity to which the peer link open frame was sent.

	ResultCode
	Enumeration
	SUCCESS or TIMEOUT
	A SUCCESS value indicates the peer link open frame was acknowledged by the peer MAC entity to which it was sent.  TIMEOUT indicates the MLME did not receive an acknowledgement and has discarded the peer link open MMPDU.


10.3.47.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-MeshAbbreviatedHSOpen.request primitive.

10.3.47.2.4 Effect of receipt

The SME is notified of the results of the request to send a peer link open frame to initiate the Abbreviated Handshake.

· Mesh link security 

Modify the text in 11A.4.1 as shown.
11A.4.1 MSA services

Mesh security association (MSA) services are used to permit establishment of link security between two MPs in a wireless mesh network, and support both centralized and distributed authentication schemes.  MSA services are provided through the use of a mesh key hierarchy, a hierarchy of derived keys that is established through the use of a PSK or when an MP performs IEEE 802.1X authentication.

The operation of MSA relies on mesh key holders, which are functions that are implemented at MPs within the wireless mesh network.  Two types of mesh key holders are defined: mesh authenticators (MAs) and mesh key distributors (MKDs).  A single MP may implement both MKD and MA key holders, an MA alone, or no key holders.

MSA provides the MSA authentication mechanism (see 11A.4.2) for the purpose of establishing secure links between MPs.  When establishing its first peer link in a mesh, an MP performs authentication and establishes a key hierarchy during the MSA authentication mechanism; this procedure is referred to as “Initial MSA Authentication.”  Subsequent security associations to other MPs may utilize the mesh key hierarchy that has been established and may establish a secure link with a candidate peer MP using the Abbreviated Handshake (see 11A.4.4).  Although the Abbreviated Handshake requires fewer messages to establish a secure link, the MSA authentication mechanism (omitting Initial MSA Authentication) may also be used to establish a subsequent security association.

MSA also provides mechanisms for secure communications between mesh key holders.  The “Mesh Key Holder Security Handshake” (11A.4.3.2) provides the mechanism for establishing a security association between an MA and MKD.  Secure mesh key transport protocols and an EAP message transport protocol are also defined.  

Modify the text in 11A.4.1.3 as shown.
11A.4.1.3 MSA authentication functions

To establish a secure link, an MP may use the MSA authentication mechanism defined in 11A.4.2.2, which incorporates the mesh peer link management protocol defined in 11A.2.  Peer link management permits the selection of security policy elements during the establishment of a secure link.  The MSA authentication mechanism may incorporate Initial MSA Authentication, which permits authentication between an MP and an MKD, and establishes the MP’s mesh key hierarchy.
After an MP has performed MSA Authentication, the MP may use the Abbreviated Handshake (see 11A.4.4) to establish additional secure links with other MPs within the MKD domain.
The MSA Authentication mechanism permits MPs to agree on a pairwise cipher suite, an AKM suite, group cipher suites, and a role determination scheme.  The Abbreviated Handshake also permits MPs to agree on pairwise and group cipher suites (AKM suite and role determination are not used). 

The MSA authentication mechanism may be used by two MPs to establish a secure link when the MPs are in the same MKD domain or in different MKD domains (but within the same mesh).  The Abbreviated Handshake may be used by two MPs to establish a secure link only when the MPs are in the same MKD domain.
NOTE—Two MPs may use the Abbreviated Handshake to establish a secure link if one or both MPs have a secure connection to the MKD, or if a common key (PMK-MA) is cached by both MPs.  If a common key is not cached by both MPs, then an MP may retrieve a PMK-MA from the MKD during the execution of the Abbreviated Handshake.
Insert the following new subclause before “Mesh key holder security association,” (11A.4.4 if 11-07/2362r0 has been adopted; 11A.4.3 otherwise) renumbering subsequent subclauses as needed.
11A.4.4 Abbreviated MSA authentication mechanism

The abbreviated MSA authentication mechanism (or, abbreviated handshake) is a 4-message exchange used to establish a secure peer link between two MPs.  The abbreviated handshake may take one of two forms, as shown in Figure C.  The abbreviated handshake is initiated by an MP sending the Peer Link Open message to a candidate peer MP when it wishes to establish a secure link.  When only one MP initiates the abbreviated handshake, the sequential form occurs.  However, if two MPs initiate the abbreviated handshake with each other, the simultaneous form occurs.
NOTE—In the sequential form of the abbreviated handshake, the MP that initiated the protocol receives confirmation from the peer MP that the protocol successfully completed and that the keys have been installed.  In other words, if the link is “half-open”, due to the final message being lost, the initiator MP will always be aware of this and may reattempt the abbreviated handshake.  In the simultaneous form, both MPs initiate the handshake, so either MP may be unaware of the “half-open” link. 
The procedure for initiating the abbreviated handshake is given in 11A.4.4.1.  If a node receives a peer link open message from another MP, but has not initiated the handshake itself, the procedures for completing the handshake are given in 11A.4.4.2.  On the other hand, the simultaneous form of the handshake is described in 11A.4.4.3.

During the execution of the abbreviated handshake, an MP determines if it is the Selector MP for the duration of the protocol.  The MP is the Selector MP if its MAC address is numerically larger than that of the candidate peer MP.
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Figure C - Abbreviated Handshake Sequential (left) and Simultaneous (right) forms
11A.4.4.1 Initiating the abbreviated handshake (Peer Link Open message)

The peer link open message is sent by a node to initiate the Abbreviated MSA Authentication protocol.  The contents of the message are specified in 7.4.9.1 and include a Peer Link Open element, the RSNIE, the MSCIE, and the MSAIE.
In the Peer Link Open element, Local Link ID shall be set to a unique identifier created by the local MP to identify the current link instance.

In the RSNIE:

· PMKID list shall contain either one or two PMK-MAName entries, in the following order:

PMK-MAName(sender), the identifier of the currently-valid PMK-MA belonging to the key hierarchy created by the local MP, that may be used to secure a link with the peer MP.  This entry is mandatory.

PMK-MAName(receiver), the identifier of a PMK-MA belonging to the key hierarchy created by the candidate peer MP.  This entry is optional and is included only if the MA function of the local MP has cached the PMK-MA that may be used to secure a link with the candidate peer MP.

· The Pairwise Cipher Suite List shall contain a series of cipher suite selectors that the local MP supports for use with the candidate peer MP.  The list shall be ordered, with the most preferred cipher suite listed first, and the least preferred cipher suite listed last.

· All other fields shall be configured as advertised by the local MP in its Beacon frames and Probe Response frames.  

The MSCIE shall be configured exactly as advertised by the local MP in its Beacon frames and Probe Response frames.

In the MSAIE:
· In the Handshake Control field, Request Authentication shall be set to zero, and Abbreviated Handshake shall be set to 1.

· PMK-MKDName shall be present and shall identify the PMK-MKD created by the local MP during its initial MSA authentication. 
· The Local Nonce field shall be present and set to a value chosen randomly (see 8.5.7) by the local MP.

· All other fields shall be set to zero.

The peer link open message shall be sent through the use of the MLME-MeshAbbreviatedHSOpen.request primitive.    
After sending the peer link open message, the MP shall wait for a response message.  If the MP has not received either a secured peer link setup or a secured peer link confirm message (i.e., containing a validated MIC, as specified in 11A.4.4.2.3 or 11A.4.4.3.3) from the candidate peer MP within time dot11MeshAbbreviatedHSTimeout after sending the peer link open message, the current instance of the abbreviated handshake fails.  No further messages using the current link instance identifier shall be sent.

11A.4.4.2 Sequential form of abbreviated handshake

This subclause describes the processing of the abbreviated handshake when only a single MP initiates the handshake.  If an MP has initiated the abbreviated handshake by sending a peer link open message as in 11A.4.4.1, and subsequently receives a peer link open message, the processing is as described in 11A.4.4.3.  Otherwise, the processing is described within this subclause.
Within this subclause, the MP that sent the peer link open message is referred to as the initiator MP; the other is the responder MP.
11A.4.4.2.1 Processing peer link open message

Upon reception of a peer link open message by the responder MP, the key selection procedure is performed.  This key selection is illustrated in Table d and has several inputs.
The table input Valid-local-key is set to true if PMK-MAName(receiver), contained in the PMKID list field in the RSNIE of the received peer link open message, identifies the PMK-MA belonging to the responder MP’s key hierarchy that is currently valid for securing the link with the initiator MP; otherwise, and when there is only one PMK-MAName entry, it is false.  

The table input Cached-initiator-key is set to true if the key named by PMK-MAName(sender), contained in the PMKID list field in the RSNIE of the received peer link open message, is cached by the MA function of the responder MP and is currently valid for securing the link.  Otherwise, it is false.  

The “Connected to MKD” bits in the MSCIE, as in the responder MP’s Beacon frames and Probe Response frames, and as included by the initiator MP in the peer link open message, are also inputs to the procedure.  

Table d - Key selection procedure for sequential form
	Valid-local-key
	Cached-initiator-key
	“Connected to MKD” of
	Responder MP is Selector MP?
	Selected Key

	
	
	Initiator MP
	Responder MP
	
	

	False
	False
	0
	0
	(any)
	No PMK-MA available (and no connection to MKD available).

	False
	False
	0
	1
	(any)
	PMK-MA(initiator), identified by PMK-MAName(sender) in the received message, which the responder MP must retrieve from the MKD.

	False
	False
	1
	0
	(any)
	PMK-MA(responder), the currently-valid PMK-MA belonging to the key hierarchy created by the responder MP during a prior Initial MSA Authentication, that may be used to secure a link with the initiator MP.

	False
	False
	1
	1
	True
	PMK-MA(initiator), identified by PMK-MAName(sender) in the received message, which the responder MP must retrieve from the MKD.

	False
	False
	1
	1
	False
	PMK-MA(responder), the currently-valid PMK-MA belonging to the key hierarchy created by the responder MP during a prior Initial MSA Authentication, that may be used to secure a link with the initiator MP.

	False
	True
	(any)
	(any)
	(any)
	PMK-MA(initiator), which is identified by PMK-MAName(sender) in the received message.

	True
	False
	(any)
	(any)
	(any)
	PMK-MA(responder), which is identified by PMK-MAName(receiver) in the received message.

	True
	True
	(any)
	(any)
	True
	PMK-MA(initiator), which is identified by PMK-MAName(sender) in the received message.

	True
	True
	(any)
	(any)
	False
	PMK-MA(responder), which is identified by PMK-MAName(receiver) in the received message.


Upon completing this key selection procedure, the responder MP shall:

· Verify that the MKDD-ID value included in the MSCIE by the initiator MP is identical to the value included by the responder MP in its Beacon frames and Probe Response frames.

· Verify that it supports the initiator MP’s group cipher suite, as indicated in the RSNIE received in the peer link open message.  Further, verify that it also supports at least one entry from the pairwise cipher suite list in the RSNIE.

· Verify that it wishes to establish a link with the initiator MP, based on the policies advertised in the received message.

If any of these parameters are not verified, or if the key selection procedure resulted in “No PMK-MA available,” the responder MP shall respond with a Peer Link Setup message containing a nonzero Status Code, indicating failure of the abbreviated handshake instance.  Otherwise, the responder MP continues the abbreviated handshake by sending a Peer Link Setup message with Status Code zero.
11A.4.4.2.2 Construction of Peer link setup message

The responder MP shall prepare and send the peer link setup message.  Two types of peer link setup messages are possible: secured or unsecured.  An unsecured peer link setup message shall be sent if the Status Code is nonzero and the selected PMK-MA is not locally cached, or if the key selection procedure did not select a key.  Otherwise, a secured peer link setup message shall be sent.
If the peer link setup message will contain a Status Code of zero, and if the key selection procedure resulted in the choice of PMK-MA(initiator), but the responder MP’s MA function does not have PMK-MA(initiator) in its cache, then the MA shall contact the MKD and retrieve the selected key. The MA shall use the PMK-MKDName value received in the peer link open message to identify the PMK-MA to be retrieved.  

If the peer link setup message is to be secured, the responder MP shall select a nonce and shall derive the PTK from the PMK-MA chosen by the key selection process, according to 8.8.6.  
The responder MP shall determine the the Pairwise Cipher Suite to be used from the intersection of the list contained in the RSNIE of the peer link open message and the list of pairwise cipher suites that the responder MP supports for use with the initiator MP.  If the intersection contains multiple entries, then the entry from the intersection list that is most preferred by the Selector MP shall be chosen (preference is indicated by ordering within the RSNIE).
Subsequently, the responder MP constructs and sends a peer link setup message, configured as follows. Status Code shall be set to a value indicating the error resulting from processing the peer link open message, and shall be zero if no errors occurred.
In the Peer Link Setup element, Local Link ID shall be set to a unique identifier created by the local MP to identify the current link instance.  Peer Link ID shall contain the identifier sent by the initiator MP in the peer link open message.  

The RSNIE of the peer link setup message shall be configured as follows:
· PMKID list shall contain the PMK-MAName identifying the key chosen by the key selection procedure.  The PMKID list shall be empty if the key selection procedure returned “No PMK-MA available.”
· The Pairwise Cipher Suite List shall contain the list of pairwise cipher suites that the responder MP supports for use with the initiator MP.  The list shall be ordered, with the most preferred cipher suite listed first, and the least preferred cipher suite listed last.  

· All other fields shall be configured as advertised by the responder MP in its Beacon frames and Probe Response frames.  

The MSCIE in the peer link setup message shall be configured exactly as advertised by the responder MP in its Beacon frames and Probe Response frames.

The MSAIE of the peer link setup message shall be configured as follows:

· In the Handshake Control field, Request Authentication shall be set to zero, and Abbreviated Handshake shall be set to 1.

· Selected Pairwise Cipher Suite shall indicate the the pairwise cipher suite that the responder MP determined will be used for this link.  This field shall be set to zero if the intersection list of Pairwise Cipher Suites is empty.  When this field is zero, Status Code shall be nonzero.
· PMK-MKDName shall be present if the key selection procedure resulted in the selection of PMK-MA(responder).  If present, it shall identify the PMK-MKD from which the PMK-MA(responder) was derived. 
· If the peer link setup message is to be secured, the Local Nonce field shall be present and set to the value chosen randomly (see 8.5.7) by the responder MP and used in the PTK derivation.
· The Peer Nonce field shall be present and shall contain the nonce value sent by the initiator MP in the MSAIE contained in the peer link open message.

· If the peer link setup message is to be secured, the GTK sub-element shall be present.  The Key Info and RSC fields shall contain the appropriate information for the GTK included in the sub-element.  The Key Length field shall indicate the length of the unencrypted GTK.  The Key field shall contain the GTK of the responder MP, wrapped using the KEK and the NIST AES Key Wrap algorithm.  If the GTK length is less than 16 octets or is not a multiple of 8 octets, the GTK shall be padded to achieve this length, prior to wrapping.  Padding is achieved by appending a single 0xdd octet to the GTK, followed by one or more 0x00 octets.  
· If the peer link setup message is to be secured, the MIC field shall be present. If present, the MIC field shall contain a 16-octet MIC, calculated using the KCK, by the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

Initiator MP MAC address (Address 1 field in frame header)

Responder MP MAC address (Address 2 field in frame header)

Status Code field

Contents of the RSNIE, from element ID to the end of the RSNIE

Contents of the Peer Link Setup element, from element ID to the end of the element.

Contents of the MSCIE, from element ID to the end of the MSCIE

Contents of the MSAIE, from element ID through Optional Parameters fields, but omitting the MIC field.
· All other fields shall be set to zero.

11A.4.4.2.3 Processing peer link setup message

Upon receiving a peer link setup message, the initiator MP shall first match the link ID contained in the Peer Link ID of the Peer Link Setup element to the instance of the abbreviated handshake that sent a Peer Link Open message containing the same link ID.  The received message is called “secured” if the MSAIE in the received message contains the Local Nonce and MIC optional parameters.  If these parameters are not present, the received message is “unsecured.”
If the peer link setup message is secured, the initiator MP shall examine the PMKID list in the RSNIE.  If the PMKID list contains an entry that was not sent in the peer link open message (i.e., the initiator MP does not have the identified key in its cache), it shall retrieve the key from the MKD using the PMK-MKDName value received in the peer link setup message to identify the PMK-MA to be retrieved.  If the retrieval of the PMK-MA fails, the received peer link setup message shall be silently discarded.
If the peer link setup message is secured, the initiator MP shall compute the PTK using the PMK-MA identified in the peer link setup message, according to 8.8.6.  Upon computing the PTK, the initiator MP shall verify the MIC is valid.  If not, the message is discarded.

The initiator MP may receive an unsecured peer link setup message.  An unsecured message cannot be distinguished from a forgery; it may have been sent by an attacker.  Thus, the initiator MP shall continue to wait for a secured peer link setup message using the timeout behavior described in 11A.4.4.1.  However, the initiator MP may use the information received in an unsecured peer link setup message when determining whether to attempt establishment of a new link instance with the responder MP.
Upon validating the MIC in a secured peer link setup message, the Status Code is examined.  If the Status Code is nonzero, the current instance of the abbreviated handshake fails, and the peer link response message shall not be sent.  However, the initiator MP may use the Status Code and other information within the peer link setup message when determining whether to reattempt link establishment with the responder MP.  Subsequently, the PTK shall be discarded. 

If the Status Code in the secured peer link setup message is zero, the initiator MP further:

· Verifies that it supports the responder MP’s use of the group cipher suite identified in the RSNIE.
· Verifies that the MKDD-ID contained in the MSCIE is identical to that sent by the initiator MP in the peer link open message.

· Verifies that the Selected Pairwise Cipher Suite is nonzero and is chosen from the intersection list of the supported pairwise cipher suites given in the peer link open and setup messages, and that it is the most preferred, in the intersection, by the Selector MP.
· Unwraps the GTK field, ignoring padding if it was required, and verifies that the unwrap is successful.
If any of these verifications fail, the initiator MP shall construct and send a peer link response message with a nonzero Status Code, which indicates the type of error and indicates failure of the abbreviated handshake instance.  Otherwise, the initiator MP continues the abbreviated handshake by sending the Peer Link Response message containing Status Code zero.
11A.4.4.2.4 Construction of peer link response message

The initiator MP shall construct and send the peer link response message.  Status Code shall indicate an error resulting from processing of the peer link setup message; otherwise, it is zero.

In the Peer Link Response element, Local Link ID shall be set to the link identifier sent by the initiator MP in the peer link open message; Peer Link ID shall contain the identifier sent by the responder MP in the peer link setup message.  

The RSNIE of the peer link response message shall be configured as follows:
· PMKID list shall contain the PMK-MAName identifying the PMK-MA from which the PTK was derived.
· All other fields shall be identical to those contained in the peer link open message.

The MSCIE in the peer link response message shall be identical to that contained in the peer link open message.

The MSAIE of the peer link response message shall be configured as follows:

· In the Handshake Control field, Request Authentication shall be set to zero, and Abbreviated Handshake shall be set to 1.

· Selected Pairwise Cipher Suite shall contain the value sent by the responder MP in the peer link setup message.

· The Local Nonce and Peer Nonce fields shall be present and shall be set to the nonce values selected by the initiator MP and the responder MP, respectively, and used in the PTK derivation.

· The GTK sub-element shall be present only if the Status Code field is zero.  The Key Info and RSC fields shall contain the appropriate information for the GTK included in the sub-element.  The Key Length field shall indicate the length of the unencrypted GTK.  The Key field shall contain the GTK of the initiator MP, wrapped using the KEK and the NIST AES Key Wrap algorithm.  If the GTK length is less than 16 octets or is not a multiple of 8 octets, the GTK shall be padded to achieve this length, prior to wrapping.  Padding is achieved by appending a single 0xdd octet to the GTK, followed by one or more 0x00 octets.
· The MIC field shall be present and shall contain a 16-octet MIC, calculated using the KCK, by the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

Responder MP MAC address (Address 1 field in frame header)

Initiator MP MAC address (Address 2 field in frame header)

Status Code field

Contents of the RSNIE, from element ID to the end of the RSNIE

Contents of the Peer Link Response element, from element ID to the end of the element.

Contents of the MSCIE, from element ID to the end of the MSCIE

Contents of the MSAIE, from element ID through Optional Parameters fields, but omitting the MIC field.

· All other fields shall be set to zero.

11A.4.4.2.5 Processing the peer link response message

Upon receiving a peer link response message, the responder MP shall first match the link IDs contained in the Peer Link Response element to the correct instance of the abbreviated handshake.

The responder MP shall compute and verify the MIC contained in the message.  If the calculated MIC does not match the included value, the message shall be silently discarded.
If the Status Code contained in the message is nonzero, the current instance of the abbreviated handshake shall not continue.  The Peer Link Acknowledge message shall not be sent, and the PTK and the link instance shall be deleted.   
Otherwise, the responder MP shall:
· Verify that the PMKID list field in the RSNIE contains the PMK-MAName identifying the PMK-MA from which the PTK was derived.

· Verify that the remaining fields of the RSNIE exactly match those received in the peer link open message.

· Verify that the MSCIE exactly matches that received in the peer link open message.

· Verify that the Selected Pairwise Cipher Suite in the MSAIE matches the value sent in the peer link setup messsage.

· Verify that the Local Nonce and Peer Nonce fields include the nonce values selected by the initiator MP and responder MP, respectively, for derivation of the PTK.

· Unwraps the GTK field, ignoring padding if it was required, and verifies that the unwrap is successful.
If any of these verifications fail, the responder MP shall construct and send a peer link acknowledge message with a nonzero Status Code, which indicates the type of error and indicates failure of the abbreviated handshake instance.  Otherwise, the responder MP continues the abbreviated handshake by sending the Peer Link Acknowledge message containing Status Code zero.
If the responder MP has not received a peer link response message from the initiator MP within time dot11MeshAbbreviatedHSTimeout after sending the peer link setup message, it shall close the current abbreviated handshake link instance, and shall delete the PTK that was derived.
11A.4.4.2.6 Construction of peer link acknowledge message

The responder MP shall construct and send the peer link acknowledge message.  Status Code shall indicate an error resulting from processing of the peer link response message; otherwise, it is zero.

In the Peer Link Acknowledge element, Peer Link ID shall be set to the link identifier sent by the initiator MP in the peer link open message; Local Link ID shall contain the identifier sent by the responder MP in the peer link setup message.  
In the MSAIE, 

· The Handshake Control and Selected Pairwise Cipher Suite fields shall be identical to those included in the peer link setup message.  

· The Local Nonce and Peer Nonce fields shall be present and shall be set to the nonce values selected by the responder MP and the initiator MP, respectively, and used in the PTK derivation. 

· The MIC field shall be present and shall contain a 16-octet MIC, calculated using the KCK, by the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

Initiator MP MAC address (Address 1 field in frame header)

Responder MP MAC address (Address 2 field in frame header)

Status Code field

Contents of the Peer Link Setup element, from element ID to the end of the element.

Contents of the MSAIE, from element ID through Optional Parameters fields, but omitting the MIC field.

· All other fields shall be set to zero.

Following transmission of the peer link acknowledge message with a Status Code of zero, the PTK and the GTK received in the peer link response message shall be installed for communication with the initiator MP, and the responder MP considers the peer link to be established.  Unicast data traffic exchanged between the initiator and responder MPs shall be protected with the PTK and shall use the Pairwise Cipher Suite given in the MSAIE of the peer link setup and peer link response frames. 

The responder MP shall use the Group Key Handshake (see 11A.4.3
) to provide an update of its GTK to the initiator MP during this link instance.  Upon successful completion of the abbreviated handshake (i.e., when installing the PTK), the responder MP shall reset to zero a key replay counter used when initiating the Group Key Handshake with the initiator MP.  The responder MP shall additionally reset to zero a second replay counter used to enforce monotonicity of key replay counter values used by the initiator MP in Group Key Handshakes that the initiator MP initiates (to provide updates of its GTK). 

11A.4.4.2.7 Processing the peer link acknowledge message

Upon receiving a peer link acknowledge message, the initiator MP shall first match the link ID contained in the Peer Link ID of the Peer Link Setup element to the instance of the abbreviated handshake that sent a Peer Link Open message containing the same link ID.

The initiator MP shall compute and verify the MIC contained in the message.  If the calculated MIC does not match the included value, the message shall be silently discarded.

If the status code contained in the Peer Link Acknowledge message is nonzero, the current instance of the abbreviated handshake shall not continue.  The PTK, the GTK received in the peer link setup message, and the link instance shall be deleted.

Otherwise, the initiator MP shall install the PTK and the GTK (received in the peer link setup message) shall be installed for communication with the responder MP.  The initiator MP subsequently considers the peer link to be established.  Unicast data traffic exchanged between the initiator and responder MPs shall be protected with the PTK and shall use the Pairwise Cipher Suite given in the MSAIE of the peer link setup and peer link response frames.
The initiator MP shall use the Group Key Handshake (see 11A.4.3
) to provide an update of its GTK to the responder MP, during this link instance.  Upon successful completion of the abbreviated handshake (i.e., when installing the PTK), the initiator MP shall reset to zero a key replay counter used when initiating the Group Key Handshake with the responder MP.  The initiator MP shall additionally reset to zero a second replay counter used to enforce monotonicity of key replay counter values used by the responder MP in Group Key Handshakes that the responder MP initiates (to provide updates of its GTK). 

If the initiator MP has not received a valid peer link acknowledge message from the responder MP within time dot11MeshAbbreviatedHSTimeout after sending the peer link response message, the current instance of the abbreviated handshake fails.  No further messages using the current link instance identifiers shall be sent.

11A.4.4.3 Simultaneous form of abbreviated handshake

If an MP has initiated the abbreviated handshake by sending a peer link open message as in 11A.4.4.1, and subsequently receives a peer link open message, then processing is as described within this subclause.  In other cases, the processing is as in 11A.4.4.2.
Completion of the abbreviated handshake in the simultaneous form requires reception of both a peer link open and peer link confirm message, and sending of the peer link confirm message (after the peer link open message has been received).  This subclause assumes the peer link open message has been sent, as described in 11A.4.4.1.  
11A.4.4.3.1 Processing peer link open message

Upon reception of a peer link open message, the key selection procedure is performed.  This key selection is illustrated in Table e and has several inputs.

The table input Valid-local-key is set to true if PMK-MAName(receiver), contained in the PMKID list field in the RSNIE of the received peer link open message, is equal to the first entry of the PMKID list in the RSNIE of the peer link open message sent by the local MP. Otherwise, and when there is only one PMK-MAName entry in the received peer link open message, it is false.  

The table input Cached-peer-key is set to true if the key named by PMK-MAName(sender), contained in the PMKID list field in the RSNIE of the received peer link open message, is equal to the second entry of the PMKID list in the RSNIE of the peer link open message sent by the local MP.  Otherwise, it is false.  

The “Connected to MKD” bits in the MSCIE, as was sent by the local MP in the peer link open message, and as included by the candidate peer MP in the received peer link open message, are also inputs to the procedure.  

Table e - Key selection procedure for simultaneous form
	Valid-local-key
	Cached-peer-key
	“Connected to MKD” of
	Local MP is Selector MP?
	Selected Key

	
	
	Candidate Peer MP
	Local MP
	
	

	False
	False
	0
	0
	(any)
	No PMK-MA available (and no connection to MKD available).

	False
	False
	0
	1
	(any)
	PMK-MA(peer), identified by PMK-MAName(sender) in the received message, which the local MP must retrieve from the MKD.

	False
	False
	1
	0
	(any)
	PMK-MA(local), identified by PMK-MAName(sender) in the peer link open message sent by the local MP.

	False
	False
	1
	1
	True
	PMK-MA(peer), identified by PMK-MAName(sender) in the received message, which the local MP must retrieve from the MKD.

	False
	False
	1
	1
	False
	PMK-MA(local), identified by PMK-MAName(sender) in the peer link open message sent by the local MP.

	False
	True
	(any)
	(any)
	(any)
	PMK-MA(peer), which is identified by PMK-MAName(sender) in the received message.

	True
	False
	(any)
	(any)
	(any)
	PMK-MA(local), which is identified by PMK-MAName(receiver) in the received message.

	True
	True
	(any)
	(any)
	True
	PMK-MA(peer), which is identified by PMK-MAName(sender) in the received message.

	True
	True
	(any)
	(any)
	False
	PMK-MA(local), which is identified by PMK-MAName(receiver) in the received message.


The local MP shall:

· Verify that the MKDD-ID value included in the MSCIE by the candidate peer MP is identical to the value included by the local MP in its peer link open frame.

· Verify that it supports the candidate peer MP’s group cipher suite, as indicated in the RSNIE received in the peer link open message.  Further, verify that it also supports at least one entry from the pairwise cipher suite list in the received RSNIE.

· Verify that it wishes to establish a link with the candidate peer MP, based on the policies advertised in the received message.

If any of these verifications fail, or if the key selection procedure resulted in “No PMK-MA available,” the MP shall respond with a message indicating that the abbreviated handshake cannot complete.  The response message shall be a Peer Link Confirm message with a nonzero Status Code, indicating the reason why the abbreviated handshake cannot complete.  
If the verifications succeed, a peer link confirm message containing Status Code zero shall be constructed and sent as specified in 11A.4.4.3.2.
11A.4.4.3.2 Construction of Peer link confirm message

Following processing of the peer link open message, the MP shall prepare and send the peer link confirm message.  The peer link confirm message shall only be sent to the candidate peer MP if the local MP has received the MLME-MeshAbbreviatedHSOpen.confirm primitive.  If this primitive has not yet been received by the SME, the peer link confirm message shall be sent when the MeshAbbreviatedHSOpen.confirm primitive is received.  Two types of peer link confirm messages are possible: secured or unsecured.  An unsecured peer link confirm message shall be sent if the Status Code is nonzero and the selected PMK-MA is not locally cached, or if the key selection procedure did not select a key.   Otherwise, a secured peer link confirm message shall be sent.
If the peer link confirm message is to be secured, and if the key selection procedure resulted in the choice of PMK-MA(peer), but the local MP’s MA function does not have PMK-MA(peer) in its cache, then the MA shall contact the MKD and retrieve the selected key. The MA shall use the PMK-MKDName value received in the peer link open message to identify the PMK-MA to be retrieved.  

If the peer link confirm message is to be secured and the PTK has not been calculated, the local MP shall derive the PTK from the PMK-MA chosen by the key selection process, according to 8.8.6.  Next, the local MP shall determine the Pairwise Cipher Suite to be used from the intersection of the lists contained in the RSNIE of both the sent and received peer link open messages.  If the intersection contains multiple entries, then the entry from the intersection list that is most preferred by the Selector MP shall be chosen (preference is indicated by ordering within the RSNIE).  

The local MP shall then construct and send the peer link confirm message.  Status Code shall be set to a value indicating the error resulting from processing the received peer link open message, and otherwise shall be zero.
In the Peer Link Confirm element, Local Link ID shall be set to the identifier created by the local MP and included in the peer link open message.  Peer Link ID shall contain the identifier sent by the candidate peer MP in the received peer link open message.  

The RSNIE of the peer link confirm message shall be configured as follows:
· PMKID list shall contain the PMK-MAName identifying the key chosen by the key selection procedure.  The PMKID list shall be empty if the key selection procedure returned “No PMK-MA available.”

· All other fields shall be identical to those contained in the peer link open message that was sent by the local MP.

The MSCIE in the peer link response message shall be identical to that contained in the peer link open message that was sent by the local MP.

The MSAIE of the peer link confirm message shall be configured as follows:

· In the Handshake Control field, Request Authentication shall be set to zero, and Abbreviated Handshake shall be set to 1.

· Selected Pairwise Cipher Suite indicate the the pairwise cipher suite that the MP determined will be used for this link.  This field shall be set to zero if the intersection list of Pairwise Cipher Suites is empty.  When this field is zero, Status Code shall be nonzero.

· PMK-MKDName shall be present if the key selection procedure resulted in the selection of PMK-MA(local).  If present, it shall identify the PMK-MKD from which the PMK-MA(local) was derived. 

· The Local Nonce and Peer Nonce fields shall be present and shall be set to the nonce values selected (and included in the peer link open messages) by the local MP and the candidate peer MP, respectively, and used in the PTK derivation.

· If the peer link confirm message is to be secured, the GTK sub-element shall be present.  The Key Info and RSC fields shall contain the appropriate information for the GTK included in the sub-element.  The Key Length field shall indicate the length of the unencrypted GTK.  The Key field shall contain the GTK of the local MP, wrapped using the KEK and the NIST AES Key Wrap algorithm.  If the GTK length is less than 16 octets or is not a multiple of 8 octets, the GTK shall be padded to achieve this length, prior to wrapping.  Padding is achieved by appending a single 0xdd octet to the GTK, followed by one or more 0x00 octets.
· If the peer link confirm message is to be secured, the MIC field shall be present. If present, the MIC field shall contain a 16-octet MIC, calculated using the KCK, by the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

Candidate Peer MP MAC address (Address 1 field in frame header)
Local MP MAC address (Address 2 field in frame header)
Status Code field

Contents of the RSNIE, from element ID to the end of the RSNIE

Contents of the Peer Link Confirm element, from element ID to the end of the element.

Contents of the MSCIE, from element ID to the end of the MSCIE

Contents of the MSAIE, from element ID through Optional Parameters fields, but omitting the MIC field.
Contents of the Peer Link Open Verification Block, defined below. 
· All other fields shall be set to zero.
The Peer Link Open Verification Block is a concatenation of information received from the candidate peer MP in the peer link open message.  The Peer Link Open Verification Block is not explicitly included in the peer link confirm message, but is used only in the calculation of the MIC.  The Peer Link Open Verification Block contains the concatenation in the following order, of:

· Contents of the RSNIE in the received peer link open frame, from element ID to the end of the RSNIE

· Contents of the Peer Link Open element in the received peer link open frame, from element ID to the end of the element.

· Contents of the MSCIE in the received peer link open frame, from element ID to the end of the MSCIE

· Contents of the MSAIE in the received peer link open frame, from element ID to the end of the MSAIE
11A.4.4.3.3 Processing Peer link confirm message

Upon receiving a peer link confirm message, the MP shall first match the link ID contained in the Peer Link ID of the Peer Link Confirm element to the instance of the abbreviated handshake that sent a Peer Link Open message containing the same link ID.  The received message is called “secured” if the MSAIE in the received message contains the MIC optional parameter.  If this parameter is not present, the received message is “unsecured.”

A peer link confirm message shall be ignored unless a peer link open message has previously been received and processed for the link instance identified in the received message.

If the peer link confirm message is secured, the MP shall verify the MIC in the received message.  If the MIC is invalid, the message is silently discarded.  The MIC calculation includes the Peer Link Open Verification Block, which shall be constructed as defined in 11A.4.4.3.2, but using the RSNIE, Peer Link Open element, MSCIE, and MSAIE that the local MP sent in the peer link open message for this link instance.
The MP may receive an unsecured peer link confirm message.  An unsecured message cannot be distinguished from a forgery; it may have been sent by an attacker.  Thus, the MP shall continue to wait for a secured peer link confirm message using the timeout behavior described in 11A.4.4.1.  However, the MP may use the information received in an unsecured peer link confirm message when determining whether to later reattempt establishment of a link instance with the candidate peer MP.

Upon validating the MIC in a secured peer link confirm message, the Status Code is examined.  If the Status Code is nonzero, the current instance of the abbreviated handshake fails, and the PTK shall subsequently be discarded.  However, the MP may use the Status Code and other information within the peer link confirm message when determining whether to reattempt link establishment with the candidate peer MP.  

Subsequently, the local MP shall:

· Verify that the PMK-MA identified in the RSNIE PMKID list field in the received peer link confirm message is the same as the result of the key selection procedure.

· Verify that the remaining fields of the RSNIE exactly match those previously received in the peer link open message.

· Verify that the MSCIE exactly matches that previously received in the peer link open message.

· Verify that the Selected Pairwise Cipher Suite contained in the received message matches that sent by the local MP in the peer link confirm message.

· Unwraps the GTK field, ignoring padding if it was required, and verifies that the unwrap is successful.

If any of these verifications fail, the abbreviated handshake cannot complete.  Subsequently, the PTK and the received GTK shall be discarded.
If the verifications succeed, the link is considered established; see 11A.4.4.3.4.
11A.4.4.3.4 Completion of simultaneous form abbreviated handshake

The peer link has been established when a valid peer link open and peer link confirm message have been received from the candidate peer MP, and when the peer link open and confirm messages have each been sent to the candidate peer MP.  If any message carries a nonzero Status Code in the Peer Link Management message, the link fails to be established.
Once the abbreviated handshake successfully completes, the MP shall install the PTK and the GTK (received in the peer link confirm message) for communication with the responder MP.  Unicast data traffic exchanged between the MPs shall be protected with the PTK and shall use the Pairwise Cipher Suite given in the MSAIE of the peer link confirm frames.

An MP shall use the Group Key Handshake (see 11A.4.3
) to provide an update of its GTK to the peer MP during this link instance.  Upon successful completion of the abbreviated handshake (i.e., when installing the PTK), the MP shall reset to zero a key replay counter used when initiating the Group Key Handshake with the peer MP.  The MP shall additionally reset to zero a second replay counter used to enforce monotonicity of key replay counter values used by the peer MP in Group Key Handshakes that the peer MP initiates (to provide updates of its GTK). 

Insert the following new subclause after 11A.4.4 (Abbreviated MSA authentication mechanism) and before 11A.4.5 (Mesh key holder security association), renumbering subsequent subclauses as needed.
11A.4.5 Closing a peer link

An MP may decide to close a peer link after it has been established using the MSA authentication mechanism or the Abbreviated Handshake.  The Peer Link Close message is used to notify the peer MP that the link is being closed.
The Peer Link Close message shall not be sent during the execution of the Abbreviated Handshake; that is, it shall not be sent while an MP is waiting for an Abbreviated Handshake message from the candidate peer MP.  If an MP receives a Peer Link Close message during the Abbreviated Handshake, the message shall be ignored.

Upon sending a Peer Link Close message, the MP shall close the local link instance.  The Peer Link Close message shall be configured as follows:
In the Peer Link Close element, 

· Local Link ID and Peer Link ID shall be set to the link identifiers exchanged during the MSA authentication mechanism or the Abbreviated Handshake that identify the link being closed.  

· Reason Code shall contain a nonzero entry that indicates why the link is being closed.

In the MSAIE,

· Handshake Control, MA-ID, Selected AKM Suite, and Selected Pairwise Cipher Suite shall each be set to zero.

· Optional Parameters shall contain only the MIC sub-element.  The MIC sub-element shall contain a 16-octet MIC, calculated using the KCK, by the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B), on the concatenation in the following order, of:

Peer MP MAC address (Address 1 field in frame header)

Local MP MAC address (Address 2 field in frame header)

Contents of the Peer Link Setup element, from element ID to the end of the element.

Upon receiving a Peer Link Close message containing the MSAIE, an MP shall calculate and verify the MIC using the PTK established for securing the link with the MP that sent the message.  If invalid, the message shall be silently discarded.  Otherwise, the MP shall close the link identified by the Link IDs contained in the Peer Link Close message.  The MP is not required to send a message to the peer MP when closing the link.
· (normative) ASN.1 encoding of the MAC and PHY MIB

Insert the following entries at the end of the dot11MeshPointConfig table:

dot11MeshAbbreviatedHSTimeout OBJECT-TYPE


SYNTAX INTEGER (1..65535)


MAX-ACCESS read-write


STATUS current


 DESCRIPTION

“The time in milliseconds that a mesh point waits for a message during the abbreviated handshake, before indicating failure of the abbreviated handshake.”


 ::= { dot11MeshPointConfigEntry 17}

· Mesh Annex (Informative)

Insert the following new subclause before existing subclause T.8:

· Abbreviated Handshake State Machine

The Abbreviated Handshake is defined in 11A.4.4.  This subclause provides a supplementary description of the behavior of a MP performing the abbreviated handshake, through the use of a finite state machine.  While the specification of the protocol is in 11A.4.4, the additional information in this subclause may assist in understanding its operation.
T.8.1 Overview

An MP using the abbreviated handshake to establish a secure peer link may be viewed as progressing through a set of states according to the finite state machine described within this subclause.  An instance of the abbreviated handshake state machine always begins in the “CLOSED” state.  Reaching the “ESTAB” state indicates that a peer link has been established through a successful execution of the abbreviated handshake.  The intermediate events that are traversed depend on, for example, whether the simultaneous or sequential form of the abbreviated handshake is used (see 11A.4.4). 
T.8.2 Abbreviated Handshake Frames

Several of the events (as described in T.8.4) that trigger transitions in the finite state machine are caused by the reception of messages from the candidate peer MP.  A received message may trigger either an “accept” or “reject” event (denoted ACPT and RJCT, respectively), depending on whether or not the information received in the message is acceptable to the MP.  The determination of this acceptability is given 11A.4.4.2.1, 11A.4.4.2.3, 11A.4.4.2.5, 11A.4.4.2.7, for the peer link open, setup, response, and acknowledge messages of the sequential form of the abbreviated handshake, as well as 11A.4.4.3.1 and 11A.4.4.3.3 for the peer link open and confirm messages of the simultaneous form.
Note that a message that contains an invalid MIC, as verified by the receiving MP, never generates a RJCT event.  An invalid MIC causes the message to be silently discarded.   
T.8.3 States

The finite state machine uses the following nine states:

a) CLOSED – In the CLOSED state, the finite state machine only responds to an event generated by IEEE 802.11 SME. Other types of events are silently ignored. The CLOSED state is a terminal state. 

b) LISTENING – In the LISTENING state, the finite state machine is listening for an incoming Peer Link Open frame from a candidate peer MP.

c) SENDING – In the SENDING state, the finite state machine has requested the abbreviated handshake be initiated, but the MAC layer has not yet reported that the attempt to send the frame has completed.

d) SIMULT_OPN – In the SIMULT_OPN state, the finite state machine has received a Peer Link Open frame from the candidate peer MP, while the MAC layer is attempting to transmit a Peer Link Open frame to the candidate peer MP.  Thus, the abbreviated handshake is in the simultaneous form.  

e) OPN_SENT – In the OPN_SENT state, the MAC layer has actively sent a Peer Link Open frame and the finite state machine is waiting for a response frame from the candidate peer MP.

f) WAIT_FOR_CONFIRM – In the WAIT_FOR_CONFIRM state, the finite state machine has received a Peer Link Open frame from the candidate peer MP, and the MAC layer has actively sent the Peer Link Open frame itself.  The Peer Link Confirm message has been sent to the candidate peer MP.  Thus, the abbreviated handshake is in the simultaneous form.  The MP waits for the Peer Link Confirm message from the candidate peer MP in this state. 

g) WAIT_FOR_ACK – In the WAIT_FOR_ACK state, the finite state machine has received the Peer Link Setup frame after having sent the Peer Link Open frame. Thus, the abbreviated handshake is in the sequential form.  The MP has sent a Peer Link Response frame, and waits for the Peer Link Acknowledge frame in this state.

h) SETUP_SENT – In the SETUP_SENT state, the finite state machine has received the Peer Link Open frame while in the LISTENING state. Thus, the abbreviated handshake is in the sequential form.  The MP has sent the Peer Link Setup frame, and waits for the Peer Link Response frame in this state.
i) ESTAB – In the ESTAB state, the finite state machine completed the abbreviated handshake in either the sequential or the simultaneous form. The link is established and configured for exchanging frames with peer MPs in the ESTAB state. 

T.8.4 Events and Actions

The finite state machine uses three types of events: events created by IEEE 802.11 SME and MAC layer, external events generated by frame processing, and events associated internal timers.

IEEE 802.11 SME uses the following primitives to pass events to the finite state machine.

a) CNCL -- used to instruct the link instance to cancel the link with the peer MP. 

b) LISTEN -- used to instruct the link instance to passively listen to a peer link establishment frame from a candidate peer MP. 

c) OPEN -- used to instruct the link instance to actively initiate the abbreviated handshake with the candidate peer MP whose MAC address is peerMAC. 

d) SENT-OPEN – MLME-MeshAbbreviatedHSOpen.confirm(peerMAC) event is issued by the MAC layer to inform the link instance that the attempt to transmit the Peer Link Open frame has completed.
The events generated by frame processing are

· OPN_ACPT – The OPN_ACPT event indicates that an Abbreviated Handshake Peer Link Open frame has been received from the candidate peer MP and meets the correctness criteria described in T.8.2.  
· OPN_RJCT – The OPN_RJCT event indicates that an Abbreviated Handshake Peer Link Open frame has been received from the candidate peer MP but fails to meet some correctness criteria as described in T.8.2.
· SETUP_ACPT – The SETUP_ACPT event indicates that an Abbreviated Handshake Peer Link Setup frame has been received from the candidate peer MP and meets the correctness criteria described in T.8.2.
· SETUP_RJCT – The SETUP_RJCT event indicates that an Abbreviated Handshake Peer Link Setup frame has been received from the candidate peer MP but fails to meet some correctness criteria as described in T.8.2.
· RESP_ACPT – The RESP_ACPT event indicates that an Abbreviated Handshake Peer Link Response frame has been received from the candidate peer MP and meets the correctness criteria described in T.8.2. 

· RESP_RJCT – The RESP_RJCT event indicates that an Abbreviated Handshake Peer Link Response frame has been received from the candidate peer MP but fails to meet some correctness criteria as described in T.8.2. 

· ACK_ACPT – The ACK_ACPT event indicates that an Abbreviated Handshake Peer Link Acknowledge frame has been received from the candidate peer MP and meets the correctness criteria described in T.8.2. 

h) ACK_RJCT – The ACK_RJCT event indicates that an Abbreviated Handshake Peer Link Acknowledge frame has been received from the candidate peer MP but fails to meet some correctness criteria as described in T.8.2. 

i) CNF_ACPT – The CNF_ACPT event indicates that an Abbreviated Handshake Peer Link Confirm frame has been received from the candidate peer MP and meets the correctness criteria described in T.8.2.

j) CNF_RJCT – The CNF_RJCT event indicates that an Abbreviated Handshake Peer Link Confirm frame has been received from the candidate peer MP but fails to meet some correctness criteria as described in T.8.2.

k) CLS_ACPT – The CLS_ACPT event indicates that a valid Peer Link Close frame, as specified in 11A.4.5, has been received from the candidate peer MP.

An internal timer event is defined.  The expiration of the messageTimer triggers the TOM event:

· TOM – The messageTimer timeout event. The messageTimer aborts an abbreviated handshake link establishment attempt if an abbreviated handshake frame is expected from the candidate peer MP, but does not arrive before timer expiration.  When TOM occurs, the abbreviated handshake link instance shall be closed, and a transition to CLOSED state occurs.
The finite state machine may take an action triggered by an event. It uses two types of actions: sending a peer link management frame and handling a timer. 

Actions related to sending a peer link management frame:

a) sndOPN – the action that the link instance takes to send a Peer Link Open frame to the candidate peer MP, which is accomplished through the use of the MLME-MeshAbbreviatedHSOpen.request primitive.
b) sndSETUP – the action that the link instance takes to send a Peer Link Setup frame to the candidate peer MP.

c) sndRESP – the action that the link instance takes to send a Peer Link Response frame to the candidate peer MP.

d) sndACK – the action that the link instance takes to send a Peer Link Acknowledge frame to the candidate peer MP.

e) sndCNF -- the action that the link instance takes to send a Peer Link Confirm frame to the candidate peer MP. 

f) sndCLS -- the action that the link instance takes to send a Peer Link Close frame to the peer MP or candidate peer MP.  The reasonCode contained in the message shall specify the reason that the Peer Link Close is sent, whose value shall be set to a value between 46 to 51 as specified in Table 7.22.

The actions on handling timers are described below.

· setM – the action that sets the timeout value for messageTimer.  The timer shall be set to the value of dot11MeshAbbreviatedHSTimeout.
· clM – the action that clears the current value of the messageTimer

T.8.5 State Transitions

The abbreviated handshake state machine is summarized using a state table and a state diagram.

The state table is given in Table f, where each row represents state transitions from the state to all other states. The blank entry means no such transition occurs.

In the state transition table and diagram, the notation “E/A” is used to represent a state transition, where E indicates one or more events that occur to cause the transition, and A indicates one or more actions taken as a result of the transition.  Some state transitions have no actions other than the state transition itself (denoted “--”).

Table f - Abbreviated Handshake State Transition Table

	
	
	To State

	
	
	CLOSED
	LISTENING
	SENDING
	SIMULT_
OPEN
	OPN_SENT
	WAIT_FOR_
CONFIRM
	WAIT_FOR_
ACK
	SETUP_
SENT
	ESTAB

	From state
	CLOSED
	 
	LISTEN/--
	 
	 
	 
	 
	 
	 
	 

	
	LISTENING
	CNCL/--;
OPN_RJCT/
sndSETUP
	 
	OPEN/
(sndOPN,setM)
	 
	 
	 
	 
	OPN_ACPT/
(sndSETUP, setM)
	 

	
	SENDING
	TOM/ --
	 
	 
	OPN_ACPT/
--
	SENT-OPEN/
setM
	 
	SETUP_ACPT/
sndRESP, setM
	 
	 

	
	SIMULT_
OPEN
	TOM/ --
	 
	 
	 
	 
	SENT-OPEN/
(sndCNF, setM)
	 
	 
	 

	
	OPN_SENT
	CNF_RJCT, SETUP_RJCT, CNCL, TOM/--
	 
	 
	 
	OPN_RJCT/
sndCNF
	OPN_ACPT/
sndCNF
	SETUP_ACPT/
sndRESP, setM
	 
	 

	
	WAIT_FOR_
CONFIRM
	CNF_RJCT, CNCL, TOM/--
	 
	 
	 
	 
	 
	 
	 
	CNF_ACPT/--

	
	WAIT_FOR_
ACK
	ACK_RJCT, CNCL, TOM/--
	 
	 
	 
	 
	 
	 
	 
	ACK_ACPT/--

	
	SETUP_
SENT
	RESP_RJCT, CNCL, TOM/--
	 
	 
	 
	 
	 
	 
	 
	RESP_ACPT/
sndACK

	
	ESTAB
	CNCL/sndCLS; CLS_ACPT/--
	 
	 
	 
	 
	 
	 
	 
	 


The abbreviated handshake state transition diagram is given in Figure D, where each arrow represents a state transition. Any event not shown in the diagram indicates that the event does not cause a state transition.
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Figure D - Abbreviated Handshake State Transition Diagram



Abstract





This submission proposes an abbreviated handshake for MSA.  The purpose of the handshake is to provide a shorter version of the full MSA authentication during continued mesh formation, which occurs after a mesh point has an Initial MSA authentication and has established a key hierarchy at the Mesh Key Distributor (MKD).  





The proposed handshake supports two forms, sequential and simultaneous, both which require two peers to exchange 4 messages (compared to 8 or more messages for full MSA authentication).  The sequential form of the handshake allows the MP initiating the handshake to receive confirmation from its peer that the protocol successfully completed and keys were installed.  Both forms of the handshake allow the MP to pull keys from the MKD mid-protocol in the event that a common cached key does not exist.  A security proof for the proposed handshake is introduced in document 11-07/2432r0 and 11-07/2436r0.





Baseline: D1.06 + 11-07/2362r2 (Mesh Group Key Delivery Updates)











�If 11-07/2362r0 has not been adopted, replace with “see 8.5.4”.


��If 11-07/2362r0 has not been adopted, replace with “see 8.5.4”.


��If 11-07/2362r0 has not been adopted, replace with “see 8.5.4”.
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