September 2007

doc.: IEEE 802.11-07/2494r3

IEEE P802.11
Wireless LANs

	Venue Type Assisted Network Selection

	Date:  2007-09-17

	Author(s):

	Name
	Company
	Address
	Phone
	Email

	Dave Stephenson
	Cisco Systems
	170 W. Tasman Dr. 
San Jose, CA 95134
	+1 408 527 7991
	daves@cisco.com

	Necati Canpolat
	Intel Corporation
	2111 NE. 25th Ave,
Hillsboro, OR 97124
	+1 503-264-8014
	necati.canpolat@intel.com

	Matthew Gast
	Trapeze Networks
	5753 W. Las Positas Blvd
Pleasanton, CA 94588
	+1 925 474 2273
	msg@trpz.com

	Stephen McCann
	Nokia Siemens Networks Roke Manor
	Roke Manor, Old Salisbury Lane, Romsey, Hampshire, SO51 0ZN, UK
	+441794833341
	stephen.mccann@roke.co.uk






7. Frame formats
7.3 Management frame body components

7.3.1 Fields that are not information elements

7.3.1.20 Network Metadata
The Network Metadata field contains descriptive data for the BSS.  The format of the Network Meta field is shown in Figure u2a.  This field is used to advertise metadata for the default and non-default SSIDs included in the BSSID.
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Figure u2a—Network Metadata Field

Bit 0 is the Next Authentication Step Required (NASR) bit.  This bit is set to one to indicate that the network requires a further authentication step, as defined in 7.3.2.54.
Bit 1 is  the Internet/Intranet bit.  This bit is set to zero and ignored by a non-AP STA when the Network Type field in the Interworking Information element is not set to “free”.  If the Network Type field is set to “free”, then this bit is set to 1 when the network provides connectivity to the Internet; otherwise it is set to 0 indicating that an intranet-only connection is provided by the DS.
Bit 2 is the Guest SSID bit.  This bit is set to zero and ignored by a non-AP STA when the Network Type field in the Interworking Information element is not set to “Private network with guest access”.  If the Network Type field is set to “Private network with guest access”, then this bit is set to 1 to indicate to non-APs STAs that guest access is available on this SSID.
Bits 3 - 7 are reserved, are set to zero by the AP and ignored upon reception.

The Venue Group and Venue Type are both 1-octet values selected from Table u1c and Table u1d respectively.  The entries in Tables u1c and u1d are drawn from the International Building Code’s Use and Occupancy Classifications [B33].  These fields are used to advertise venue information for the default and non-default SSIDs included in the BSSID.  An AP sets the default value of Venue Group to Residential and the default value of Venue Type to unspecified.
Table u1c—Venue Group assignments
	Venue Group Code
	Venue Group Description

	0
	Unspecified

	1
	Assembly

	2
	Business

	3
	Educational

	4
	Factory and Industrial

	5
	Institutional

	6
	Mercantile

	7
	Residential

	8
	Storage

	9
	Utility and Miscellaneous

	10
	Vehicular

	11
	Outdoor

	12 – 255
	Reserved


Editor’s Note: after approval of this amendment, Venue Group codes will be managed by 802.11 Assigned Numbers Authority.

Table u1d—Venue Type assignments
	Venue Group
	Venue Type Code
	Venue Description

	0
	0
	Unspecified

	0
	1 - 255
	Reserved

	1
	0
	Unspecified Assembly

	1
	1
	Arena

	1
	2
	Stadium

	1
	3
	Passenger Terminal (e.g., airport, port, bus station, ferry terminal, train station)

	1
	4
	Amphitheater

	1
	5
	Amusement Park

	1
	6
	Place of Worship

	1
	7
	Convention Center

	1
	8
	Library

	1
	9
	Museum

	1
	10
	Restaurant

	1
	11
	Theater

	1
	12
	Zoo or Aquarium

	1
	13 - 255
	Reserved

	2
	0
	Unspecified Business

	2
	1
	Doctor or Dentist office

	2
	2
	Bank

	2
	3
	Fire Station

	2
	4
	Police Station

	2
	5
	Post Office

	2
	6
	Professional Office

	2
	7
	Research and Development Facility

	2
	8
	Attorney Office

	2
	9 – 255
	Reserved

	3
	0
	Unspecified Educational

	3
	1
	School, Primary

	3
	2
	School, Secondary

	3
	3
	University or College

	3
	4-255
	Reserved

	4
	0
	Unspecified Factory and Industrial

	4
	1
	Factory

	4
	2 – 255
	Reserved

	5
	0
	Unspecified Institutional

	5
	1
	Hospital

	5
	2
	Long-Term Care Facility (e.g., Nursing home, Hospice, etc.)

	5
	3
	Alcohol and Drug Re-habilitation Center

	5
	4
	Group Home

	5
	5
	Prison or Jail

	5
	6 – 255
	Reserved

	6
	0
	Unspecified Mercantile

	6
	1
	Retail Store

	6
	2
	Grocery Market

	6
	3
	Automotive Service Station

	6
	4 – 255
	Reserved

	7
	0
	Unspecified Residential

	7
	1
	Hotel or Motel

	7
	2
	Dormitory

	7
	3
	Boarding House

	7
	4 – 255
	Reserved

	8
	0 – 255
	Reserved

	9
	0 – 255
	Reserved

	10
	0
	Unspecified Vehicular

	10
	1
	Automobile or Truck

	10
	2
	Airplane

	10
	3
	Bus

	10
	4
	Ferry

	10
	5
	Ship or Boat

	10
	6
	Train

	10
	7 – 255
	Reserved

	11
	0
	Unspecified Outdoor

	11
	1
	Muni-mesh Network

	11
	2
	City Park

	11
	3 – 255
	Reserved


Editor’s Note: after approval of this amendment, Venue Type codes will be managed by 802.11 Assigned Numbers Authority.

7.2.3 Management frames

7.2.3.1 Beacon frame format
Add the following to the contents of Table 8 as shown below:

Table 8—Beacon frame body 

	Order
	Information
	Notes

	25
	Interworking 
	Interworking is present if dot11InterworkingServiceImplemented is true.

	26
	Advertisement Protocol
	One or more Advertisment Protocol elements may be present if dot11InterworkingServiceImplemented is true and one or more dot11GasAdvertisementID MIB variables exist.

	26
	Generic Advertising Service Traffic Indication Map
	Present in Beacon if and only if both of the following conditions are true: dot11InterworkingServiceImplemented is true and at least one of the supported Advertisement Protocol’s dot11GasDeliveryMethod MIB variable(s) is set to multicast.


EDITORIAL NOTE— These order values need to be allocated before sponsor ballot (ABSB) by ANA

and are only tentative values at this time..
7.2.3.6 Association Request frame format


Table 10—Association Request frame format
	Order
	Information
	Notes

	
	
	




7.2.3.7 Association Response frame format
7.2.3.8 Reassociation Request frame format


Table 12—Reassociation Request frame body 
	Order
	Information
	Notes

	
	
	


EDITORIAL NOTE— These order values need to be allocated before sponsor ballot (ABSB) by ANA


7.2.3.9 Probe Response frame format

Add the following to the contents of Table 15 as shown:

Table 15—Probe Response frame body 
	Order
	Information
	Notes

	23
	Interworking 
	Interworking is present if dot11InterworkingServiceImplemented is true.

	24
	Advertisement Protocol
	One or more is Advertisment Protocol elements may be present if dot11InterworkingServiceImplemented is true and one or more dot11GasAdvertisementID MIB variables are defined.

	25
	SSID Container IE
	Optional (shall be present if “Use SSIDC IE while Active Scanning” bit in the Interworking IE is set to 1 and the SSID in the corresponding Probe Request is not the default SSID.)


EDITORIAL NOTE— These order values need to be allocated before sponsor ballot (ABSB) by ANA

and are only tentative values at this time.
7.3.2
Information elements
Insert the following to the contents of Table 26 as shown below:

Table 26—Element IDs

	Information Element
	Element ID

	Interworking 
	<ABSB> (see note below)

	Advertisement Protocol
	<ABSB> (see note below)

	GAS Traffic Indication Map
	<ABSB> (see note below)

	QoS Map Set
	<ABSB> (see note below)

	Expedited bandwidth request
	<ABSB> (see note below)

	SSID Container element
	<ABSB> (see note below)

	Default Emergency Services NAI
	<ABSB> (see note below)

	Reserved
	<ABSB> (see note below)


EDITORIAL NOTE—Assignment of values for these information elements needs to be approved by IEEE 802.11 ANA. Until that time, these values are marked as Allocate By Sponsor Ballot (ABSB). Final values will be requested from IEEE 802.11 ANA once this amendment reaches the 75% approval threshold in Sponsor Ballot.
7.3.2.36 Interworking Information element

The Interworking Information element contains information about the interworking service capabilities of a STA as shown in Figure u1. 

	
	
	
	
	
	
	

	
	Element ID
	Length
	Interworking Capabilities
	HESSID
(optional)
	Network type (optional)
	Network metadata (optional)

	Octets:
	1
	1
	1
	6
	1
	3


Figure u1—Interworking Information element format
The Element ID field is equal to the Interworking value in Table 26.

The Length field is the length of the Interworking Capabilities field. For a non-AP STA, the value of the Length field is 1.  For an AP, the value of the length field is either 5 or 11 depending on whether the HESSID field is included.
The Interworking Capabilities field is a bit field indicating the advertised interworking capabilities of the STA. The Interworking Capabilities field is shown in Figure u2.

The HESSID field specifies the value of HESSID, see 11.10.1.  The HESSID field is optionally present depending on the setting of the HESSID Present bit in the Interworking capabilities field.  This field is included when the STA is an AP; a non-AP STA does not include this field in the Interworking information element 
The Network Type field is shown in Figure u4a.  This field is included when the STA is an AP; a non-AP STA does not include this field in the Interworking information element .
The Network Metadata field is per 7.3.1.20.  This field is included when the STA is an AP; a non-AP STA does not include this field in the Interworking information element.
	
	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7

	
	QoS Map
	Expedited Bandwidth Request
	Emergency Alert System Notification
	Use SSIDC IE while Active Scanning
	Multiple SSIDs
	HESSID Present
	Reserved

	Bits:
	1
	1
	1
	1
	1
	1
	2


Figure u2—Interworking Capabilities field
· The QoS Map Service capability bit set to 1 indicates the STA supports QoS Map Service.  The QoS Map Service capability bit set to 0 indicates the STA does not support QoS Map Service.

· The Expedited Bandwidth Request Service capability bit set to 1 indicates that the STA supports Expedited Bandwidth Request Service.  The Expedited Bandwidth Request Service capability bit set to 0 indicates the STA does not support Expedited Bandwidth Request Service.

· The Emergency Alert System Notification (EASN) capability bit set to 1 indicates that higher layer EAS is in operation.  This bit shall be set to 0 by the non-AP STA upon transmission and ignored by the AP upon reception. The EASN capability bit set to 0 indicates that no higher layer EAS is in operation.  The setting of this bit may then require a non-AP STA to request further information from the higher layers to receive the full EAS information.
· Bit 3 is used only by APs; it is set to 0 by the non-AP STA upon transmission and ignored by the AP upon reception. The "Use SSID Container (SSIDC) IE while Active Scanning" bit is used by an AP to signal to non-AP STAs whether or not the SSIDC IE is included in Probe Request frames and Probe Response frames (see 11.1.3.2):
· B4 is the Multiple SSID bit and is only used by APs.  This bit is set to 1 to indicate that more than 1 SSID is present on this BSSID.  This bit is set to 0 when exactly 1 SSID (the default SSID) is present on this BSSID.  Non-AP STAs set this bit to zero.
· B5 is the HESSID Present bit and is only used by APs.  This bit is set to 1 to indicate that the HESSID field is present in this information element.  This bit is set to 0 to indicate that the HESSID field is not present in this information element.  This bit is set to 1 whenever the Multiple SSIDs bit is set to 1.  Non-AP STAs set this bit to zero.
· All other bits are reserved and are set to 0 on transmission and ignored on reception

	
	b0 – b3
	b4
	b5
	b7

	
	Network Type code
	Internet Access
	Reserved

	Bits:
	4
	1
	3


Figure u3—Network Type field
· The Network Type code is set per Table u2.  For multiple SSID operation, all of the SSIDs in the BSSID are of the same network type.
· The Internet Access bit is set to 1 whenever any of the SSIDs on this BSSID have their Internet/Intranet bit in the Network Metadata field set to 1.  If all of the SSIDs on this BSSID have their Internet/Intranet bit in the Network Metadata field set to 0, then the Internet Access bit is set to 0.
Table u2—Network Type Code bit assignments
	Network Type Code Bits (b0-b3)
	Meaning
	Description

	0x0
	Private network
	Non-authorized users are not permitted on this network.  Examples of this network type are home networks and enterprise networks (which may employ user accounts).  These networks may or may not employ encyrption.

	0x1
	Private network with guest access
	Private network but guest accounts area available.  If more than 1 SSID is on the BSSID, then 1 or more guest SSIDs may be identified via their Network Metadata field.

	0x2
	Chargeable public network
	Network is accessible to anyone, however, access to the network requires payment.  Further information on types of charges may be available through other methods (802.21, UAM, etc).

	0x3
	Free public network
	Network is accessible to anyone and no charges apply for network use.

	0x4
	Emergency network
	The network supports emergency services.  Further information is available from a GAS native query (see clause 7.3.2.53)

	0x5 to 0xE
	Reserved
	Not used.

	0xF
	Reserved
	Reserved for wildcard network type


The Emergency network type code indicates that higher layer emergency services are reachable through the SSIDs in the BSSID.  Emergency services may be supported either by an ESO (emergency services only) network or a network that supports emergency services accessible with public credentials.  An AP advertises this capability if one of the two methods is supported.

For a network to be identified as an ES network type, location capability is enabled on an AP if the AP is located in a regulatory domain that requires location capabilities.  In addition, this network type is only advertised if all of the following are true (see Annex P.1 for further information):

· If an ESO network, the SSID is configured for open authentication and used exclusively for providing emergency services
· If a ES network with public credentials, the SSID is configured for RSN authentication

· dot11QosOptionImplemented is true

· Expedited Bandwidth Request Service capability bit is set to 1

7.3.2.37 Network supports end-to-end QoS from STA to all APs in ESS to PSAP. It is outside the scope of Interworking Services how this information is known to the AP.
7.3.2.38 Advertisement Protocol Information element

The Advertisement Protocol Information element contains information which identifies a particular advertisement protocol and its Advertisement Control as shown in Figure u4.

	
	
	
	
	

	
	Element ID
	Length
	Advertisement Control
	Advertisement Protocol ID

	Octets:
	1
	1
	1
	variable


Figure u4—Advertisement Protocol Information element format

The Element ID field is equal to the Advertisement Protocol value in Table 26.

The Length field is the length of the Advertisement Protocol Information element. The value of the Length field is 1 octet plus the length of the Advertisement Protocol ID field.  If the Advertisement Protocol ID is not equal to the vendor specific value in Table 26, then the length field is set to 2.  If the Advertisement Protocol ID is the vendor specific value, then the Advertisment Protocol ID is the Vendor Specific Information element per 7.3.2.26.  In this case, the length is equal to 1 plus the total number of octets in the Vendor Specific Information element.

The Advertisement Control is a 1-octet field which specifies multicast or unicast delivery method of the GAS protocol.  The format of this field is shown in Figure u7.  The Advertisement control field is defined as follows:

· Bit 0 is set to 1 if, for the advertising protocol specified in the Advertisement protocol ID, the AP is configured for multicast delivery as described in 11.10.1.2. Bit 0 is set to 0 if the AP is configured for unicast delivery as described in 11.10.1.3. In the AP, the Delivery Method is set in accordance with dot11GasDeliveryMethod. The non-AP STA sets bit0 to 0 on transmission and the AP ignores this bit upon reception.  STAs set the reserved bits to 0 and ignore them upon reception.

· The Query Response Length Limit indicates the maximum number of octets an AP will transmit in the Response Info field of a Gas Response IE contained within a GAS Initial Response Advertisement frame or GAS Comeback Response Advertisement frame(s).  The Query Response Length Limit is encoded as an integer number of 256-octet units.  A value of zero is not permitted.  A value of 0x7F means there is no maximum limit enforced.
	
	B0
	B1
	B7

	
	Delivery Method
	Query Response Length Limit

	Bits:
	1
	7


Figure u7—Advertisement Control Field

The Advertisement Protocol ID is a variable length field. If the first octet of this field is the vendor specific Advertisement Protocol ID as provided in Table u1, then this field contains the Vendor Specific Information Element per clause 7.3.2.26.  If this first octet of this field is not the vendor specific Advertisement Protocol ID, then its length is 1 octet and its value is per Table u1
Table u1—Advertisement Protocol ID definitions
	Name
	Value

	Native Query Protocol
	0

	MIH Information Service
	1

	MIH Command and Event Services Capability Discovery
	2

	Emergency Alert System (EAS) Service
	3

	Reserved
	4-220

	Vendor Specific
	221

	Reserved
	222 – 255


· Native Query Protocol in Table u1 is a mechanism for a non-AP STA to query the AP for locally known data (i.e., the AP will directly respond to queries without proxying the query to a server in the DS).

· MIH Information Service in Table u1 is a Service defined in IEEE 802.21 clause 8 to support information retrieval from an information repository in the DS. 
· MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 clause 8 to support discovering capabilities of command service and event service entities in the DS. 
· Emergency Alert System (EAS) service is a mechanism which allows a network to disseminate EAS notifications to unauthenticated and unassociated IEEE 802.11 STAs.

· Advertisement Protocol ID 221is reserved for a Vendor Specific protocol which shall have the format defined in clause 7.3.2.26.

Editor’s Note: after approval of this amendment, Advertisement Protocol IDs will be managed by 802.11 Assigned Numbers Authority.
7.3.2.43 SSID Container Information element

The SSID Container Information element is used to contain an Index field, an SSID IE and optional RSN IE for use by Interworking-capable STAs in accordance with the scanning procedures defined in clause ‎11.1.3.  The format of the SSID Container information element is shown in Figure u5.

	
	Element
ID
	Length
	Index
	Network metadata (optional)
	SSID IE
	RSN IE
(optional)

	Octets:
	1
	1
	1
	3
	variable
	variable


Figure u5—SSID Container (SSIDC) element description

The Element ID field is equal to the SSID Container element value in Table 26.

The Length field is set to 1 plus the sum of the number of octets in the SSID and RSN IEs when the Network metadata field is not present.  The Length field is set to 4 plus the sum of the number of octets in the SSID and RSN IEs when the Network metadata field is present.
The index field is used to identify within the TIM element which bit in the Partial Virtual bitmap indicates broadcast or multicast frames are buffered at the AP for this SSID.  The values which the Index field can take on are provided in clause 7.3.2.6.
The Network metadata field is per 7.3.1.20.  This is an optional field which is included when Network metadata is defined for the SSID if this metadata is different from the Network metadata defined for the default SSID.  If this field is included, it overrides the value of the Network Metadata field in the Interworking element, if present.
The SSID IE is defined in clause 7.3.2.1.

The RSN IE is defined in clause 7.3.2.25.

Insert the following new subclause, renumbering figures and tables as appropriate:
7.3.2.54 Venue Name Information element

The Venue Name Information Element provides the venue name associated with the BSS.  The format of the Venue Name IE is shown in Figure u27d.  The Venue Name element may be used in cases where the SSID alone does not provide sufficient description of the venue’s name.
	
	Info ID
	Length
	Status Code
	Venue Name Field (optional)
	…
	Venue Name Field (optional)

	Octets:
	1
	2
	2
	variable
	…
	variable


Figure u27d—Native Info Venue Name element format

The Info ID field is equal to 4, which corresponds to the Venue Name element per Table u2.

The Length field is the length of the Venue Name element and is equal to 2 plus the total size of the venue name fields.

The Status Code is a 2-octet field with values drawn from Table 23.

The Venue Name field is shown in Figure u27d1.  Each venue name field which is defined for an SSID is included in the native query response.
	
	
	
	

	
	Length
	Index
	Venue name

	Octets:
	1
	1
	variable


Figure u27d1—Venue name field definition

The length sub-field is the length in octets of the venue name subfield.  It is set equal to 1 plus the number of octets in the Venue name subfield

The Index field serves to bind the Venue name field to its corresponding SSID.  It is identical to the index  in the SSIDC information element (see 7.3.2.47) for the corresponding SSID.  If the index is set to zero, then the venue name is for the default SSID.
The Venue name sub-field is a UTF-8 formatted field containing the venue’s name.  The maximum length of this field is 32 octets.  UTF-8 format is per RFC-3629.
10.3 MLME SAP Interface

10.3.2 Scan

10.3.2.1 MLME-SCAN.request
Change the primitive parameter list as shown:

MLME-SCAN.request
(

BSSType,

BSSID,

SSID,
HESSID,

Network Type,
Internet Access
ScanType,

ProbeDelay,

ChannelList,

MinChannelTime,

MaxChannelTime,

VendorSpecificInfo

)

	Name
	Type
	Valid Range
	Description

	HESSID
	MAC Address
	Any valid individual MAC address or the broadcast MAC address
	Specifies the desired specific HESSID network identifier or the wildcard network identifier.

	Network Type
	As defined in Table u2.
	0 to 15
	Specifies a desired specific Network Type or the wildcard network type.

	
	

	
	

	Internet Access
	Boolean
	True, False
	As defined in 7.3.2.37.

	
	
	
	

	
	
	
	


10.3.2.2 MLME-SCAN.confirm
10.3.2.2.1 Function
10.3.2.2.2 Semantics of the service primitive

Add the following to the BSSDescription elements:

	Name
	Type
	Valid Range
	Description

	HESSID
	MAC Address
	Any valid individual MAC address or the broadcast MAC address
	Specifies the desired specific HESSID network identifier or the wildcard network identifier.

	Network Type
	As defined in Table u2.
	0 to 15
	Specifies a desired specific Network Type or the wildcard network type.

	Interworking
	As defined in Interworking element 

	As defined in frame format
	The values from the Interworking information element if such an element was present in the Probe Response or Beacon.


10.3.6.2 MLME-ASSOCIATE.confirm

10.3.6.2.2 Semantics of the service primitive
Change the primitive parameter list as shown:
MLME-ASSOCIATE.confirm (
ResultCode, 
CapabilityInformation, 
AssociationID, 
SupportedRates, 
EDCAParameterSet, 
)

Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	
	
	
	


10.3.6.3 MLME-ASSOCIATE.indication

10.3.6.3.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-ASSOCIATE.indication
(
PeerSTAAddress, 
CapabilityInformation, 
ListenInterval, 
SSID, 
Supported Rates, 
RSN, 
QoSCapability, 
VendorSpecificInfo
)

Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	
	
	
	


10.3.6.4 MLME-ASSOCIATE.response

10.3.6.4.2 Semantics of the service primitive

Change the primitive parameter list as shown:
MLME-ASSOCIATE.response
(
PeerSTAAddress, 
ResultCode, 
CapabilityInformation, 
AssociationID, 
VendorSpecificInfo
)

Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	
	
	
	


[Editorial Note: Section 10.3.7 has not been defined in any of the confirmed proposals but needs be included here. This is editorial addition for now]
10.3.7 Reassociate

10.3.7.2 MLME-REASSOCIATE.request

10.2.7.1.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-REASSOCIATE.request
(
NewAPAddress, 
ReassociateFailureTimeout, 
CapabilityInformation, 
ListenInterval, 
Supported Channels, 
RSN, 
QoSCapability, 
VendorSpecificInfo
)

Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	
	
	
	


10.3.7.3 MLME-REASSOCIATE.confirm

10.3.7.2.2 Semantics of the service primitive
Change the primitive parameters as shown:

MLME-REASSOCIATE.confirm
(
Resultcode, 
CapabilityInformation, 
AssoicationID, 
SupportedRates, 
EDCAParameterSet, 
VendorSpecificInfo
)
Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	
	
	
	


10.3.7.4 MLME-REASSOCIATE.indication

10.3.7.3.2 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-REASSOCIATE.indication
(
PeerSTAAddress, 
CurrentAPAddress, 
CapabilityInformation, 
ListenInterval, 
SSID, 
SupportedRates, 
RSN, 
QoSCapability, 
VendorSpecificInfo
)
Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	
	
	
	


10.3.7.5 MLME-REASSOCIATE.response

10.3.7.4.2 Semantics of the service primitive
Change the primitive parameter list as shown:

MLME-REASSOCIATE.response
(
PeerSTAAddress, 
ResultCode, 
CapabilityInformation, 
AssociationID, 
VendorSpecificInfo
)

Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	
	
	
	


11 MLME

11.1 Synchronization

11.1.1 Basic approach
11.1.2 Maintaining synchronization
11.1.3 Acquiring synchronization, scanning
11.1.3.1 Passive scanning

11.1.3.2 Active scanning

Active scanning involves the generation of Probe Request frames and the subsequent processing of received Probe Response frames. The details of the active scanning procedures are as specified in the following subclauses.
STAs having dot11InterworkingServiceImplemented set to true support mSSID operation, which supports many SSIDs within one BSSID.  In order to prevent active scanning operations within non Interworking -capable STAs from being confused by receiving Probe Response frames from a given BSSID, having possibly different SSID, procedures in the proceeding paragraphs are incorporated.

When non Interworking -capable STAs are present in a BSS, Probe Response frames always contain the default SSID in the SSID Information element and an SSIDC Information element containing the desired SSID (the SSID in the Probe Request frame).  Non Interworking -capable STAs, not understanding the SSIDC Information element will discard it; Interworking -capable STAs will know that the default SSID is present only to avoid confusing non-Interworking  capable STAs and will instead look inside the SSIDC Information element to find the requested SSID.

As time goes on, the number of non Interworking -capable STAs will diminish and, in order to reduce the Probe Request/response frames’ size, it will be desirable to have Probe Responses no longer contain an SSIDC Information element.  Thus, when a BSS only has Interworking -capable STAs, they will not be confused by receiving Probe Response frames from a given BSSID, each having a possibly different SSID.  The “Use SSIDC IE in Probes” bit in the Interworking Capability information element is used for this purpose.  When the “Use SSIDC IE in Probes” bit is set to one, it signifies that non Interworking -capable STAs are associated or actively scanning the BSS.  When the “Use SSIDC IE in Probes” bit is set to zero, it signifies that no Probe Request frames from non Interworking -capable STAs have been received during the most recent 60 seconds interval.  Thus, when the “Use SSIDC IE in Probes” bit is set to zero, Interworking -capable STAs shall transmit Probe Request frames with only the SSID Information element which may contain the default SSID or an SSID from the mSSID List; it shall not contain an SSIDC Information element.  Similarly, when the “Use SSIDC IE in Probes” bit is set to one, Interworking -capable STAs shall transmit Probe Request frames containing the default SSID in the SSID Information element and, if the desired SSID is not the default SSID, the desired SSID in an SSIDC Information element.

When an AP with its “Use SSIDC IE in Probes” bit set to zero receives a Probe Request frame from a non Interworking -capable STA, it shall set its “Use SSIDC IE in Probes” bit to zero within 1 second.

When a Interworking -capable STA is initially searching for a wireless network, it may not know the state of the “Use SSIDC IE in Probes” bit.  If the STA transmits a Probe Request frame containing a wildcard SSID, the resulting Probe Response frame from a Interworking -capable AP with dot11InterworkingImplemented set to true will contain an SSID Information element containing the default SSID and an Interworking Capability Information element (which contains the “Use SSIDC IE in Probes” bit).  Consequently, the Interworking -capable STA will know how to format subsequent Probe Request frames to search for a specific SSID.
11.1.3.2.1 Sending a Probe Response
STAs, subject to criteria below, receiving Probe Request frames shall respond with a Probe Response only if:

a)
the SSID in the Probe Request is the wildcard SSID or the default SSID of the STA,

b)
the BSSID field in the Probe Request is the wildcard BSSID or the BSSID of the STA, and

c)
the DA field in the Probe Request is the broadcast address or the specific MAC address of the STA.

STAs receiving a Probe Request frame with a specific SSID which is not the default SSID nor an SSID in the mSSID List shall not respond with a Probe Response frame.

STAs receiving a Probe Request frame with an SSID which is in the mSSID List but without an Interworking Capability Information element shall not respond with a Probe Response frame.

When dot11InterworkingServiceImplemented is false, STAs transmitting Probe Response frames shall include the default SSID and not include an SSIDC Information element.

When dot11InterworkingServiceImplemented is true, STAs transmitting Probe Response frames shall include an SSID Information element and optionally an SSIDC Information element as follows:

a)
If “Use SSIDC IE while Active Scanning” bit in the Interworking information element is set to one (cf. clause 7.3.2.36):

1)
APs receiving Probe Request frames containing an SSIDC Information element shall transmit a Probe Response frame containing the default SSID in the SSID Information element and SSIDC Information element with the requested SSID.

2)
APs receiving Probe Request frames not containing an SSIDC Information element shall not include an SSIDC Information element in the Probe Response frame.

b)
If “Use SSIDC IE while Active Scanning” bit in the Interworking information element is set to zero, APs receiving a Probe Request frame shall transmit a Probe Response frame containing the requested SSID in the SSID Information element (whether or not the SSID is the default SSID or an SSID in the mSSID List) and not containing an SSIDC Information element.

Probe Response frames shall be sent as directed frames to the address of the STA that generated the Probe Request. The Probe Response shall be sent using normal frame transmission rules. An AP shall respond to all Probe Requests meeting the above criteria. In an IBSS, the STA that generated the last Beacon shall be the STA that responds to a Probe Request.

Only APs and STAs in an IBSS respond to Probe Requests. The procedures defined in this subclause ensure that in each BSS there is at least one STA that is awake at any given time to receive and respond to Probe Requests. A STA that sent a Beacon shall remain in the Awake state and shall respond to Probe Requests, subject to criteria in the next paragraph, until a Beacon frame with the current BSSID is received. If the STA is an AP, it shall always remain in the Awake state and always respond to Probe Requests, subject to criteria in the next paragraph. There may be more than one STA in an IBSS that responds to any given Probe Request, particularly in cases where more than one STA transmitted a Beacon frame following the most recent TBTT, either due to not receiving successfully a previous Beacon or due to collisions between Beacon transmissions.

STAs receiving Probe Request frames shall respond with a Probe Response when the SSID in the Probe Request is the wildcard SSID or matches the specific SSID of the STA. Probe Response frames shall be sent as directed frames to the address of the STA that generated the Probe Request. The Probe Response shall be sent using normal frame transmission rules. An AP shall respond to all Probe Requests meeting the above criteria. In an IBSS, the STA that generated the last Beacon shall be the STA that responds to a Probe Request.

11.10 WLAN Interworking with External Networks Procedures

This clause describes the actions and the procedures for addressing interworking issues between IEEE 802.11 access network and external networks. Interworking Services are not supported in an IBSS.
Insert the following new subclauses, renumbering figures and tables as appropriate:

11.10.1
 Interworking capabilities and Information
STAs indicate their support for Interworking Service by setting the dot11InterworkingServiceImplemented MIB variable to TRUE.  This causes APs to include the Interworking Information element in Beacon, Probe response, Association response and Reassociation response frames; it causes a non-AP STAs to include the Interworking Information element in Association request and Reassociation request frames.  STAs indicate their support of QoS Map procedures and Expedited Bandwidth request procedures by setting the appropriate bits in the Interworking information element.  QoS Map procedures are supported when dot11InterworkingQosmapImplemented is TRUE; QoS Map procedures are not supported when dot11InterworkingQosmapImplemented is FALSE.  Expedited Bandwidth Request procedures are supported when dot11InterworkingEbrImplemented is TRUE; Expedited Bandwidth Request procedures are not supported when dot11InterworkingEbrImplemented is FALSE.  
Contained within the Interworking information element is signaling for Homogeneous ESSs.  A Homogenous ESS is a collection of BSSs wherein the set of reachable networks, defined by their SSIDs, and services provided by those networks available at any one BSS are available at all BSSs.  The HESSID is a 6-octet MAC address which identifies the homogeneous ESS.  All BSSs identified by an HESSID shall also be in the same mobility domain, if one is defined.  The HESSID value shall be identical to one of the BSSIDs in the homogeneous ESS.  Thus it is a globally unique identifier, which in conjunction with the SSID, may be used to provide network identification for an SSPN.
If the multiple SSID bit in the Interworking informational element is set to 1, then the HESSID shall be defined for the BSSID.  This provides assurance to the non-AP STA that the same SSIDs are supported on every AP sharing the same value for HESSID.  Thus a non-AP STA does not need to perform Native GAS queries prior to AP transition in order to determine if the desired non-default SSID is supported on a new candidate AP.

The Interworking information element also provides Network type and Network metadata as defined in 7.3.2.36 in Beacon and Probe Response frames to a non-AP STA to assist the non-AP STA with network selection.  When provided in Beacon and Probe Response frames, this information applies to all SSIDs configured on the BSSID transmitted in those frames.
The Network metadata field element is optionally included in the SSIDC element, see 7.3.2.47.  When included in an SSIDC element, the information applies to only the SSID in the SSIDC and overrides the information provided in Beacon and Probe Response frames for that BSSID.
Change the definition of  MiB as follows:

dot11InterworkingServiceImplemented OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

"This attribute available at STAs, when TRUE, indicates the STA is capable of interworking with external networks.  A STA setting this to TRUE implements Interworking Service.  When this is set to FALSE, the STA does not implement Interworking Service. The default value of this attribute is FALSE."
     DEFVAL (FALSE)

::= {dot11StationConfigEntry <ANA>}

dot11GasTimPeriod OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This object identifies the number of Beacon intervals between 

successive GASTIMs. If all beacons are GASTIMs, the GASTIM   

Period field has the value 1. The GASTIM Period value 0 is 

reserved."


::= { dot11StationConfigEntry <ANA+1> }

dot11GasTimTimeToSuspend OBJECT-TYPE



SYNTAX INTEGER



MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This object identifies the number of TUs after TBTT (GASTIM) 

after which the AP will not schedule for transmission any 

further multicast advertising frames "


::= { dot11StationConfigEntry <ANA+2> }
dot11ESNetwork OBJECT-TYPE



SYNTAX INTEGER



MAX-ACCESS read-only



STATUS current


DESCRIPTION

"The Emergency Services Network Type set to TRUE for this HESSID set

Indicates that 
higher layer emergency call services are 

reachable via this SSID. 

"


::= { dot11StationConfigEntry <ANA+3> }
dot11AdvertisingServiceImplemented OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

"This attribute available at STAs, when TRUE, indicates the STA is capable of supporting Generic Advertising Service (GAS).  The STA shall support Native GAS as well as other advertising protocols as defined by dot11GasAdvertisementTable.  When this is set to FALSE, the STA does not implement Generic Advertising Service. The default value of this attribute is FALSE."

     DEFVAL (FALSE)


::= {dot11StationConfigEntry <ANA+4>}

dot11InterworkingQosmapImplemented OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

"This attribute available at STAs, when TRUE, indicates the STA is capable of supporting the QoS Map procedures.  When this is set to FALSE, the STA does not implement QoS Map procedures. The default value of this attribute is TRUE."

     DEFVAL (TRUE)


::= {dot11StationConfigEntry <ANA+5>}

dot11InterworkingEbrImplemented OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

"This attribute available at STAs, when TRUE, indicates the STA is capable of supporting Expedited Bandwidth Request procedures.  When this is set to FALSE, the STA does not implement Expedited Bandwidth Request procedures. The default value of this attribute is TRUE."

     DEFVAL (TRUE)


::= {dot11StationConfigEntry <ANA+6>}
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