September 2007

doc.: IEEE 802.11-07/2493r0

	GAS Update to 802.11u-D1.0

	Date:  2007-10-17

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Dave Stephenson
	Cisco Systems, Inc.
	170 W. Tasman Dr.
San Jose, CA 95134
	+1 408 527 7991
	daves@cisco.com

	Lars Falk
	TeliaSonera
	SE-20521 Malmö, Sweden
	+46-70-5945555
	Lars.p.falk@teliasonera.com





1. 1. Overview 
2. Normative references  
3. Definitions  
4. 3.u.n  Native GAS: Native GAS is the term meaning Native Query protocol (cf. Table u1) transported by GAS Advertisment frames.  
5. 3.u.n  Non-native GAS: Non-native GAS is the term meaning any advertisement protocol other than Native Query protocol transported by GAS Advertisement frames. 
6. Abbreviations and acronyms

7. General description
5.3 Overview of the services

5.4.7 Wireless LAN Interworking with External Networks 
An interworking capable IEEE 802.11 non-AP STA may have a subscription relationship with an external network, e.g. the SSPN. The establishment of such a relationship is out of scope of this standard. For example, it could be part of a subscription plan of the non-AP STA user. With the interworking function, the IEEE802.11 AN allows the non-AP STA to access the services provided by the SSPN according to the subscription.

An overview of the interworking functions addressed in this specification is provided below:

· Selection of a suitable IEEE 802.11 AN by consulting the SSPN 

· Selection of SSPN with its corresponding IEEE 802.11 AN.

· Support for many SSPNs per BSS

· Emergency service provisioning at the IEEE 802.11 network level

· QoS map distribution

· Interface services between AP and the SSPN

In order to support service provisioning, interactions between the IEEE 802.11 AN and SSPN are necessary over the Interworking interface.  This interface supports the transfer of user permissions from the SSPN, which are stored in the AP’s MIB.  The method and protocol by which these permissions are transferred from the SSPN are out-of-scope for 802.11.

Generic Advertising Service provided by the AP which is described in clause 5.9 supports the network selection process as well as communicatation with other information resources in the DS before joining a network.

Interworking Services provides support for multiple SSPNs on a per BSS using multiple SSID capability.

Interworking service supports the provisioning of emergency services by providing two methods for un-authenticated users to access the IEEE 802.11 AN.  The two methods are the Emergency Services Only (ESO) SSID and public user credentials.

Interworking service provides for convergence of over-the-air QoS for multiple SSPNs.  Since in general, each SSPN may have its own layer 3 packet marking practice (e.g., DSCP usage conventions), a means to re-map the SSPN service levels to a common over-the-air service level is necessary.  QoS Map service provides to non-AP STAs a mapping of network-layer QoS packet marking to over-the-air QoS frame marking (i.e., user priority) for this purpose.
5.7 Reference Model
5.9 Generic Advertisement Service

The purpose of Generic Advertisement Service (GAS) functionality is to enable the non-AP STA to identify the availability and information related to desired network services, e.g. information about available SSPs and/or SSPNs, located in the DS. The requirement for this functionality was originally identified by deployment issues associated with public access hotspots where it is currently impossible for users to determine whether they will be able to access network services based solely on information currently advertised by the network. There is a need for non-AP STAs in “state-1” (cf. Figure 193) to query for information on network services provided by SSPNs beyond an AP before they associate to the wireless LAN.  Management frames of subtype Advertisement are used for this purpose.
There are a number of reasons why providing information pre-association is beneficial:

· It will support a more informed decision making about which AN to associate with. This allows a non-AP STA to avoid the prevents a less efficient style of operation where the non-AP STA has to associate with an AP before discovering the information and then decide whether to stay associated or not.

· It is possible to query multiple networks in parallel.

· The STA can discover information about APs that are not part of the same administrative group as the AP to which it is currently associated.  For example, supporting the selection of an AP belonging to a different hotspot which has an appropriate roaming agreement in place.

· A non-AP STA can use GAS Native protocol to determine the supported SSIDs in a BSS configured with mSSID capability.
8. MAC Service Definition

9. Frame formats
7.1 MAC frame formats
7.1.3 Frame fields

7.1.3.1 Frame control field

7.1.3.1.2 Type and Subtype fields
Editor: Insert a new row into table 7.1 and amend table as shown below:

Table 7-1—Valid type and subtype combinations

	Type value
b3 b2
	Type
description
	Subtype value
b7 b6 b5 b4
	Subtype description

	00
	Management 
	0000
	Association request

	00
	Management 
	0001
	Association response

	00
	Management 
	0010
	Reassociation request

	00
	Management 
	0011
	Reassociation response

	00
	Management 
	0100
	Probe request

	00
	Management 
	0101
	Probe response

	00
	Management 
	0110-0111
	Reserved

	00
	Management
	0111
	Advertisement

	00
	Management 
	1000
	Beacon

	00
	Management 
	1001
	ATIM

	00
	Management 
	1010
	Disassociation

	00
	Management 
	1011
	Authentication

	00
	Management 
	1100
	Deauthentication

	00
	Management 
	1101
	Action

	00
	Management 
	1110-1111
	Reserved

	(
	(
	(
	(


9. Format of individual frame types

7.2.3.1 Beacon frame format
Add the following to the contents of Table 8 as shown below:
Table 8—Beacon frame body 

	Order
	Information
	Notes

	25
	Interworking Capability
	Interworking Capability is present if dot11InterworkingImplemented is true.

	26
	Generic Advertisement Service Capability
Advertisement Protocol
	One or more Generic Advertisement Service Capability is Advertisment Protocol elements may be present if dot11AdvertisingServiceImplemented dot11InterworkingImplemented is true and one or more dot11GasAdvertisementID MIB variables exist.

	27
	Generic Advertising Service Traffic Indication Map
	Present in Beacon if and only if both of the following conditions are true: dot11AdvertisingServiceImplemented is true and at least one of if any of the supported Advertisement Protocol’s dot11GasDeliveryMethod MIB variable(s) is set to multicast. are configured for multicast delivery.

	28
	HESSID
	HESSID is present if dot11InterworkingImplemented is present


EDITORIAL NOTE— These order values need to be allocated before sponsor ballot (ABSB) by ANA

and are only tentative values at this time..
7.2.3.8 Probe Request frame format

Add the following to the contents of Table 14 as shown:

Table 14—Probe Request frame body 
	Order
	Information
	Notes

	5
	Interworking Capability
	Interworking Capability is present if dot11InterworkingImplemented is true.

	7
	SSID Container IE
	Optional (is present if “Use SSIDC IE in Probes” bit in the Interworking Capability IE is set to 1 and the SSID being actively scanned is not the default SSID.)


EDITORIAL NOTE— These order values need to be allocated before sponsor ballot (ABSB) by ANA

and are only tentative values at this time..
7.2.3.9
Probe Response frame format

Add the following to the contents of Table 15 as shown:

Table 15—Probe Response frame body 
	Order
	Information
	Notes

	23
	Interworking Capability
	Interworking Capability is present if dot11InterworkingImplemented is true.

	24
	Generic Advertisement Service Capability
Advertisement Protocol
	One or more Generic Advertisement Service Capability is Advertisment Protocol elements may be present if dot11AdvertisingServiceImplemented dot11InterworkingImplemented is true and one or more dot11GasAdvertisementID MIB variables are defined.

	25
	HESSID
	HESSID is present if dot11InterworkingImplemented is present

	26
	SSID Container IE
	Optional (shall be present if “Use SSIDC IE in Probes” bit in the Interworking Capability IE is set to 1 and the SSID in the corresponding Probe Request is not the default SSID.)


EDITORIAL NOTE— These order values need to be allocated before sponsor ballot (ABSB) by ANA

and are only tentative values at this time.

7.2.3.13 Advertisement frame format
The frame body of a management frame of subtype Advertisement contains the information shown in Table 7-19a.

Table 7-19a—Advertisement frame body 
	Order
	Information

	1
	Advertisement field

	Last
	One or more vendor-specific information elements may appear in this frame.  This information element follows all other information elements.


7.3 Management frame body components

7.3.1 Fields that are not information elements

7.3.1.1 Authentication Algorithm Number field

7.3.1.2 Authentication Transaction Sequence Number field

7.3.1.3 Beacon Interval field

7.3.1.4 Capability Information field

7.3.1.5 Current AP Address field

7.3.1.6 Listen Interval field

7.3.1.7 Reason Code field

Insert following items into Table 22 before “Reserved”, renumber when necessary:

Table 22—Reason codes
	Reason Code
	Meaning

	46
	(Disassociate) Session terminated by SSPN

	47
	(Disassociate) Because lack of roaming agreement to SSPN

	48
	Requested service rejected because of SSPN cipher suite requirement

	49
	Requested service not allowed in the area (location based)

	50
	(Disassociate) Because authorized access limit reached

	51
	Connection reset due to service requirement (e.g. Emergency Service)

	52 – 65535
	Reserved


EDITORIAL NOTE—The Interworking Reason codes need to be allocated before sponsor ballot (ABSB) by ANA.
7.3.1.8 AID field

7.3.1.9 Status Code field

Insert the following to the contents of Table 23 as shown:

Table 23—Status Codes

	Status Code
	Meaning

	52
	No outstanding GAS request

	53
	GAS Query Protocol(s) not supported

	54
	GAS Response not received from the server in the network

	55
	GAS Query Response larger than permitted per configured AP policy

	56
	Advertising server in the network is not currently reachable

	57
	Requested information is not configured for this BSS

	58
	The request has been declined due to Interworking Service permissions from SSPN interface

	59-65535
	Reserved


EDITORIAL NOTE—The Interworking Status codes need to be allocated before sponsor ballot (ABSB) by ANA.
Insert the following new clauses after the section 7.3.1.17:
7.3.1.18 Advertisement field

The Advertisement field provides a mechanism for specifying extended advertisement functions. The format of the Advertisement field is shown in Figure 7-29a.
	
	
	

	
	Class
	Advertising Details

	Octets:
	1
	variable


Figure 7-29a—Advertisement element
The Class field is set to one of the nonreserved values shown in Table u0.5. Advertisement frames of a given class are referred to as <class name> Advertisement frames. For example, frames in the GAS class are called GAS Advertisement frames.
If a STA receives a unicast Advertisement frame with an unrecognized Class field or some other syntactic error, the STA shall silently discard the frame.
The Advertisement Details field contains the details of the facilitating the query and query response associated with a particular advertisement protocol. The details of the advertisement allowed in each class are described in the appropriate subclause referenced in Table u0.5.

Table u0.5—Class values
	Code
	Meaning
	See subclause

	0
	Generic Advertisement Service (GAS)
	7.6.1

	1-255
	Reserved
	-


7.3.1.18 7.3.1.19
GAS Query ID 

GAS Query ID is returned by the AP in the GAS Initial Response frame to indicate that a query is being carried out on behalf of the non-AP STA. The non-AP STA shall use the GAS Query ID in the GAS Comeback Request frame to retrieve the response information after expiry of GAS Comeback delay when using unicast delivery mechanism. The GAS Query ID is included in the GAS Comeback Response frames in both unicast and multicast delivery mechanisms. 

	
	B0
	B7

	
	GAS Query ID

	Octets:
	1


Figure u1—GAS Query ID

9. 
7.3.1.20
GAS Query Response Fragment ID 

GAS Query Fragment Response ID is used by the AP when a GAS Query Response spans multiple MSDUs MMPDUs.  APs use this field to inform the non-AP STA of the fragment number (and thus the re-assembly order of the transmitted frames) as well as identifying the last fragment of the Query Response.

	
	B0
	B6
	B7

	
	GAS Query Response Fragment ID
	Last Fragment

	Bits:
	7
	1


Figure u2—GAS Query Response Fragment ID
9. Information elements
Insert the following to the contents of Table 26 as shown below:

Table 26—Element IDs

	Information Element
	Element ID

	Interworking Capability
	<ABSB> (see note below)

	GAS Capability
	<ABSB> (see note below)

	Advertisement Protocol
	<ABSB> (see note below)

	GAS Request
	<ABSB> (see note below)

	GAS Response
	<ABSB> (see note below)

	GAS Traffic Indication Map
	<ABSB> (see note below)

	GAS Comeback Delay
	<ABSB> (see note below)

	HESSID
	<ABSB> (see note below)

	QoS Map Set
	<ABSB> (see note below)

	Expedited bandwidth request
	<ABSB> (see note below)

	SSID Container element
	<ABSB> (see note below)

	Default Emergency Services NAI
	<ABSB> (see note below)

	Reserved
	<ABSB> (see note below)


EDITORIAL NOTE—Assignment of values for these information elements needs to be approved by IEEE 802.11 ANA. Until that time, these values are marked as Allocate By Sponsor Ballot (ABSB). Final values will be requested from IEEE 802.11 ANA once this amendment reaches the 75% approval threshold in Sponsor Ballot.
Insert the following new clauses after 7.3.2.35:

EDITORIAL NOTE—numbering of following subclauses based on 802.11-2007 ending with 7.3.2.35
7.3.2.36 Interworking Capability Information element

The Interworking Capability Information element contains information about the interworking service capabilities of a STA as shown in Figure u3. 

	
	
	
	

	
	Element ID
	Length
	Interworking Capabilities

	Octets:
	1
	1
	2


Figure u3—Interworking Capability Information element format
The Element ID field is equal to the Interworking Capability value in Table 26.

The Length field is the length of the Interworking Capabilities field. The value of the Length field is 2.

The Interworking Capabilities field is a bit field indicating the advertised interworking capabilities of the STA. The Interworking Capabilities field is shown in Figure u4.
	
	B0
	B1
	B2
	B3
	B4
	B15

	
	QoS Map
	Expedited Bandwidth Request
	Emergency Alert System Notification
	Use SSIDC IE
in Probes
	Reserved

	Bits:
	1
	1
	1
	1
	11


Figure u4—Interworking Capabilities field
· The QoS Map Service capability bit set to 1 indicates the STA supports QoS Map Service.  The QoS Map Service capability bit set to 0 indicates the STA does not support QoS Map Service.

· The Expedited Bandwidth Request Service capability bit set to 1 indicates that the STA supports Expedited Bandwidth Request Service.  The Expedited Bandwidth Request Service capability bit set to 0 indicates the STA does not support Expedited Bandwidth Request Service.

· The Emergency Alert System Notification (EASN) capability bit set to 1 indicates that higher layer EAS is in operation.  This bit shall be set to 0 by the non-AP STA upon transmission and ignored by the AP upon reception. The EASN capability bit set to 0 indicates that no higher layer EAS is in operation.  The setting of this bit may then require a non-AP STA to request further information from the higher layers to receive the full EAS information.
· Bit 3 shall be set to 0 by the non-AP STA upon transmission and ignored by the AP upon reception. The "Use SSID Container (SSIDC) IE in Probes" bit is used by an AP to signal to non-AP STAs whether or not this IE shall be included in Probe Requests (further information on AP behavior with respect to this bit is provided in clause 11.1.3.2):
· When B3 is set to 1 
· When B3 is set to 1,
· Interworking-capable non-AP STAs shall use the default SSID in Probe Requests and include an SSIDC IE containing the SSID which is being actively scanned; if the desired SSID is the default SSID, then Interworking-capable STAs shall not include an SSIDC IE in Probe Requests.

· APs receiving Probe Requests with an SSIDC IE shall use the default SSID and include an SSIDC IE containing the requested SSID and optional RSN IE in Probe Responses

· APs receiving a Probe Request without an SSIDC IE shall not include an SSIDC IE in the corresponding Probe Response frame.

· When B3 is set to 0

· Interworking-capable non-AP STAs shall not include the SSIDC IE in Probe Requests; rather they shall include the SSID IE specifying the desired SSID to actively scan whether or not that SSID is in the mSSID List.
· APs shall not include an SSIDC IE in a Probe Response.

· All other bits are reserved and shall be set to 0 on transmission and ignored on reception

The lack of an Interworking Capability element shall be interpreted as the STA having no advertised Interworking Capabilities. 
Renumber clauses following the deletion of clause 7.3.2.37.

7.3.2.37 GAS Capability Information element

The GAS Capability Information element contains information about the advertisement service capabilities of an AP as shown in Figure u5.  

	
	
	
	
	
	
	

	
	Element ID
	Length
	Advertisement Protocol IE #1
	Advertisement Protocol IE #2
(Optional)
	…
	Advertisement Protocol IE #N
(Optional)

	Octets:
	1
	1
	Variable
	variable
	…
	variable


Figure u5—GAS Capability Information element format

The Element ID field is equal to the GAS Capability value in Table 26.

The Length field is the length of the GAS Capabilities Information element field. The Length field is determined by the number and size of the Advertisement Protocol IEs.

The Advertisement Protocol IE is defined in 7.3.2.38 Figure u6.

The GAS Capability information element shall contain at least one Advertisement Protocol IE.

The lack of a GAS Capability element shall be interpreted as AP having no advertised GAS Capability.

7.3.2.38 Advertisement Protocol Information element

The Advertisement Protocol Information element contains information which identifies a particular advertisement protocol and its Advertisement Control as shown in Figure u6.

	
	
	
	
	
	

	
	Element ID
	Length
	Advertisement Control
	Query Response Length Limit
	Advertisement Protocol ID

	Octets:
	1
	1
	1
	1
	variable


Figure u6—Advertisement Protocol Information element format

The Element ID field is equal to the Advertisement Protocol value in Table 26.

The Length field is the length of the Advertisement Protocol Information element. The Length field is 12 octets plus the length of by the Advertisement Protocol ID field.  If the Advertisement Protocol ID is not equal to the vendor specific value in Table 26, then the length field is set to 3.  If the Advertisement Protocol ID is the vendor specific value, then the Advertisment Protocol ID is the Vendor Specific Information element per 7.3.2.26.  In this case, the length is equal to 1 plus the total number of octets in the Vendor Specific Information element.
The Advertisement Control is a 1-octet field which specifies multicast or unicast delivery method of the GAS protocol.  The format of this field is shown in Figure u7.  The Advertisement control field is defined as follows:

· Bit 0 is set to 1 if, for the advertising protocol specified in the Advertisement protocol ID, the AP is configured for multicast delivery as described in 11.10.1.2. Bit 0 is set to 0 if the AP is configured for unicast delivery as described in 11.10.1.3. In the AP, the Delivery Method is set in accordance with dot11GasDeliveryMethod. The non-AP STA sets bit0 to 0 on transmission and the AP ignores this bit upon reception.  STAs set the reserved bits to 0 and ignore them upon reception.
· The Query Response Length Limit indicates the maximum number of octets an AP will transmit in the Response Info field of a Gas Response IE contained within a GAS Initial Response Advertisement frame or GAS Comeback Response Advertisement frame(s).  The Query Response Length Limit is encoded as an integer number of 256-octet units.  A value of zero is not permitted.  A value of 0x7F means there is no maximum limit enforced.
	
	B0
	B1
	B7

	
	Delivery Method
	Query Response Length Limit
Reserved

	Bits:
	1
	7


Figure u7—Advertisement Control Field

.

The Query Response Length Limit indicates the maximum number of octets an AP will transmit in the Response Info field of a Gas Response IE contained within a GAS Initial Response action frame or GAS Comeback Response action frame(s).  The Query Response Length Limit is encoded as an integer number of 256-octet units.  A value of zero is not permitted.  A value of 0xFF means there is no maximum limit enforced.

The Advertisement Protocol ID is a variable length field. If the first octet of this field is the vendor specific Advertisement Protocol ID as provided in Table u1, then this field contains the Vendor Specific Information Element per clause 7.3.2.26.  If this first octet of this field is not the vendor specific Advertisement Protocol ID, then its length is 1 octet and its value is per Table u1
	
	B0
	B1
	B7

	
	Delivery Method
	Reserved

	Bits:
	1
	7


Figure u7—Advertisement Control field

The Advertisement control field is defined as follows:

Bit 0 is set to 1 if, for the advertising protocol specified in the Advertisement protocol ID, the AP is configured for multicast delivery as described in Error! Reference source not found.. Bit 0 is set to 0 if the AP is configured for unicast delivery as described in Error! Reference source not found.. In the AP, the Delivery Method shall be set in accordance with dot11GasDeliveryMethod. The non-AP STA must set bit0 to 0 on transmission and the AP shall ignore this bit upon reception.

Table u1—Advertisement Protocol ID definitions
	Name
	Value

	Native Query Protocol
	0

	MIH Information Service
	1

	MIH Command and Event Services Capability Discovery
	2

	Emergency Alert System (EAS) Service
	3

	Reserved
	4-220

	Vendor Specific
	221

	Reserved
	222 – 255


· Native Query Protocol in Table u1 is a mechanism for a non-AP STA to query the AP for locally known data (i.e., the AP will directly respond to queries without proxying the query to a server in the DS).

· MIH Information Service in Table u1 is a Service defined in IEEE 802.21 clause 8 to support information retrieval from an information repository in the DS. 
· MIH Command and Event Services capability discovery is a mechanism defined in IEEE 802.21 clause 8 to support discovering capabilities of command service and event service entities in the DS. 
· Emergency Alert System (EAS) service is a mechanism which allows a network to disseminate EAS notifications to unauthenticated and unassociated IEEE 802.11 STAs.

· Advertisement Protocol ID 221is reserved for a Vendor Specific protocol which shall have the format defined in clause 7.3.2.26.

Editor’s Note: after approval of this amendment, Advertisement Protocol IDs will be managed by 802.11 Assigned Numbers Authority.

7.3.2.39
GAS Request Information element

The GAS Request Information element contains information about the details of the GAS request. The format of the GAS Request element is shown in Figure u8.
	
	
	
	
	

	
	Element ID
	Length
	Advertisement Protocol IE
	Query

	Octets:
	1
	2
	Variable
	variable


Figure u8—GAS Request Information element format

The Element ID field is equal to the GAS Request value in Table 26.

The Length field is 2 octets long. The value of the Length field is variable and dependent on the contents of the Advertisement Protocol IE and Query.

The Advertisement Protocol IE is used by a STA to request a query using a specific advertising protocol.  This field is defined in 7.3.2.38.

The actual format of the Query depends on the Advertisement Protocol ID value. For example, if the Advertisement Protocol ID value is 1 (see 7.3.2.38), then the format is as per the IEEE 802.21 specification.

The GAS Request element is included in a GAS Initial Request action frame or a GAS Comeback Response frame.
7.3.2.40
GAS Response Information element

The GAS Response Information element contains information about the details of the advertisement response. The format of the GAS Response element is shown in Figure u9.

	
	
	
	
	

	
	Element ID
	Length
	Advertisement Protocol IE
	Response Info

	Octets:
	1
	2
	variable
	Variable


Figure u9—GAS Response Information element format

The Element ID field is equal to the GAS Response value in Table 26.

The Length field is 2 octets long. The value of the Length field is variable and dependent on the contents of the Advertisement Protocol IE and Response Info .

The Advertisement Protocol IE field is equal to Advertisement Protocol IE which was specified in the corresponding request.

The Response info contains the result of the corresponding query request. The actual format of the Response Info depends on the Advertisement Protocol ID value. For example, if the Advertisement Protocol ID value is 1 (see 7.3.2.38), then the format is as per the IEEE 802.21 specification. 

GAS Response Element is sent by the AP to the non-AP STA in the GAS Initial Response or GAS Comeback Response frame to provide the information about one or more requested network services. 

7.3.2.41
7.3.2.39
GAS Traffic Indication Map Information element
The GAS Traffic Indication Map (GASTIM) Information element shall be present in every Beacon if dot11AdvertisingServiceImplemented is true and at least one of the Advertisement Protocols (cf. 7.3.2.38) is configured for multicast delivery method.  The format of the GASTIM element is shown in Figure u10.

	
	
	
	
	
	
	

	
	Element ID
	Length
	GASTIM Count
	GASTIM Period
	Time to Suspend
	GAS Query ID(s) (optional) 

	Octets:
	1
	1
	1
	1
	2
	N


Figure u10—GASTIM Information element format
The Element ID field is equal to the GAS Traffic Indication Map value in Table 26.

The Length field is variable. The minimum value of the Length field is 4.

The GASTIM Count field indicates how many Beacons (including the current Beacon frame) appear before the next GASTIM.  A GASTIM Count of 0 indicates that the current Beacon is a GASTIM Beacon and advertising frames will be scheduled for transmission after transmission of the GASTIM Beacon. The GASTIM count field is a single octet.

The GASTIM Period field indicates the number of Beacon intervals between successive GASTIMs. If all Beacons are GASTIMs, the GASTIM Period field has the value 1. The GASTIM Period value 0 is reserved. The GASTIM period field is a single octet.

The Time to Suspend field indicates the number of TUs after TBTT ( for a GASTIM beacon) after which the AP will not schedule for transmission any further multicast advertising frames.  The Time to Suspend field is two octets.

The GAS Query ID(s) field is a variable length field composed of a list of GAS Query ID(s) (cf. clause 7.3.1.18).  Inclusion of a GAS Query ID in this list means the AP has scheduled the GAS Comeback Response(s) (cf. clause 7.6.1.4 7.4.6.4) for transmission subsequent to this GASTIM with the GAS Query ID(s) as indicated in this field. This field can is only be present when GASTIM count is zero.

7.3.2.42
GAS Comeback Delay element
The GAS Comeback Delay Information element contains information about the delay time in response to preceding GAS request. The format of the GAS Comeback Delay element is shown in Figure u11.

	
	
	
	

	
	Element ID
	Length
	GAS Comeback Delay

	Octets:
	1
	1
	2


Figure u11—GAS Comeback Delay Information element format

The Element ID field is equal to the GAS Comeback Delay value in Table 26.

The Length field is 2.

The GAS Comeback Delay field specifies the delay time value in TUs 

The GAS Comeback Delay is returned by the AP in the GAS Initial Response frame to indicate that a query is being carried out on behalf of the non-AP STA. The non-AP STA shall use the GAS Comeback Request to retrieve the response information after expiry of GAS Comeback delay.

7.4 Action frame format details
Insert the following after clause 7.4.5:

7.4.6 Interworking action frame details
Several Action frame formats are defined for Interworking purposes. An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values associated with each frame format are defined in Table u2.  Interworking Action frames which are transmitted by a STA to the wildcard BSSID may be dropped by the receiving STA.  All Interworking Action frames shall be transmitted using UP = 0 with the EDCA parameters for AC_BE.

Table u2—Interworking Action field values

	Action field value 
	Meaning

	0
	GAS Initial Request

	1
	GAS Initial Response

	2
	GAS Comeback Request

	3
	GAS Comeback Response

	4-255
	Reserved


7.4.6.1 GAS Initial Request Action frame format

The GAS Initial Request frame uses the Action frame body format and is transmitted by a non-AP STA to AP. The format of the GAS Initial Request frame body is shown in Table u3.  

Table u3—GAS Initial Request frame body format

	Order 
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	GAS Request Element

	4~255
	Reserved


The Category field shall be set to the value indicating the Interworking category, as specified in Table 24. 

The Action field shall be set to 0 (representing a GAS Initial Request frame, as specified in Table u3).

The Dialog Token field is defined in clause 7.3.1.18and set by the requesting STA for the action frame exchange.

The GAS request element is defined in 0. There shall be only one element per request. 

7.4.6.2 GAS Initial Response Action frame format

The GAS Initial Response frame uses the Action frame body format and is transmitted by an AP to a non-AP STA. The format of the GAS Initial Response frame body is shown in Table u4.
Table u4—GAS Initial Response frame body format

	Order 
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	Status Code

	4
	GAS Query ID 

	5
	GAS Multicast Address (optional)

	6
	GAS Comeback Delay (optional)

	7
	GAS Response Element (optional)

	8 - 255
	Reserved


The Category field shall be set to the value indicating the Interworking category, as specified in Table 24. 

The Action field shall be set to 1 (representing a GAS Initial Response frame, as specified in Table u2).

The Dialog Token field is copied from the corresponding GAS Initial Request action frame. 

The Status Code values are defined in 7.3.1.9.

The GAS Query ID is defined in 7.3.1.18. It shall be set by the AP in this response frame; GAS Comeback Request and Response frames shall use the same value for Query ID.  If the GAS Initial Response frame contains a GAS Response Element, the GAS Query ID shall be set to 0 by the AP and ignored upon reception by the non-AP STA.

The GAS multicast address is the multicast MAC address (6 octets) used for multicast GAS mechanism (cf. clause Error! Reference source not found.). The 6-octet multicast address is present only if the delivery method is multicast for the Advertising Protocol requested in the GAS Request element in the corresponding GAS Initial Request action frame.

The GAS Comeback Delay is defined in Error! Reference source not found.. If this element is not present then the non-AP STA shall not perform a GAS-Comeback frame exchange as defined in the unicast GAS mechanism.

The GAS Response Element is defined in Error! Reference source not found.. There shall be zero or one element in a GAS Initial Response action frame. 

7.4.6.3 GAS Comeback Request Action frame format

The GAS Comeback Request frame uses the Action frame body format and is transmitted by a non-AP STA to AP. The format of the GAS Comeback Request frame body is shown in Table u5.  

Table u5— GAS Comeback Request frame body format

	Order 
	Information

	0
	Category

	1
	Action

	2
	GAS Query ID

	3 – 255
	Reserved


The Category field shall be set to the value indicating the Interworking category, as specified in Table 24. 

The Action field shall be set to the 2 (representing a GAS Comeback Request frame, as specified in Table u2).

The GAS Query ID is defined in 7.3.1.18. This value shall be identical to that used in the corresponding GAS Initial Response action frame.

7.4.6.4 GAS Comeback Response Action frame format

The GAS Comeback Response frame uses the Action frame body format and is transmitted by an AP to non-AP STA. This action frame is used for both the unicast delivery and multicast delivery methods. The format of the GAS Comeback Response frame body is shown in Table u6.  

Table u6—GAS Comeback Response frame body format

	Order 
	Information

	0
	Category

	1
	Action

	2
	Status Code

	3
	GAS Query ID

	4
	GAS Query Fragment ID

	5
	GAS Comeback Delay (optional)

	6
	GAS Request Element (optional)

	7
	GAS Response Element (optional)

	8 - 255
	Reserved


The Category field shall be set to the value indicating the Interworking category, as specified in Table 24. 

The Action field shall be set to 3 (indicating GAS Comeback Response, as specified in Table u2.

The Status Code values are defined in 7.3.1.9.

The GAS Query Fragment ID is defined in 7.3.1.19. When there is no GAS Response element in the GAS Comeback Response frame, the AP shall set GAS Query Fragment ID to 0. When there is more than one Query Response Fragment, the AP shall set the GAS Query Fragment ID to 0 for the initial fragment and increment it by 1 for each subsequent fragment in a multi-fragment Query Response. The Last Fragment bit shall be set to 1 whenever the final fragment of a Query response is being transmitted. When the Last Fragment bit is set to 0, it indicates to the non-AP STA that it should transmit another GAS Comeback Request frame.

The GAS Comeback Delay is defined in Error! Reference source not found.. This element is used only in the unicast GAS mechanism and shall be present only when there is no GAS response element included in this frame. When it is present, it provides an indication for STA to make another GAS Comeback frame exchange.

The GAS Request Element is defined in 0. This information element shall be included only when multicast delivery method is used.  This element is not present in GAS Comeback response frames when the GAS Query Fragment ID is not equal to 0.
The GAS Response Element is defined in Error! Reference source not found.. There shall be zero or only one element in a GAS initial response action frame.
Insert the following after clause 7.5:

7.6
Advertisement frame format details

This subclause describes the Advertisement frame formats, including the Advertising Details field, allowed in each of the Advertisement Classes defined in Table u0.5 in 7.3.1.18.  All Advertisement frames shall be transmitted with a user priority of 0.  Advertising frames which are transmitted by a STA to the wildcard BSSID shall be dropped by the receiving STA.
7.6.1
GAS Advertisement frame details

Four Advertisement frame formats are defined for GAS. A Class Type field, in the octet field immediately after the Class field, differentiates the four formats. The Class Type field values associated with each frame format are defined in Table u10a.

Table u10a—GAS Class Type field values
	Type field value 
	Meaning

	0
	GAS Initial Request

	1
	GAS Initial Response

	2
	GAS Comeback Request

	3
	GAS Comeback Response

	4-255
	Reserved


7.6.1.1
GAS Initial Request Advertisement frame details

The GAS Initial Request Advertisement frame uses the Advertising frame body format and is transmitted by a non-AP STA to AP. The format of the GAS Initial Request Advertisement frame body is shown in Table u11a.

Table u7a—GAS Initial Request Advertisement frame body format
	Order 
	Information

	0
	Class

	1
	Class Type

	2
	Dialog Token

	3
	Advertisement protocol information element

	4
	Query Request length

	5
	Query Request

	6~255
	Reserved


The Class field shall be set to the value indicating the GAS class, as specified in Table u0.5. 

The Class Type field shall be set to the value specified in Table u10a for a GAS Initial Request Advertisement frame.

The Dialog Token field is defined in clause 7.3.1.12 and set by the requesting STA for the Advertisement frame exchange.
The Advertisement protocol information element is defined in 7.3.2.38.
The Query Request length field is defined in Figure u11a.  The value of the Query Request length field is set to the total number of octets in the Query Request element.
The Query Request field is defined in Figure u11b.  The value of the Query Request field is dependent on the advertising query protocol specified in the Advertisement protocol information element.
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	Query Request length

	Bits:
	16


Figure u11a—Query Request length field
	
	

	
	Query Request

	Octets:
	variable


Figure u11b—Query Request field
7.6.1.2
GAS Initial Response Advertisement frame details

The GAS Initial Response Advertisement frame uses the Advertisement frame body format and is transmitted by an AP to a non-AP STA. The format of the GAS Initial Response Advertisement frame body is shown in Table u12a.

Table u8a—GAS Initial Response Advertisement frame body format

	Order 
	Information

	0
	Class

	1
	Class Type

	2
	Dialog Token

	3
	Status Code

	4
	GAS Query ID 

	5
	GAS Multicast Address

	6
	Comeback Delay

	7
	Advertisement protocol information element

	8
	Query Response Length

	9
	Query Response

	10 - 255
	Reserved


The Class field shall be set to the value indicating the GAS class, as specified in Table u0.5. 

The Class Type field shall be set to the value specified in Table u10a for a GAS Initial Response Advertisement frame.

The Dialog Token field is copied from the corresponding GAS Initial Request Advertisement frame. 

The Status Code values are defined in 7.3.1.9.

The GAS Query ID is defined in 7.3.1.19. It is set by the AP for use in this frame; GAS Comeback Request and Response Advertisement frames use the same value of GAS Query ID.  If there is an advertisement query response provided in this frame, then the GAS Query ID is set to 0 by the AP and ignored upon reception by the non-AP STA.
The GAS multicast address is the multicast MAC address (6 octets) used for the GAS multicast delivery method (cf. clause 11.10.1.2). If the GAS delivery method of multicast is used, then the 6-octet multicast address is provided in this field; if the unicast delivery method is used, the GAS Multicast address field is set to zeros.
The Comeback Delay field specifies the delay time value in TUs.  Upon expiry of this delay, the non-AP STA should attempt to retrieve the query response using the Comeback Request Advertisement frame.  The GAS Comeback Delay field format is provided in Figure u11c.  
· A non-zero Comeback Delay value is frame to indicate that a non-native GAS query will be carried out on behalf of the non-AP STA which will be delivered using the unicast delivery method.  
· A zero value will be returned by the AP when the multicast delivery method is used or when a Query Response is provided in this Advertisment frame.  A value of zero means that no comeback delay was provided and is ignored by the non-AP STA upon reception.
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	Comeback Delay

	Bits:
	16


Figure u11c—Comeback Delay field
The Advertisement protocol information element is defined in 7.3.2.38.
The Query Response length field is defined in Figure u11d.  The value of the Query Response length field is set to the total number of octets in the Query Response field.
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	Query Response length

	Bits:
	16


Figure u11d—Query Response length field
The Query Response field is defined in Figure u11e.  The value of the Query Response field is dependent on the advertising query protocol specified in the Advertisement protocol information element and the query itself.  If the AP has not received a response to the query which it posted on behalf of a non-AP STA, then the Query Response field is set to the 1-octet value of 0.
	
	

	
	Query Response

	Octets:
	variable


Figure u11e—Query Response field
7.6.1.3
GAS Comeback Request Advertisement frame details

The GAS Comeback Request Advertisement frame uses the Advertisement frame body format and is transmitted by a non-AP STA to AP. The format of the GAS Comeback Request Advertisement frame body is shown in Table u13a.

Table u9a— GAS Comeback Request Advertisement frame body format

	Order 
	Information

	0
	Class

	1
	Class Type

	2
	GAS Query ID

	3 – 255
	Reserved


The Class field shall be set to the value indicating the GAS class, as specified in Table u0.5. 

The Class Type field shall be set to the value specified in Table u10a for a GAS Comeback Request Advertisement frame.

The GAS Query ID is defined in 7.3.1.19. This value shall be identical to that used in the corresponding GAS Initial Response Advertisement frame.

7.6.1.4
GAS Comeback Response Advertisement frame details

The GAS Comeback Response frame uses the Advertisement frame body format and is transmitted by an AP to non-AP STA. This Advertisement frame is used for both the unicast delivery and multicast delivery methods. The format of the GAS Comeback Response Advertisement frame body is shown in Table u14a.
Table u14a—GAS Comeback Response Advertisement frame body format

	Order 
	Information

	0
	Class

	1
	Class Type

	2
	Status Code

	3
	GAS Query ID 

	4
	GAS Query Response Fragment ID

	5
	Comeback Delay

	6
	Advertisement protocol information element

	7
	Query Request Length

	8
	Query Request 

	9
	Query Response Length

	10
	Query Response

	11 - 255
	Reserved


The Class field shall be set to the value indicating the GAS class, as specified in Table u0.5. 

The Class Type field shall be set to the value specified in Table u10a for a GAS Comeback Response Advertisement frame.

The Status Code values are defined in 7.3.1.9.  The same status code value will be present in all fragments of a multi-fragment query response.
The GAS Query ID is defined in 7.3.1.19. This value shall be identical to that used in the corresponding GAS Initial Response Advertisement frame.  The same GAS Query ID will be present in all fragments of a multi-fragment query response.
The GAS Query Response Fragment ID is defined in 7.3.1.20.  If the AP has not received a response to the query which it posted on behalf of a non-AP STA, then the AP sets the GAS Query Response Fragment ID to 0. When there is more than one Query Response Fragment, the AP sets the GAS Query Response Fragment ID to 0 for the initial fragment and increments it by 1 for each subsequent fragment in a multi-fragment Query Response. The Last Fragment bit shall be set to 1 whenever the final fragment of a Query response is being transmitted. When the Last Fragment bit is set to 0, it indicates to the non-AP STA that it should transmit another GAS Comeback Request frame.
The Comeback Delay field format is provided in Figure u11c.  A non-zero GAS Comeback Delay value is returned by the AP in this frame to indicate that a non-native GAS query being carried out on behalf of the non-AP STA is still in process and will be delivered using the unicast delivery method.  
· A non-zero value indicates to the non-AP STA that another GAS Comeback Advertisment frame exchange should be performed.  
· This field is set to zero for GAS Comeback Response Advertisment frames transmitted by the AP using the multicast delivery method.
The Advertisement protocol information element is defined in 7.3.2.38.

The Query Request length field is defined in Figure u11a.  The value of the Query Request length field is set to the total number of octets in the Query Request element.

The Query Request field is defined in Figure u11b.  The value of the Query Request field is dependent on the advertising query protocol specified in the Advertisement protocol information element.  If the AP has not received a response to the query which it posted on behalf of a non-AP STA, then the Query Request field is set to the 1-octet value of 0.  It is also set to the 1-octet value of 0 for the 2nd and subsequent fragments of a multi-fragment query response.
The Query Response length field is defined in Figure u11d.  The value of the Query Response length field is set to the total number of octets in the Query Response field.

The Query Response field is defined in Figure u11e.  The value of the Query Response field is dependent on the advertising query protocol specified in the Advertisement protocol information element and the query itself.  If the AP has not received a response to the query which it posted on behalf of a non-AP STA, then the Query Response field is set to the 1-octet value of 0.  In a multi-fragment query response, the response to the query posted on behalf of a non-AP STA is fragmented such that each fragment to be transmitted fits within the MMPDU size limitation.  Upon reception, the fragments are re-assembled by the non-AP STA.
10 Layer management

Insert the following sections after the section 10.3.29.
10.3.30 Network Selection Support

This set of primitives support the process of Generic Advertisement Services for network selection. 
10.3.30.1 MLME-GAS.request

10.3.30.1.1 Function

This primitive requests the information of a specific advertisement service from the network. It is valid at the non-AP STA and requests the AP to provide generic advertisement service.

10.3.30.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-GAS.request (
AdvertisementProtocolID,
Query,
QueryFailureTimeout
)

	Name
	Type
	Valid Range
	Description

	AdvertisementProtocolID
	Integer
	N/A0 - 255
	Identifies which protocol is used to format Query.  This is either an 802.11 assigned Advertisement Protocol ID or a vendor-specific ID.

	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 

	QueryFailureTimeout
	Integer
	> 1
	The time limit, in units of Beacon intervals, after which the GAS query procedure will be terminated.


10.3.30.1.3 When generated

This primitive is generated by the SME at a non-AP STA to request a specific advertisement service from the DS an AP, which for non-native advertisement protocols may relay the query to a server in the DS. 

10.3.30.1.4 Effect of receipt

The non-AP STA operates according to the procedures defined in 11.10.1.
10.3.30.2 MLME-GAS.confirm

10.3.30.2.1 Function

This primitive reports the status code and query response to a GAS query of a specific advertisement service from the DS an AP, which for non-native advertisement protocols may be relaying the query response from a server in the DS. It is valid at a non-AP STA
10.3.30.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-GAS.confirm (

ResultCode,

ResponseInfo 
)

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	NO_REQUEST_OUTSTANDING

ADVERTISING_PROTOCOL_NOT_SUPPORTED

QUERY_RESPONSE_OUTSTANDING

QUERY_RESPONSE_TOO_LARGE

SERVER_UNREACHABLE

REQUEST_INFO_NOT_CONFIGURED
	Indicates the result response to the GAS- -request from the peer MAC entity.

	ResponseInfo
	String
	N/A
	Query response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as per the IEEE 802.21-Information Service specification. 


The mapping of Status Code received in the GAS Response frame is mapped to the corresponding Result Code per Table u10.

Table u10—GAS MLME Primitive’s Encoding of Result Code to Status Code field

	StatusCode
	ResultCode

	52
	NO_REQUEST_OUTSTANDING

	53
	ADVERTISING_PROTOCOL_NOT_SUPPORTED

	54
	QUERY_RESPONSE_OUTSTANDING

	55
	QUERY_RESPONSE_TOO_LARGE

	56
	SERVER_UNREACHABLE

	57
	REQUEST_INFO_NOT_CONFIGURED


10.3.30.2.3 When generated

This primitive is generated by the MLME as a response to the MLME-GAS.request primitive indicating the result of that request.

The primitive is generated when the non-AP STA receives a GAS Initial Response action frame or GAS Comeback Response action frame from the AP. 

10.3.30.2.4 Effect of receipt

The non-AP STA operates according to the procedures defined in 11.10.1.
10.3.30.3 MLME-GAS.indication

10.3.30.3.1 Function

This primitive reports to the AP SME about the GAS Request.

10.3.30.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-GAS.indication (
AdvertisementProtocolID,
Query,
Non-APSTAAddress
)

	Name
	Type
	Valid Range
	Description

	AdvertisementProtocolID
	Integer
	N/A
	Identifies which protocol is used to format the Query.  This is either a 802.11 assigned Advertisement Protocol ID or a vendor-specific ID.

	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 

	Non-APSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which query message is received. 


10.3.30.3.3 When generated

This primitive is generated by the MLME as a result of receipt of a request for the GAS advertisement service from a non-AP STA. 

10.3.30.3.4 Effect of receipt

The AP is notified of the request from the non-AP STA.

The SME shall operate according to the procedures defined in clause 11.10.1. 

The SME generates an MLME-GAS.response primitive within a dot11GASResponseTimeout.

10.3.30.4 MLME-GAS.response

10.3.30.4.1 Function

This primitive responds to the request for an advertisement service by a specified non-AP STA MAC entity. 

10.3.30.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-GAS.response (
ResultCode,
NonAPSTAAddress,
ResponseInfo

)

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS, NO_REQUEST_OUTSTANDING
ADVERTISING_PROTOCOL_NOT_SUPPORTED

QUERY_RESPONSE_OUTSTANDING

QUERY_RESPONSE_TOO_LARGE

SERVER_UNREACHABLE

REQUEST_INFO_NOT_CONFIGURED
	Indicates the result response to the GAS-request from the peer MAC entity.

	Non-APSTAAddress
	MACAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity to which query response information is transmitted. 

	ResponseInfo
	String
	N/A
	Query response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 0, then Query is formatted as per the IEEE 802.21 specification. 


10.3.30.4.3 When generated

This primitive is generated by the SME at the AP as a result of an MLME-GAS.indication primitive. 

10.3.30.4.4 Effect of receipt

The primitive causes the MAC entity at the AP to send a GAS Initial Response frame in the corresponding GAS response action management frame to the non-AP STA.  This primitive initiates transmission of a response to the specific peer MAC entity that requested the GAS query.

11 MLME

11.1 Synchronization

11.2 Power management

11.3 STA authentication and association

Editor: Insert text as shown below in the indented list:

The current state existing between the source and destination STAs determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 7). The state of the sending STA given by Figure 11-6 is with respect to the intended receiving STA. The allowed frame types are grouped into classes and the classes correspond to the STA state. In State 1, only Class 1 frames are allowed. In State 2, either Class 1 or Class 2 frames are allowed. In State 3, all frames are allowed (Classes 1, 2, and 3). The frame classes are defined as follows:

a) Class 1 frames (permitted from within States 1, 2, and 3)

1) Control frames

i) Request to send (RTS)

ii) Clear to send (CTS)

iii) Acknowledgment (ACK)

iv) Contention-Free (CF)-End+ACK

v) CF-End

2) Management frames

i) Probe request/response

ii) Beacon

iii) Authentication: Successful authentication enables a STA to exchange Class 2 frames.  Unsuccessful authentication leaves the STA in State 1.

iv) Deauthentication: Deauthentication notification when in State 2 or State 3 changes the STA’s state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3 implies disassociation as well.

v) Announcement traffic indication message (ATIM)

vi) Spectrum Management Action: Within an IBSS, action frames are Class 1.

vii) Advertisement

3) Data frames

i) Data: Data frames between STAs in an IBSS with frame control (FC) bits “To DS” and “From DS” both false.

b) Class 2 frames (if and only if authenticated; allowed from within States 2 and 3 only)

1) …
11.10 WLAN Interworking with External Networks Procedures

This clause describes the actions and the procedures for addressing interworking issues between IEEE 802.11 access network and external networks. Interworking Services are not supported in an IBSS,
11.10.1 Interworking Procedures: Generic Advertisement Services

This clause describes the actions and procedures which shall be used to invoke Generic Advertisement Services (GAS).  GAS may be used to enable network selection for 802.11-capable STAs as well as seamless interworking of a multi-access-capable STAs with non-802.11 access technologies or when other non-802.11 specific network protocols are involved. GAS facilitates transport mechanisms for advertising services while non-AP STAs are in the un-associated state (state 1 or state 2) as well as the associated state (state 3).  This is accomplished via the use of management frames of subtype Advertising which are class 1 frames.
There are two forms for GAS: Native GAS and non-native GAS.  Native Gas shall be supported by a STA when dot11InterworkingServiceImplemented is true.  Non-native GAS is enabled whenever dot11InterworkingServiceImplemented is true and one or more Advertisement Protocol information elements are present in Beacon and Probe response frames.  The Advertisement Protocol  information element specifies the Advertising Protocols a non-AP STA may use to communicate with Advertising servers which may be located in the DS.  The Advertising Protocol identifies the query language used by the advertising server. GAS transport is transparent to the Advertising Protocol which is used for Queries and Query Responses.  Vendor specific advertising protocols are also supported. Non-native GAS information delivery is supported using two options:

i)  Multicast delivery method
ii)  Unicast delivery method
11.10.1.1
GAS Native Protocol
GAS Native protocol shall be supported by a STA whenever dot11InterworkingImplemented is true.  APs shall provide support for the unicast delivery method for GAS Native protocol.  A non-AP STA may use GAS Native protocol to discover supported services.  A non-AP STA accomplishes this by transmitting a Native qQuery information element (cf. clause 7.3.2.48) in a GAS Initial Request Advertisement frame.  The AP responds to the query using a GAS Initial Response Advertisement frame (GAS Comeback Response Advertisement frames are not used for GAS Native protocol).

Non-AP STAs discover supported SSIDs in an mSSID BSS using GAS Native protocol.  A non-AP STA accomplishes this by transmitting a GAS Initial Request Advertisement action frame containing a Native Query information element specifying the mSSID List.  In response, the AP transmits the mSSID List (if configured) in a GAS Initial Response Advertisement action frame

Since the SSID IEs in a BSS configured for mSSID operation are not broadcast in a Beacon frame, there needs to be some information which assures that a candidate AP, to which a STA may transition, supports the same SSIDs.  This assurance is the HESSID Information element.  By definition, all BSSs identified by the same HESSID shall must support identical SSIDs.

In order to provide more flexibility in security configurations, each SSID in the mSSID List can have its own RSN IE.  This provides SSPs sharing an AP the capability to configure security per their own policies whilst sharing the configuration of other parameters in the same BSS.

11.10.1.1
11.10.1.2
Multicast Delivery Method Mechanism
The A non-AP STA obtains the GAS advertisement capability information from Beacons or Probe Response frames messages. The GAS capability fields Advertisement Protocol information element(s) present indicate the Advertisement Protocol IDs supported in the BSS. The A non-AP STA can send a GAS Initial Request Advertisement frame with one of the supported protocol IDs with specific query to obtain information about the specific interworking service. Upon receipt of the GAS Initial Request Advertisement frame, the AP generates a GAS Initial Response Advertisement frame with a GAS Query Response ID and a GAS multicast address. The AP forwards or proxies the request to the advertising server in the network to retrieve the query results. The response message from the advertising server is queued in the AP for multicast delivery at a later time. If an AP receives a Query Response which is larger than the configured Query Response Length Limit, it shall discard the response and instead return a status code so indicating in the GAS Comeback Response Advertisement Action frame.  This behavior helps to prevent abuses of the medium which may be caused by overly general queries (which evoke a very large query response).
In order to support multicast mechanism, a GASTIM IE is included in the Beacons. The GASTIM count field is decremented for every Beacon from a configured count value to zero and then restarted with the configured value on the following Beacon. The GAS multicast delivery begins immediately after the Beacon that includes the GASTIM count field value set to zero. The multicast delivery includes one or more GAS Comeback Response Advertisement Action Frames that include the GAS query ID, corresponding GAS query request element (optional), and GAS query response results information.  The following figure shows the messaging sequence.
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Figure u12—Example flow for GAS Multicast Query Mechanism
After the GASTIM beacon, the AP transmits multicast GAS Comeback Response Advertisement Action Frames containing encapsulated query responses. As configured in the AP dot11GasMulticastRepetitions MIB variable, each frame may be transmitted more than once to make the transmission more reliable.  

The GAS protocol supports Query Responses whose length is greater than the 802.11 maximum MMPDU MSDU size. In this case, the AP shall fragment the query response and transmit it using multiple GAS Comeback Response Advertisement action frames. This is accomplished by the AP’s use of the Query Response Fragment ID field in the GAS Comeback Response Advertisement action frame. The Query Response Fragment ID Tshall be set to 0 for the initial fragment and is incremented by 1 for each subsequent fragment in a multi-fragment query response.  A receiving STA shall wait to receive all the fragments from AP to reassemble the entire query response. A receiving STA can determine when a frame is re-transmitted (for improved reliability) since the Query Response Fragment ID field is the same for these frames. If Query Response results in a multi-fragment response, an AP shall first transmit all the frames belonging to a single Query Response until exhausting the all fragments. The AP shall may then repeat to transmitting the Query Response fragment(s) according to the number of times indicated by the dot11GasMulticastRepetitions  MIB variable.for the number of times it is configured with.
11.10.1.2
11.10.1.3
Unicast Delivery Method Mechanism
The A non-AP STA obtains the GAS advertisement capability information from Beacons or Probe Response frames messages. The GAS capability fields Advertisement Protocol information element(s) present indicate the Advertising Protocol IDs supported in the BSS. The A non-AP STA can send a GAS Initial Request Advertisement frame with one of the supported protocol IDs with specific query to obtain information about the specific interworking service. Upon receipt of the GAS Initial Request Advertisement frame, the AP generates a GAS Initial Response Advertisement frame with a GAS Query ID and a Comeback delay. The AP forwards or proxies the request to the advertising server in the network to retrieve the query results. The response message from the advertising server is queued in the AP at minimum until the expiry of the comeback delay. An AP should buffer the query response for the comeback delay duration. If an AP receives an Query Response which is larger than the configured Query Response Length Limit, it shall discard the response and instead return a status code so indicating in the GAS Comeback Response Advertisement Action frame.  This behavior helps to prevent abuses of the medium which may be caused by overly general queries (which evoke a very large query response).
The non-AP STA shall send a GAS Comeback Request Advertisement frame including the GAS Query ID (provided in the earlier GAS Initial ResponseAdvertisement frame) immediately after the expiry of the comeback delay. The AP shall provide the results in the GAS Comeback Response Advertisement frame with the corresponding Query ID, and GAS query request element (optional). 

The GAS protocol supports Query Responses whose length is greater than the 802.11 maximum MMPDU MSDU size .The multi-frame Query Responses whose length is greater than the MSDU size is accomplished by the AP’s use of the Query Response Fragment ID field in the GAS Comeback Response Advertisement action frame; the Query Response Fragment ID shall be set to 0 for the initial fragment frame and incremented by 1 for each subsequent fragment frame in a multi-fragment frame query response.  If the Query Response is a multi-fragment frame response (i.e., contains more than 1 fragment), the AP shall transmit all fragments that belong to the same Query Response until all fragments are exhausted. The AP shall also set the Last Fragment bit of the GAS Query Response Fragment ID to 1 when the transmitted fragment is the final fragment. The receiving STA shall wait to receive all the fragments unicast from AP to reassemble the whole query response.

If there were no Query results queued at the time of receiving the GAS Comeback Request Advertisement frame, then the AP can provide the same or a new Comeback delay value in the GAS Comeback Response Advertisement frame with same Query ID.
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Figure u13—Example flow for GAS Unicast Query Mechanism
The basic protocol concept for the unicast mechanism is as follows:

· An AP receiving a GAS request from a non-AP STA for a certain advertisement service request can ensure that the specific service is supported in the network and send an immediate response. 

· Within the GAS response, the AP returns a Query ID (whose value is unique for the AP) to be used by the non-AP STA to query the AP again without the need for indicating again the query request and by the AP to correlate the queries.GAS Request IE (this may be useful when more than one GAS query Request IE is requested and are not available instantaneously at the AP), and performing a new query by providing again the list of IEs would imply a waste of radio resources), and by the AP to correlate the queries. 
· The AP may also return a time value, Comeback Delay, determined by the AP and indicating how long the non-AP STAstation shall wait before querying the AP again. The non-AP STA does not need to remain active while waiting to send the GAS Comeback Request Advertisement frame, therefore enabling power saving. Alternativley, in situations where In case the non-AP STA is connected to a first AP1 and is actively exchanging data frames with that APAP1, but wants to retrieve information from a target second AP2, the STA does not need to remain on the second AP’s AP2 channel while waiting to send the GAS Comeback Request Advertisment frame.

· The STA waits Comeback delay period and sends a GAS Comeback Request Advertisment framewith the GAS Query ID.

· The AP returns the query response corresponding to the GAS Query ID if the response is has been returned by the server and queued at the AP. If the server has not returned the response, then the AP returns the same GAS Query ID with the same or new Comeback Delay value.
11.10.1.1 GAS Native Protocol

GAS Native protocol shall be supported by a STA whenever dot11InterworkingImplemented is true.  APs shall provide both unicast and multicast delivery methods for GAS Native protocol.  A non-AP STA may use GAS Native protocol to discover supported services.  A non-AP STA accomplishes this by transmitting a Native query in a GAS Initial Request frame.  The AP responds to the query using a GAS Initial Response frame (GAS Comeback Response frames are not used for GAS Native protocol).

Non-AP STAs discover supported SSIDs in an mSSID BSS using GAS Native protocol.  A non-AP STA accomplishes this by transmitting a GAS Initial Request action frame containing a Native Query information element specifying the mSSID List.  In response, the AP transmits the mSSID List (if configured) in a GAS Initial Response action frame

Since the SSIDs in a BSS configured for mSSID operation are not broadcast in a Beacon, there needs to be some information which assures that a candidate AP, to which a STA may transition, supports the same SSIDs.  This assurance is the HESSID Information element.  By definition, all BSSs identified by the same HESSID must support identical SSIDs.

In order to provide more flexibility in security configurations, each SSID in the mSSID List can have its own RSN IE.  This provides SSPs sharing an AP the capability to configure security per their own policies whilst sharing the configuration of other parameters in the same BSS.
Insert the following entries at the end of the dot11StationConfigEntry sequence list in the dot11StationConfig table of Annex D
Dot11StationConfigEntry ::=

SEQUENCE {


dot11StationID MacAddress,


dot11MediumOccupancyLimit INTEGER,


dot11CFPollable TruthValue,


dot11CFPPeriod INTEGER,


dot11CFPMaxDuration INTEGER,


dot11AuthenticationResponseTimeOut Unsigned32,


dot11PrivacyOptionImplemented TruthValue,


dot11PowerManagementMode INTEGER,


dot11DesiredSSID OCTET STRING,


dot11DesiredBSSType INTEGER,


dot11OperationalRateSet OCTET STRING,


dot11BeaconPeriod INTEGER,


dot11DTIMPeriod INTEGER,


dot11AssociationResponseTimeOut Unsigned32,


dot11DisassociateReason INTEGER,


dot11DisassociateStation MacAddress,


dot11DeauthenticateReason INTEGER,


dot11DeauthenticateStation MacAddress,


dot11AuthenticateFailStatus INTEGER,


dot11AuthenticateFailStation MacAddress,


dot11MultiDomainCapabilityImplemented TruthValue,


dot11MultiDomainCapabilityEnabled TruthValue,


dot11CountryString OCTET STRING,


dot11SpectrumManagementImplemented TruthValue,


dot11SpectrumManagementRequired TruthValue,


dot11RSNAOptionImplemented TruthValue,


dot11RSNAPreauthenticationImplemented TruthValue,


dot11RegulatoryClassesImplemented TruthValue,


dot11RegulatoryClassesRequired TruthValue,


dot11QosOptionImplemented TruthValue,


dot11ImmediateBlockAckOptionImplemented TruthValue,


dot11DelayedBlockAckOptionImplemented TruthValue,


dot11DirectOptionImplemented TruthValue,


dot11APSDOptionImplemented TruthValue,


dot11QAckOptionImplemented TruthValue,


dot11QBSSLoadOptionImplemented TruthValue,


dot11QueueRequestOptionImplemented TruthValue,


dot11TXOPRequestOptionImplemented TruthValue,


dot11MoreDataAckOptionImplemented TruthValue,


dot11AssociateinNQBSS TruthValue,


dot11DLSAllowedInQBSS TruthValue,


dot11DLSAllowed TruthValue,


dot11InterworkingServiceImplmented TruthValue


dot11GasTimPeriod Integer,


dot11GasTimTimeToSuspend Integer,


dot11GasMulticastRepetitions Integer,


dot11ESONetwork TruthValue,


dot11AdvertisingServiceImplemented TruthValue
                }

Insert the following elements at the end of the dot11StationConfigTable element definitions
Editorial Note: The value for the dot11InterworkingImplmented and dot11AdvertisingServiceImplemented attributes must be assigned by the ANA prior to sponsor ballot.  The values assigned will replace the notation <ANA> and <ANA+1> in the following entries.

dot11InterworkingServiceImplemented OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

"This attribute available at STAs, when TRUE, indicates the STA is capable of interworking with external networks.  A STA setting this to TRUE implements Interworking Service.  When this is set to FALSE, the STA does not implement Interworking Service. The default value of this attribute is FALSE."
     DEFVAL (FALSE)

::= {dot11StationConfigEntry <ANA>}

dot11GasTimPeriod OBJECT-TYPE


SYNTAX INTEGER (0..255)


MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This object identifies the number of Beacon intervals between 

successive GASTIMs. If all beacons are GASTIMs, the GASTIM   

Period field has the value 1. The GASTIM Period value 0 is 

reserved."


::= { dot11StationConfigEntry <ANA+1> }

dot11GasTimTimeToSuspend OBJECT-TYPE



SYNTAX INTEGER (0..255)


MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This object identifies the number of TUs after TBTT (GASTIM) 

after which the AP will not schedule for transmission any 

further multicast advertising frames "


::= { dot11StationConfigEntry <ANA+2> }

dot11GasMulticastRepetitions OBJECT-TYPE



SYNTAX INTEGER (0..31)


MAX-ACCESS read-write



STATUS current



DESCRIPTION

"This object is only used for GAS multicast delivery method and
identifies the number times each GAS Comeback Response
Advertisement MMPDU is to be transmitted in order to improve
communication’s reliability."


::= { dot11StationConfigEntry <ANA+3> }

dot11ESOBit OBJECT-TYPE



SYNTAX INTEGER (0..1)


MAX-ACCESS read-only



STATUS current



DESCRIPTION

"The ESO (Emergency Services Only on this SSID) capability set 

to 1 indicates higher layer emergency call services are 

reachable via this SSID. The ESO capability set to 0 indicates  

other means are necessary to determine if higher layer emergency 

call services are reachable via this SSID"


::= { dot11StationConfigEntry <ANA+4> 
dot11AdvertisingServiceImplemented OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

"This attribute available at STAs, when TRUE, indicates the STA is capable of supporting Generic Advertising Service (GAS).  The STA shall support Native GAS as well as other advertising protocols as defined by dot11GasAdvertisementTable.  When this is set to FALSE, the STA does not implement Generic Advertising Service. The default value of this attribute is FALSE."

     DEFVAL (FALSE)


::= {dot11StationConfigEntry <ANA+5>}

}

-- **********************************************************************

-- * dot11GasCounters TABLE

-- **********************************************************************

dot11GasCountersTable OBJECT-TYPE

        SYNTAX         SEQUENCE OF Dot11GasCountersEntry

        MAX-ACCESS     not-accessible

        STATUS         current

        DESCRIPTION

                "This object is a table of GAS counters implemented as a 



   table to allow for multiple instantiations on an STA."

    ::= { dot11gas 1 }

Dot11GasCountersEntry OBJECT-TYPE

        SYNTAX     Dot11GasCountersEntry

        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION

                "This object provides the attributes identifying



   a GAS counter within an STA.”

        INDEX { dot11GasCountersIndex }

    ::= { dot11GasCountersTable 1 }

Dot11GasCountersEntry ::=

        SEQUENCE 
{

             
dot11GasTransmittedFragmentCount
Counter32,

             
dot11GasFailedCount


Counter32,

             
dot11GasRetryCount


Counter32,

.............
dot11GasMultipleRetryCount

Counter32,

.............
dot11GasFrameDuplicateCount

Counter32,

.............
dot11GasACKFailureCount

Counter32,

.............
dot11GasReceivedFragmentCount

Counter32,

.............
dot11GasTransmittedFrameCount

Counter32,

.............
dot11GasDiscardedFrameCount

Counter32,

.............
dot11GasRetriesReceivedCount

Counter32,

.............
dot11GasResponseTimeout

Integer

             
}

dot11GasCountersIndex OBJECT-TYPE

        SYNTAX INTEGER (1..12)

        MAX-ACCESS not-accessible

        STATUS current

        DESCRIPTION

        "The auxiliary variable used to identify instances of the

        columnar objects in the GasCounters Table."

     ::= { dot11GasCountersEntry 1 }

dot11GasTransmittedFragmentCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall be incremented for an acknowledged MPDU, for

        a particular UP, with an individual address in the address 1

        field or an MPDU with a multicast address in the address 1

        field, either belonging to a particular TID. This counter has

        relevance only for TIDs between 0 and 7."

     ::= { dot11GasCountersEntry 2 }

dot11GasFailedCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall increment when an MSDU, for a particular UP,

        is not transmitted successfully due to the number of transmit

        attempts exceeding either the dot11ShortRetryLimit or

        dot11LongRetryLimit. This counter has relevance only for TIDs

        between 0 and 7."

      ::= { dot11GasCountersEntry 3 }

dot11GasRetryCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall increment when an MSDU, of a particular UP,

        is successfully transmitted after one or more retransmissions.

        This counter has relevance only for TIDs between 0 and 7."

      ::= { dot11GasCountersEntry 4 }

dot11GasMultipleRetryCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall increment when an MSDU, of a particular UP,

        is successfully transmitted after more than one retransmissions.

        This counter has relevance only for TIDs between 0 and 7."

      ::= { dot11GasCountersEntry 5 }

dot11GasFrameDuplicateCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall increment when a frame, of a particular UP,

        is received that the Sequence Control field indicates is a

        duplicate.  This counter has relevance only for TIDs between 0

        and 7."

      ::= { dot11GasCountersEntry 6 }

dot11GasACKFailureCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall increment when an ACK is not received in

        response to an MPDU of a particular UP. This counter has

        relevance only for TIDs between 0 and 7."

      ::= { dot11GasCountersEntry 7 }

dot11GasReceivedFragmentCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall be incremented for each successfully 

        Received MPDU of type Data of a particular UP. This counter has

        Relevance only for TIDs between 0 and 7."

       ::= { dot11GasCountersEntry 8 }

dot11GasTransmittedFrameCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall increment for each successfully transmitted

        MSDU of a particular UP. This counter has relevance only for 

        TIDs between 0 and 7."

      ::= { dot11GasCountersEntry 9 }

dot11GasDiscardedFrameCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall increment for each Discarded MSDU of a

        particular UP. This counter has relevance only for TIDs between

        0 and 7."

      ::= { dot11GasCountersEntry 10 }

dot11GasRetriesReceivedCount OBJECT-TYPE

        SYNTAX Counter32 (1..4294967295)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This counter shall increment for each received MPDU of a

        particular TID with the retry bit set to 1."

      ::= { dot11GasCountersEntry 11 }

dot11GasResponseTimeout OBJECT-TYPE

        SYNTAX Integer (0..65535)
        MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This parameter shall indicate the GAS response timeout value in

        ms."

      ::= { dot11GasCountersEntry 12 }

-- **********************************************************************

-- * End of dot11GasCounters TABLE

-- **********************************************************************

-- **********************************************************************

-- * dot11GasAdvertisement TABLE

-- **********************************************************************

dot11GasAdvertisementTable OBJECT-TYPE

        SYNTAX         SEQUENCE OF dot11GasAdvertisementEntry

        MAX-ACCESS     not-accessible

        STATUS         current

        DESCRIPTION

                "This object is a table of Advertisement Protocols 



      contained within a STA."

        ::= { dot11gas 2 }

dot11GasAdvertisementEntry OBJECT-TYPE

        SYNTAX     Dot11GasAdvertisementEntry

        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION

                "This object provides the attributes identifying



      a particular advertisement procotol within an STA.”

        INDEX { dot11GasAdvertisementIndex }

        ::= { dot11GasAdvertisement Table 1 }

Dot11GasAdvertisementEntry ::=

        SEQUENCE 
{

             
dot11GasAdvertisementID
INTEGER,

             
}

dot11GasAdvertisementIndex OBJECT-TYPE

        SYNTAX INTEGER (1..16)

        MAX-ACCESS not-accessible

        STATUS current

        DESCRIPTION

        "The auxiliary variable used to identify instances of the 

        columnar objects in the GasAdvertisement Table."

     ::= { dot11GasAdvertisementEntry 1 }

dot11GasAdvertisementID OBJECT-TYPE

........SYNTAX INTEGER {

........

MIH Information Service(1),

........

MIH Command and Event Services Capability Discovery(2)

        

Emergency Alert System (EAS) Service(3)}

........MAX-ACCESS read-only

        STATUS current

        DESCRIPTION

        "This object identifies the GAS Advertisement Protocol."

     ::= { dot11GasAdvertisementEntry 2 }

dot11GasDeliveryMethod OBJECT-TYPE

........SYNTAX INTEGER {

........

Unicast(1),

........

Multicast(2)}

........MAX-ACCESS read-write

        STATUS current

        DESCRIPTION

        "This object identifies the delivery method of the AP for each GAS 

        Advertisement Protocol in this row of the table."

     ::= { dot11GasAdvertisementEntry 3 }

-- **********************************************************************

-- * End of dot11GasAdvertisement TABLE

-- **********************************************************************
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