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Introduction

This proposal creates a Ping request/response method that is used to help determine whether a STA has lost its SA on an AP because of a teardown attack.  Presentation 802.11-07/2441 describes this in more detail.
These changes are based off of 802.11w Draft 3.0 and its dependant documents.  Changes are shown in underlined green, unless they are pure additions or are otherwise mentioned.  Instructions to the TGw editor are highlighted in yellow.
Editor’s Instructions
7.3.1.11 Action Field
Insert the following new row into table 24:
Table 24 – Category values

	Code
	Meaning
	See subclause

	<ANA>
	Ping
	7.4.8


TGw Editor: Add the following 


7.3.2.27 Extended Capabilites information element 
Change the last paragraph of 7.3.2.27 as follows
The Capabilities field is a bit field indicating the capabilities being advertised by the STA transmitting the information element. There are no capabilities defined for this field in this revision of the standard. The Capabilities field is shown in Table 35a.
Insert the following table at the end of 7.3.2.27 as follows:
Table 35a – Capabilities Field
	Bit
	Information
	Notes

	0
	Reserved
	

	<ANA>
	Ping Capable
	A STA sets the Ping Capable bit in the Extended Capabilities Information field to 1 if it is capable of generating and responding to Ping Action frames, and 0 otherwise.

	x-n
	Reserved
	


TGw Editor: Add the following, and assign table and figure numbers appropriately
Insert the following before 7.5  
7.4.8 Ping action details

Two Action frame formats are defined for the Ping action. An Action field, in the octet field immediately after the Category field, differentiates the formats. The Action field values associated with each frame format are defined in Table 7-1w.
Table 7-1w – Ping action fields

	Action field value
	Description

	0
	Ping Request

	1
	Ping Response


7.4.8.1 Ping Request frame

The Ping Request frame is used to request a Ping Response from the receiving STA.  The format of the frame is shown in Figure 7-12w.

	
	Category
	Action
	Dialog Token
	Vendor Specific Elements

	Octets:
	1
	1
	1
	variable


Figure 7-2w—Ping Request frame details
The Category field is set to the value indicating the Ping category, as specified inTable 24 in 7.3.1.11.
The Action field is set to the value indicating Ping Request frame, as specified in Table 7-1w in 7.4.8.

The Dialog Token field is set to a value chosen by the STA sending the event request to identify the request/report transaction.
The Vendor Specific Elements field contains zero or more Vendor Specific elements, as defined in 7.3.2.26.
7.4.8.2 Ping Response frame

The Ping Response frame is used to answer a Ping request from another STA.  The format of the frame is shown in Figure 7-3w.

	
	Category
	Action
	Dialog Token
	Vendor Specific Elements

	Octets:
	1
	1
	1
	variable


Figure 7-3w—Ping Response frame details
The Category field is set to the value indicating the Ping category, as specified in Table 24 in 7.3.1.11.
The Action field is set to the value indicating Ping Response frame, as specified in Table 7-1w in 7.4.8.

The Dialog Token field is set to the value in any corresponding Ping Request frame.
The Vendor Specific Elements field contains zero or more Vendor Specific elements, as defined in 7.3.2.26.
TGw Editor: Add the following before Clause 11
Insert at the end of sub clause 10.3 a new sub clause as follows:
10.3.39 Ping support
10.3.39.1 MLME-PING.request
10.3.39.1.1 Function

This primitive requests that a Ping Request frame be sent to the peer STA to which the STA is associated. 
10.3.39.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-PING.request
(
PeerSTAAddress,

DialogToken,

VendorSpecific
)
	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity for the Ping .

	DialogToken
	Integer
	0-255
	The Dialog Token to identify the Ping Request and Response transaction.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the Ping Request frame. 


10.3.39.1.3 When Generated

This primitive is generated by the SME to request that a Ping Request frame be sent to the peer STA with which the STA is associated.

10.3.39.1.4 Effect of Receipt

On receipt of this primitive, the MLME constructs a Ping Request action management frame. The STA then attempts to transmit this to the peer STA with which it is associated.

10.3.39.2 MLME-PING.confirm

10.3.39.2.1 Function

This primitive reports the result of a Ping procedure. 

10.3.39.2.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME- PING.confirm
(
PeerSTAAddress
DialogToken,
VendorSpecific
)
	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity that the Ping Reponse was received from.

	DialogToken
	Integer
	0-255
	The Dialog Token to identify the Ping Request and Response transaction.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters from the Ping Response frame. 


10.3.39.2.3 When Generated

This primitive is generated by the MLME as a result of the receipt of a Ping Response action management frame.  
10.3.39.2.4 Effect of Receipt

On receipt of this primitive, the SME may use the response as a sign of liveness of the peer STA.
10.3.39.3 MLME-PING.indication
10.3.39.3.1 Function

This primitive indicates that a Ping Request frame was received from a STA. 
10.3.39.3.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-PING.indication
(
PeerSTAAddress,
DialogToken,
VendorSpecific
)
	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity that the Ping Request was received from.

	DialogToken
	Integer
	0-255
	The Dialog Token to identify the Ping Request and Response transaction.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters from the Ping Request frame. 


10.3.39.3.3 When Generated

This primitive is generated by the MLME when a valid Ping Request action management frame is received.
10.3.39.3.4 Effect of Receipt

On receipt of this primitive the SME should operate according to the procedure in 11.20.
10.3.39.4 MLME-PING.response
10.3.39.4.1 Function

This primitive is generated in response to an MLME-PING.indication requesting a Ping Response frame be sent to a  STA. 

10.3.39.4.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-PING.response
(
PeerSTAAddress,
DialogToken,
VendorSpecific
)
	
	
	
	

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity for the Ping .

	DialogToken
	Integer
	0-255
	The Dialog Token to identify the Ping Request and Response transaction.

	VendorSpecific 
	As defined in the Vendor Specific element
	As defined in the Vendor Specific element
	Specifies the vendor specific parameters for the Ping Response frame. 


10.3.39.4.3 When Generated

This primitive is generated by the SME, in response to an MLME-PING.indication, requesting a Ping Response be sent to a STA. 
10.3.39.4.4 Effect of Receipt
On receipt of this primitive, the MLME constructs a Ping Response action management frame. The STA then attempts to transmit this to the STA indicated by the PeerSTAAddress parameter.

TGw Editor: Insert the following 
11.3.1.1 Authentication—Originating STA

Delete the last paragraph.

11.3.1.2 Authentication—Destination STA

Delete the second to the last paragraph.
TGw Editor: Insert the following 
Insert at the end of Clause 11 a new sub clause as follows:
11.20 Ping procedures

When the STA supports Ping services, the Ping Capable subfield is set in the Extended Capabilities field, the STA shall be set.  It is optional for a STA to send a Ping Request.  To send a Ping Request to a peer STA, the STA shall issue an MLME-PING.request.  A Ping Request shall not be sent to a peer STA unless the peer STA is associated to the sending STA and the peer STA supports Ping services.  A STA that supports Ping services and receives an MLME-PING.indication shall respond with an MLME-PING.response when the receiving STA is currently associated to the sending STA.
If dot11RSNAProtectedManagementFramesEnabled is true, then the STA shall support Ping services.  A STA shall assume that the STA to which it is associated supports Ping services, without regard to the setting in the Extended Capabilities field for either STA in the association, if Management Frame Protection is enabled for both STAs.
Annex A
TGw Editor: Insert the following at Annex A, at the end of the table already present in the draft
Insert the following row to end of table in A.4.4.1:
	PC 35
	Ping Services
	7.3.2.27, 11.20
	PC34:M
	Yes       No

	PC 35.1
	Ping Request
	7.4.8.1, 11.20
	O
	Yes       No

	PC 35.2
	Ping Response
	7.4.8.2, 11.20
	PC34:M
	Yes       No


TGw Editor: Thank you!




Abstract


This document contains the normative text for introducing additional SA teardown protection into the RSN framework, as mentioned in the presentation 802.11-07/2441r3.  


�(Contains STA-directed pings to detect, with no added *SA holding.  This provides only after-the-fact protection.)
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