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Abstract:

The IEEE 802.11s standard is tasked to provide ways of establishing and securing a wireless mesh network. One proposal establishes a Mesh Security Architecture (MSA), with an interesting key hierarchy and full protocol definitions. This paper proves the correctness and security of the MSA proposal and its corresponding protocols. We also propose and prove the security of an additional protocol (an abbreviated handshake) which offers a substantial effciency improvement in certain instances. To prove the entire architecture secure, we utilize Protocol Composition Logic (PCL) to prove each protocol secure. From that basis, we can show the protocols compose securely to prove the entire architecture. We also contribute some novel concepts to PCL, to allow us to prove the security of the overall architecture.
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Abstract


This document provides a brief introduction to a security analysis of the mesh security architecture as specified in draft 1.06 of the IEEE 802.11s amendment, and a link to further information.  This security analysis is intended to address or partially address LB 93 comments 1323, 1986, 3984, and 4031, which call for security analysis of the MSA framework.
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