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Wednesday September 12, 2007

09:00
Call to order

· Review IEEE 802 policies and procedures for Intellectual Property

Chair asked for any questions and statements – none were given.

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Discussion on Sponsor Ballot comments from document 11-07/2295r2

· CID 5: Channel binding: Accept in principle

· Channel binding was mentioned in draft 5, and since removed in D7.0.

· Channel binding is out of scope for 802.11, and 11r has exposed necessary information for IETF/EAP to design channel binding protocol.

· CID 8: Compromised AP: Accept in principle

· 11r requirements (11A.2.2) mention the R0KH and R1KH need to perform mutual authentication before the PMK-R1 can be delivered by the R0KH to the authorized R1KH.

· If one R1KH is compromised, then it will be unable to get PMK-R1 key for other R1KHs due to the requirements.

· CID 6: Crypto agility: Accept in principle.

· 11r has agility, and is done using AKM negotiation.

· CID 70: 

· Bill Marshall to propose text

· CID 351: Ethertype needed: Accept

· Clint will gate TG approval and initiate the application.

· CID 184, 185: Initial MD Association: Proposed Reject

· Was discussed in Toronto adhoc a couple of years back.  At that time, members did not want to change 11i handshake, due to reuse from 11i.

· There is no change to transitions, so this change will not impact 11r transitions.

· CID 80: KDF Specification: 

· Need to show how the octet strings are encoded in the KDF.  SP-107 contains information for hash and KDF functions – does the commenter mean SP-107 instead of SP-108.

· Define K and context to be as in 7.1.1.  As done in 11i.

· Work with Lily on the security of using HMAC-SHA-256 in counter mode.

· CID 161: Key Distribution: Proposed Accept.

· The whole system should be strong, but the resolution of this comment is vague.

· Puts contraints on deployments, as anytime EAP method changes then backend key management needs to change.

· Text proposed by group.

· CID 162: Key Distribution: Proposed Reject

· Thank commentor for comment.  11r considered each of the alternatives, but decided that Key Distribution would remain un-specified, as the interoperability Market need for over the air was greater than inter-vendor inter-operability.

· CID 163: Key Distribution: Proposed Accept.

· Clint responded.

· CID 164: Key Distribution: 

· If all group 5 proposed resolutions for Key Distribution are accepted, then, commentor may withdraw this comment.

· CID 73: Key Distribution protocol: proposed reject

· Address the note with the requirements of the key distribution protocol.  Layer 3 protocol is out of scope for this group.

· CID 34: MDIE indication of FT capability

· People fine with making over-the-air as always ON, but change the definition of the bit to say FT is enabled.

· MDIE should be consistent across all MD, then over-the-air will be turned ON for all APs

· Tabled for discussion tomorrow.

· Accept in principle: Accept the resolution and reduce MDID to 14-bits.  Make MDIE as 2 octets.

· CID 174: MDIE indication of FT capability

· Presence of MDIE means FT is enabled.  This is general purpose IE for other Task Groups.  But, TGu is not using it.  3.86a is defined to mean MDIE is for TGr only.

· Editors have discussed about same draft in multiple drafts.  If this is solid in first one, then later groups can depend on that.

· MDIE seemed tightly coupled with TGr.  Reasons to decouple from TGr.  TGr implementations should not be burdened with using this generic scheme.

· If using MDIE, you will always support IE.  IF MDIE is generic, then FT may not be present.

· Transition period: Some will support TGr and some not.  MDIE is used for this phase-in.  Having multiple MDs within the same ESS.  MD defines a backend connectivity – this can be exploited by some future TG.  Is anyone aware of some functions that may be using MDIE?  Or, is this a theoretical exercise?

· MDIE has been very specific TGr thing.  Other groups are better off using their own IE and dealing with this.

· CID 174: MDIE indication of FT capability 

· MDIE is now very small, and why will this be used by oter groups.  Sounds odd that there is no TG that has planned to use it, either.

· Proposal to make MDIE specific to TGr and also add a new capability bit.

· Proposal to add FTIE and add bits to Ext Cap IE – but, that introduces additional erros cases.

· Propose accept.

· CID 214: MIC Message 2

· Deal with CID 223, 225 at the same time.  Dealt below.

· CID 111: MLME Diagram

· Upload the submission 

· Change diagram to interchange SME/MAC for Current AP lines

· Add figure in Clause 10, and show Reassociation MLMEs

· CID 190, 191, 204, 205, 220, 233: Non-AP STA

· All other comments for non-AP STA are fine, except for these 6 that require arrows.

· Most are fine, but there is a conflict between technical and editorial things.

· STA is not technically correct.  See no value in changing STA to non-AP STA.

· Using STA is consistently wrong, and is in the diagrams.  

· Format problems are problem in accepting these 6 comments.

· IEEE802.11-2007 has dealt with similar issue in multiple locations, in 8.5.3.

· Can these be issues? Yes, by non-English speakers and in WFA plugfests.

· IEEE 802.11r D7.0 has also used similar formatting on page 56 and other places.

· People use STA for AP, if the functionality is common for all STAs.

· Formating is the editor’s prerogative.

· CID 172: Proposed Accept.

· No problems accepting this.  

· CID 181:  Proposed Accept

· The sentence is not clear.  Reassociation allows FT to happen.

· CID 202: Proposed Accept in Principle

· A non-AP STA can FT to any AP.

· There is a problem with roam-to-self, but 11r fixed it.  STA stops sending packets on this association.

· Roaming to self disrupts the current service.  With a steady stream of packets, there is uncertainty of when AP and STA can control packets.

· The scenario is when a non-AP STA is kicked off from an AP, then statement needs to be added that the non-AP STA can do an Initial Mob Domain procedures with any AP in the MD.

· It is obvious.  However, it is telling non-AP STA that it may come back to the same AP.

· CID 223, 225, 236, 238: PMK-R1 latency: Proposed Accept in Principle.

· 222 and 238 were duplicates

· This is related to come-back-later.  Keeping the “may” so pull model will have some latency.  Allows non-AP STA to get a quick response over-the-air.  In a pull model, the AP can send this error when it can do the pull.

· The way text is written, AP can respond with message 2, then go get the key.  There may not be a conflict, as the AP has to get the correct state before it sends to the STA.

· In pull model, if AP does not wait for a reply, then it will not use this error.  

· “If AP knows the PMK-R0 is invalid, then it should send the PMKID error message”.

· Even if the 2nd message is sent quickly, then the STA may send Reassoc then the reassoc response will have to wait.

· The Target AP may be disconnected from the DS, and cannot lead a STA on to come by sending a success to the STA.  The Target AP should tell STA right away if it is unreachable on backend.

· Proposed error code is “56 - R0KH unreachable”.

· CID 214: MIC Message 2: Proposed Reject

· Needs to support “Pull” model for backend key distribution.

· CID 43, 361: RIC-Format 

· Proposal to add a resource type.  A new table would be added, 7-43F.

· How would a vendor add WMM, without modifying 11r standard? OUI-based scheme needs to be supported.

· OUI for TSPECs will tell if the TSPEC is WMM or 11e.  If WMM parameters are seen in beacon, then WMM is turned ON.  WMM TSPEC is of using 221 as the vendor-specific IE for WMM IEs.

· STA should be able to do multiple types of resources in the RIC.  This is adding a new requirement to TGr for block Ack.  Block Ack is a fixed length field and not an IE – so, this needs to accommodate.  

· Vendor specific fixed length fields should also be defined.

· TGr has been moving security context, then, now we should also move additional contexts (in future).  

· 11n will have a number of parameters, and resolutions to this CID will address this.  HD will have some more.

· Which ones of the future impede FT?  What is going to delay the traffic?  Block Ack may not, but 11n parameters may.  These will dictate FT.

· In home scenario with video, Block Ack was very useful, and needs to be transferred along with FT.

· WMM is taken care of in 11r D7.0, not vendor specific IE/resources.  In favour of extending the scheme.

· Vendor specific IEs can define an IE, anytime.  Processing of such IEs is also vendor-specific.  802.11 allows vendor-specific IEs.

· Recessed until 9:00am Thursday.

Thursday September 13, 2007

09:00

Call to order

· Review IEEE 802 policies and procedures for Intellectual Property

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.
· The last updated comment resolution was posted as 11-07/2295r3

· Discussion on comment 34 and 174

There is a general consensus that “over-the-air” does not require a capability bit.

If we remove the “over-the-air” capability bit and reduce the MDIE to 14 bits, we are removing one octet from the MDIE.

The recommendation is to accept comment 34 and 174

· Discussion on comment 70

You should only be able to have 1 R0KeyHolder per mobility domain. But there is nothing to support R0KeyHolders.

The comment was modified adding “for Mobility Domain”

· Discussion on comment 111.

Kapil has posted the resolution as document number 11-07/2352r02

Proposed to accept in principle accepting only the changes in  Clause 11A.5.3.
· Discussion on “non-AP STA” comments 190, 191, 204, 205, 220, 233

Clause 11A only deals with a BSS so using STA is correct.

Strictly speaking, we should use a “non-AP” STA
· Discussion on the reservation protocol 6-way message flow

The reason to reject the comment would be that there are certain use cases where 6-way message flow is necessary.

Document 11-07/2351r0 describes the changes necessary for removing the reservation protocol.
Kapil has requested the TGr technical editor to review the submission to ensure that it was complete.

The TGr technical editor has made no commitment to review the submission.

· Discussion on RIC format
Right now it is specified only to be used for IEEE 802.11e. We need to address vendor specific IE’s in the RIC.

The Block ACK is a fixed field. Resources are described as Information Elements.

We could provide an IE to encapsulate fixed fields.

We could extend the RDIE to include fixed fields.

We should provide a generic capsulation for fixed fields.

We need to add an entry for Vendor Specific elements.

We would require a submission to add a generic IE to contain the fixed fields. Somebody will have to come up with a proposal.
· Discussion on comment 221 on Roam to self
We should not be preventing FT back to the same AP.

If the STA wants to change its listen interval, it needs to re-associate to the same AP.

The consensus is to reject the comment.

An existing PTKSA is preserved until FT completes. The new PTKSA replaces the old PTKSA.

It would be good to add a sentence in clause 8.4.10 to indicate how the AP manages the PTKSA.
We should add a new sentence to address the comment 277.
We are adding a sentence in clause 11A.7.1 to address comment 221.
The non-AP STA remains in state 3 until the re-association completes.

· Discussion on SDL state machines.

The consensus is that we reject the comments.

· Discussion on security assumptions

Revising our comment resolutions for group 3

The consensus is to reject comment 144 and 1477

· Discussion on SHA-1 versus SHA-256
SHA-1 is not broken for the purpose is what we’re looking for.

The reason to change it could be the impression that using SHA-1 could use.
SHA-256 is too processor intensive for mobile applications.

We don’t have any data on SHA-1 processing performance compared with SHA-256.

If we make changes to add SHA-256, we should also update IEEE 802.11i as well.
We should keep SHA-1 as an improvement in performance and to remain consistent with IEEE 802.11i.

We could add two AKM’s: one for SHA-1 and another for SHA-256.

There’s no consensus so we should make this a discussion topic for next week.
· Discussion on comments on “STA behaviour”
The base specification is silent about how to handle these error cases.
For comment 226, there should nothing to stop a STA from authenticating with the same AP.

The AP should send a status code to indicate bad channel conditions.

The proposed resolution does not match the comment.

This proposed resolution will not work at a system level.

We need to reject the comment because there’s no way of addressing the comment with the proposed change.

The proposed change is insufficiently specified by the commentor.

The problem exists in the cellular network and it is not resolved. 

The commentor feels that the group is reluctant to address error cases.

There is no place in IEEE 802.11 to control rate control algorithms.

If the STA sends an FT Request with a different SNonce, the AP should not reject the SNonce.

There is no place in the draft how the AP handles two outstanding FT-Requests. 
The AP is free to implement the handling of multiple FT-Requests from the same STA.

The comment resolution specifies “or any non-zero status code”. 

The consensus is to reject the comments.

· Discussions on comments on “state machines”

Consensus is to accept comment 312.
Consensus is to accept comment 314.
· Discussion on comments 264 and 362

Consensus is to accept the comments.

· Discussion on the TKIP issue

TKIP is known to have issues, but HMAC-SHA-1 has not.

TKIP is currently supported in the draft.

The “PTKlen” is used in the PTK derivation to account for the length for TKIP.

Do we put a statement deprecating TKIP into the amendment?

We have to account for customers who would want to use FT with TKIP.

We should add a statement that TKIP is deprecated in the same location as the statement about WEP.

Generally, there is an agreement that we want to move to a protocol with higher security. We all want to move that way.

IEEE 802.11n and IEEE 802.11w are deprecating TKIP.

IEEE 802.11s supports TKIP.

· Discussion on “Wait for interoperability”

Consensus is to reject this comment.

· Discussison on “non-AP STA”

Consensus is to reject this comment.
· Discussion on the Security Review comment 83
If we are using KDF-384 is used for all key derivations, then we don’t have a problem.

The consensus is that we should reject this comment because we are not aware of any security problems.
· Discussion on the Security Revidew comment 88

This was addressed in the preparation of Draft 7.

The consensus is to accept this comment in principle.

· Discussion on the Security Review comment 95

The consensus is to reject this comment for the same reason as comment 83.

· Discussion on the Security Review comment 209

The consensus is to accept this comment in principle.
· Discussion on the Security Review comment 210

An AP is open to a number of denial of service attack.

This opens an attack on the R0KeyHolder. 

This is a valid problem.
Fuzzing attacks are implementation attacks. Adding any messages to the IEEE 802.11 protocol makes the system more susceptible to DoS attacks.

· Discussion on the Security Review comment 211 and 213

Any STA can request the R1KeyHolderID through a probe request.
This only deals with the first message over-the-Air. Over-the-DS is protected.

Although its technical feasible, it’s not something we’ve chosen to do because it introduces too much overhead on the infrastructure.

It doesn’t matter whether an attacker receives the R1KeyHolderID.

There is no threat in this case.
Consensus is to reject the comment.

· Discussion on comment 4

An AP can be attact in this way by any number of ways. 

The consensus is to accept the comment in principle.

· Discussion on RRB comments 

This will come up for a vote.

Comment 335 proposes using a data frame to the target AP to send the FT-Request. This proposed comment resoloutoin is incomplete.

We would have to specify how QoS is applied to these messages.

There’s no way to guarantee the end-to-end QoS across AP’s.

We shouldn’t care what we do over-the-DS.

Admission control would not allow a STA to send FT-Request data frames

We could modify Admission Control procedures to allow this frame to be sent at a high priority.

There is an issue with addressing transmission of FT-Request data frames at the STA lower MAC.
We will discuss this issue next week.

· Discussion on the next TGr adhoc location

The consensus to to hold the adhoc in Toronto on the October 30, 31, and 1st.
· Recess until Friday at 09:00 

Friday September 14, 2007

9:00

Call to order

· Review IEEE 802 policies and procedures for Intellectual Property

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Discussion on comment 80

The consensus is to accept Bill Marshall’s suggested response.

· Discussion on the resolution to comment 43
Based on Bill Marshall’s proposal, the Block ACK descriptor element should be more generic. 

The group prepared a more generic resolution for this comment.
· Discussion on reservation protocol comments

We’ll prepare comment resolutions for accept or reject depending on how the discussion goes.

We’ve prepared resolutions to each of the comments.

· Discussion on RRB comments

Discussed 4 possible solutions to address these comments.

· Discussion on Reservations (6-way message flow).

Discussion on 2 possible resolutions to these comments.

· Discussion on SHA-1 versus SHA-256

Discussed 5 possible resolutions to address these comments.

· Discussion on the TKIP comments

Discussed 3 possible solutions to the TKIP issue.

· Discussion on the TGr Agenda for Waikoloa

IEEE 802.11r will have discussions on 4 specific issues during the meeting next week: RRB, Reservations, SHA-1 versus SHA-256, and TKIP.

The debate on each issue will be limited to 1 hour.

· Discussion on comment 22

In addition to the updates due to IEEE 802.11k, the comment resolution has been updated to include changes to the IEEE 802.11-2007 that were not captured in the last IEEE 802.11r draft.
· Adjourn until the Plenary meeting in Waikoloa on September 17. 
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