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Introduction
This submission resolves the ten comments in Annex P in comment bucket 1047.  These comments note that the term "STA" is used repeatedly when the more precise term "non-AP STA" should be used instead.

Editorial Instructions

P.1.4 Emergency Call services for Clients Only Having With Public Security Credentials

Change the first four paragraphs as follows:
If a network requires authentication and encryption with RSN, a non-AP STA placing an emergency call must associate and authenticate to the network by providing valid user credentials.  If the non-AP STA has user credentials that allow it to use a particular network, the non-AP STA may use it to authenticate to the SSPN through the access network.  RSN keys will be supplied through the SSPN AAA system, and once they are distributed to the non-AP STA.  It can place the call by exchanging higher-layer network packets.

Some networks may also offer emergency services to the public that do not have any valid subscriptions to any available SSPNs supported by the AP.  This may be the case if an access network is required by regulation or by the choice of the service provider to be available for emergency calls to the public. The non-AP STA can make a GAS native query to obtain the public credentials information for gaining network access and initiate emergency services. The public credentials include zero or more sets of information that contain an user identifier, authentication type and the SSID. The non-AP STA may select one of the sets for which the non-AP STA has support for the authentication type and initiate an RSN association to the corresponding SSID using the public identifier.

Figure u23 shows the procedure that a non-AP STA will authenticate to the network using public credentials provided by the AP for emergency access.  The first step in the EAPOL exchange is the EAP-Request/Identity frame.  Rather than supplying any of the provisioned user accounts on the non-AP STA, a non-AP STA seeking emergency services should use the public user identifier from the public credentials to make an association to the specified SSID. The AP may look up the VLAN ID to use against a AAA server, or it may have an emergency services VLAN configured.  Similarly, it may also have other policies configured locally for quality of service parameters and network access restrictions, or it may also look them up through external authorization servers.

To complete the 802.11 security association, a PMK is necessary on both sides of the exchange.  The exact procedure by which the PMK may be exchanged or derived is beyond the scope of 802.11, but may be based on an EAP method or a well-known passphrase.  Once it has the PMK, the non-AP STA may proceed with the 4-Way Handshake to establish keys for the session.
P.2.1 Determination of the mapping for a STA

Change the section as follows:
From the above, it is clear that the QoS mapping to be applied depends on the network that the non-AP STA is accessing. In an interworking IEEE802.11 AN setting, the same AP may serve non-AP STAs from different SSPNs. And, these non-AP STAs may not be separated into different virtual APs. Figure u1 presents an example of the scenario:
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Figure u1—Interworking IEEE802.11 AN supporting multiple SSPNs
As shown in the figure, depending on the SSPN the non-AP STA connects to, the data traffic from the non-AP STA may be placed into different VLAN/Tunnels (to be forwarded to corresponding DN). And, obviously, the different VLAN/Tunnel (in turn the DN) results in different QoS Mapping being used. For example, the DN1 is a 3GPP network, and DN2 is a corporate network. Obviously, STA1 and STA2 should be using different DSCP mapping information. 
In Figure u2, a sequence for the non-AP STA QoS Map determination is presented. 
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Figure u2—STA QoS Map determination sequence
As shown in the figure, when the non-AP STA (Re-)associates with the AP with certain SSID. It is assumed that the AP is preconfigured with the information about the network information behind it, e.g. which VLAN corresponds to which DSCP Map.

When the non-AP STA finish the authentication/authorization procedure (as defined in 802.11i), the AP will be informed by the network of which VLAN/Tunnel the STA belongs to, if there are multiple networks behind the AP. Therefore, AP will be able to associate the non-AP STA to proper QoS Map based on this information. 

When the non-AP STA queries the QoS Map in the action frame, the AP would be able to respond with proper QoS Map information according to the VLAN/Tunnel setting allocated to the non-AP STA.

When the AP has a change in the QoS Map information, it can also use the Action Frame to configure the QoS Map at the non-AP STA without solicitation (as shown in the broken line at the bottom of the sequence). 

P.3.1.7 Authorised Service Access Type

Change the section as follows:
This per-non-AP STA parameter indicates the access type allowed for the non-AP STA based on the SSPN decision. The AP will use this information for authorization requests from the non-AP STA, e.g. allow or disallow direct link operation and multicast services. The information element uses TruthValues to indicate the service type authorized.  The following MIB variables are used:

· dot11nonApStaAuthDls is to authorize a non-AP STA to use DLS

· dot11NonApStaAuthSinkMulticast is to authorize a non-AP STA to request multicast stream(s) from the network

· dot11NonApStaMaxAuthSourceMulticast is to authorize a non-AP STA to source multicast stream(s) to towards the network

P.3.2 Update of the information (Optional)

Change the section as follows:
SSPN Interface information element may be updated due to the SSPN decisions. This type of updated may affect the service level to be provided to the non-AP STA. However, it does not necessarily mean a re-establishment of connection. Enforcement of certain information needs to be initiated by the non-AP STA, e.g. the QoS scheme as defined by IEEE802.11e. In this case, an indication of the information update should be provided to the non-AP STA from AP. This could be achieved by placing an extra information element in the existing management frame. 

[Note: For example, in the 3GPP procedures [TS29.234 v6.5.0], the authorization information update will trigger a re-authentication procedure. However, this does not necessary trigger the re-establishment of the whole session at Layer 2. For example, the QoS session establishment is usually always initiated by the non-AP STA. In this case, there are two options:

1. To include the extra IE in the management frame that triggers the re-authentication (from AP to the non-AP STA). So that, when the authorization information is updated, it should also trigger the non-AP STA to issue, e.g. ADDTS.request, so that the new parameters could be enforced. The non-AP STA can decide what are the actual actions to take once it know about the update of the authorization information, not limited to QoS update.

2. To allow the AP to send the ADDTS.response action frame to the non-AP STA when it sees a change in the authorization information. The modification necessary is then to allow non-AP STA to receive such an action frame without solicitation. 

Comparing the two options, the first one is more extensible. It can support other type of operation than QoS that may require initiation at the non-AP STA to initiate. However, option 2 requires fewer changes. And, at this moment, no other action to be initiated by the non-AP STA other than QoS has been identified. ]
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Abstract


This submission resolves comments in bucket 1047, which relates to the usage of "STA" versus the more specific "non-AP STA" in Annex P.
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