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Attendees:
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Michael Montemurro,

Bill Marshall,

Henry Ptasinski,
Jouni Malinen,

Rajneesh Kumar,
Kapil Sood,

Lily Chen.

· Call to order

· Review of IEEE Intellectual Property Policy
· Sponsor ballot for TGr has closed.

· The comments have been posted as documented 11-07/2295r1

· Discussion on comment resolution for Clause 5
The comments all appear to be complementary.

The recommendation is that we accept all comments on clause 5.

· Discussion on “order of IE’s”

There is a statement to indicate that IE’s must be in order.

The IE’s have to be in the same order for MIC calculation for a particular protocol instance.

Clause 7.2.3 makes a weak statement about ordering of IE’s.

The MIC calculation should use an ordered list of IE’s. The normative text specifies an order of IE’s for MIC calculations.

The ordering within the RIC is specified.
So far, IEEE 802.11 does not have anything about enforcing the order.

The recommendation is to reject this comment.

· Discussion on “PMK-R1 latency for pull”

In the pull model, it’s possible for the PMK-R1 not to be present at the AP before the second message is sent.

If the PMK-R1 is not at the AP and message 2 is sent, the transition won’t fail until the re-association request.

The state machine does not permit message 2 to be sent until the PMK-R1 is received.

The MIC was left out of message 2 to allow the STA to minimize its time off-channel.
We need to either fix the state machines or fix the text.

The pull model likely won’t work for Fast Transition.

There are two cases: One where the AP knows that the PMK-R1 is invalid; and the other where the AP does not know whether the PMK-R1 is invalid.

The AP must tell the STA that the PMK-R1 is invalid as soon as possible.

We could change the definition for error code 53 to “invalid PMKID or come back later”

“invalid PMKID” should be sent by the AP when it knows that the PMK is invalid.
If there are other issues with the key, they should be included in another error code.

The code states that if the MIC cannot be verified, the message is discarded, so there will be no error code.

There is no consensus on how to resolve this comment.

· Discussion on “Resource Limit”

There is no reason not to allow the AP to reject the FT Request.

We could use reason code 1 – “Unspecified Reason”.
We’ve gone down the road of trying to define a “resource limit”.

We could change the reason code to “Request Declined”

The recommendation is to accept the text of the status code to 37.

· Discussion on “cipher suite”

Any keys derived from the key generation should use the same cipher suite.

We should update the PMK-R0SA to include information about the cipher suite.

The PMK-R0SA and PMK-R1SA should match the PTKSA.

The key derivations are valid. The Initial association establishes what the STA is going to do. The AP and the STA commit to a single cipher suite.
The cipher suite is negotiated each time you perform a FT authentication. It should not change from the FT Initial Association.

The recommendation is to accept this comment in principle.

· Adjourn until the TGr adhoc meeting on September 16.
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