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· Status Code field

Insert the following rows into Table 7-23 and change the last row (Reserved) as required.

	Table 7-23—Status codes

	Reason code
	Meaning

	<ANA 14>
	“MESH-LINK-ESTABLISHED”. The mesh peer link has been successfully established

	<ANA 15>
	“MESH-LINK-CLOSED”.  The mesh peer link has been closed completely

	<ANA 15a>
	No listed Key Holder Transport type is supported.

	<ANA 15b>
	The Mesh Key Holder Security Handshake message was malformed.

	<ANA 15c>
	Key Holder Security Teardown due to new MKD selection

	<ANA 15d>
	Key Holder Security Teardown due to MKD ceasing service to the MA

	5559-65 535
	Reserved


· Multihop Action (4-addr action frames)

· MSA mesh action details

Insert a new row into Table s36 between “Mesh EAP encapsulation” and “Reserved” as shown. 
	Table s36—MSA Action field values

	Action Field Value
	Description

	5
	Mesh EAP encapsulation

	6
	Key Holder Security Teardown

	7-255
	Reserved


Insert a new subclause following “Mesh EAP encapsulation”:

7.4b.1.8 Key Holder Security Teardown frame format

The Key holder security teardown frame uses the Mesh Action frame body format and is transmitted by a mesh key holder to perform the mesh key holder security teardown protocol.  The format of the key holder security teardown frame body is shown in Table a. 
	Table a - Key Holder Security Teardown frame body format

	Order
	Information

	1
	Category

	2
	Action Value

	3
	Security Teardown Control

	4
	Status Code (see 7.3.1.9)

	5
	Message integrity check (see  7.3.1.35)


The Category field is one octet and is set to the value in Table 7-24 for category MSA.
The Action Value field is one octet and is set to 6 (representing a Key holder security teardown frame).

The Security Teardown Control field is 11 octets in length and is defined in Figure A.
	Octets: 6
	4
	1

	Teardown Requester
	Replay Counter
	Teardown Sequence


Figure A - Security Teardown Control field
The Teardown Requester subfield contains the MAC address of the mesh key holder that is initiating the Key Holder Security Teardown (i.e., it contains either MA-ID or MKD-ID). 

The Replay Counter subfield contains a sequence number, represented as an unsigned binary number, used to detect replayed frames.
The Teardown Sequence subfield contains a sequence number, represented as an unsigned binary number, used to differentiate messages in a handshake.

The Message integrity check field is described in 7.3.1.34.  

· Mesh link security 

11A.4.1 MSA services

11A.4.1.1 Mesh key holder functions

Modify the text as shown:

The mesh key holder security association between an MA and MKD is described in 11A.4.3.  A security association between MA and MKD permits the operation of key holder transport protocols.  An MA shall maintain at most one security association with an MKD in a single mesh; the MA does not maintain connections to multiple MKDs in the same mesh.  A mechanism to tear down the security association between MA and MKD is given in 11A.4.3.4.  

11A.4.3 Mesh key holder security association
Insert the following new subclause before 11A.4.4.

11A.4.3.4 Key Holder Security Teardown protocol

The Key Holder Security Teardown protocol permits a mesh key holder (an MA or MKD) to communicate to another key holder that its security association, established using the Mesh Key Holder Security Handshake (11A.4.3.2), will be deleted.  It may be initiated by an MKD, such as if the MKD can no longer provide services to one or more MAs.  It may also be initiated by an MA, such as if an MA has established a security association with a different MKD.
An MA shall maintain a security association with no more than one MKD in the same mesh.  When an MA has a security association with an MKD, it may choose to establish a security association with a different MKD.  To accomplish this, the MA shall first use the Mesh Key Holder Security Handshake (11A.4.3.2) to establish a security association with the new MKD.  Upon successful completion of this handshake, the MA shall subsequently initiate the Key Holder Security Teardown protocol with the first MKD, as specified in this subclause, which results in deletion of the first security association.

The Key Holder Security Teardown protocol is a two-message protocol, with a request and a response message.  The protocol is illustrated in Figure B.  The key holder that initiates the protocol is referred to as the Teardown Requester; the other is the Teardown Responder.  The result of the protocol is deletion of the security association, which consists of the MPTK-KD and the key replay counters (see 11A.4.3.3) affiliated with that key.  The security association to be deleted is identified by the key name MPTK-KDShortName, which is contained in the message integrity check field of each protocol message.
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Figure B - Key Holder Security Teardown protocol
11A.4.3.4.1 Key Holder Security Teardown request

Key Holder Security Teardown request message is a Key Holder Security Teardown frame (see 7.4b.1.8) with the following contents:
The MAC address of the Teardown Responder shall be asserted in the DA field of the message header.

The MAC address of the Teardown Requester shall be asserted in the SA field of the message header.

The Security Teardown Control field shall be set as follows:

· Teardown Requester subfield shall contain the MAC address of the Teardown Requester (either MA-ID or MKD-ID).

· Replay Counter shall be set to the value of the MA-KEY-TRANSPORT replay counter, if the MA is the Teardown Requester, and shall be set to the value of MKD-KEY-TRANSPORT replay counter, if the MKD is the Teardown Requester.

· Teardown Sequence shall be set to 1.
The Status Code field shall indicate the reason for the Key Holder Security Teardown.
The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the Teardown Responder, and which identifies the security association to be deleted as a result of this protocol.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the Key Holder Security Teardown mesh action frame.

· Action Value field of the Key Holder Security Teardown mesh action frame, which contains the value shown for “Key Holder Security Teardown” in Table s36.

· Contents of the Security Teardown Control field.

· Contents of the Status Code field.

Upon receiving the request message, the Teardown Responder shall verify that MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the Teardown Requester, shall verify the MIC, and shall verify that the replay counter field contains a value larger than the current (local) value of the replay counter.  If any verification fails, the Teardown Responder shall silently discard the received message.  If verified, the Teardown 0Responder shall update the local value of the replay counter to the value received in the request message, and shall prepare and send the response message.
Upon sending the response message, the Teardown Responder shall wait a time (dot11MeshKHHandshakeAttempts ( dot11MeshKHHandshakeTimeout) prior to deleting the security association.  If the Teardown Responder receives a duplicate request message after sending the response message, but before the security association has been deleted, the Teardown Responder shall retransmit the response message.  (The security association to be deleted comprises the MPTK-KD identified by the MPTK-KDShortName contained in the request message, and the key replay counters defined in 11A.4.3.3.)
If a Teardown Requester receives a valid Key Holder Security Teardown request message identifying the same MPTK-KD (meaning both key holders have initiated the protocol in order to delete the same security association), a response message shall be sent.  Upon sending this response message, the Teardown Requester shall wait a time (dot11MeshKHHandshakeAttempts ( dot11MeshKHHandshakeTimeout) prior to deleting the security association.  If a duplicate request message is received during this time, the response message shall be retransmitted.
11A.4.3.4.2 Key Holder Security Teardown response

Key Holder Security Teardown response message is a Key Holder Security Teardown frame (see 7.4b.1.8) with the following contents:

The MAC address of the Teardown Requester shall be asserted in the DA field of the message header.

The MAC address of the Teardown Responder shall be asserted in the SA field of the message header.

The Security Teardown Control field shall be set as follows:

· Teardown Requester subfield shall contain the MAC address of the Teardown Requester (either MA-ID or MKD-ID).

· Replay Counter shall be set to the value contained in the request message of this protocol instance.

· Teardown Sequence shall be set to 2.

The Status Code field shall be set to zero.

The MPTK-KDShortName subfield of the message integrity check field shall contain the identifier of the MPTK-KD currently valid for secure communications with the Teardown Requester, and which was identified in the request message of this protocol instance.  The MIC subfield shall contain a MIC. The 16-octet MIC shall be calculated using the MKCK-KD portion of the identified MPTK-KD, using the AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) on the concatenation in the following order, of:

· MA MAC address

· MKD MAC address

· Contents of the Category field of the Key Holder Security Teardown mesh action frame.

· Action Value field of the Key Holder Security Teardown mesh action frame, which contains the value shown for “Key Holder Security Teardown” in Table s36.

· Contents of the Security Teardown Control field.

· Contents of the Status Code field.

Upon receiving the response message, the Teardown Requester shall verify that MPTK-KDShortName identifies the MPTK-KD currently valid for secure communications with the Teardown Responder, shall verify the MIC, and shall verify that the replay counter field matches the current value of the appropriate replay counter.  If any verification fails, the Teardown Requester shall silently discard the received message.  If verified, the Teardown Requester shall delete the security association.  (The security association comprises the MPTK-KD identified by the MPTK-KDShortName contained in the response message, and the key replay counters defined in 11A.4.3.3.)
If the Teardown Requester does not receive a valid response message after sending the request message, it shall retransmit the request message, if it has not yet attempted dot11MeshKHHandshakeAttempts transmits of the request message.  The timeout value between retransmissions shall be dot11MeshKHHandshakeTimeout.  If the response message has not been received after dot11MeshKHHandshakeAttempts transmissions and a final timeout, the Teardown Requester shall abort the Key Holder Security Teardown protocol and delete the security association.  (The security association comprises the MPTK-KD identified by the MPTK-KDShortName contained in the request message, and the key replay counters defined in 11A.4.3.3.)




Abstract


This document proposes a new protocol for tearing down a mesh key holder security association between a mesh authenticator and a mesh key distributor.  





The tear down mechanism may be used by a mesh authenticator to delete an old association once it establishes a new key holder session with a new mesh key distributor, or by a mesh key distributor to delete security associations if it can no longer serve as a key distributor for one or more mesh authenticators.  





This tear down mechanism proposed in this document is related to changes to the mesh key holder communications functions in document 11-07/1987r1 and the clean up of the MSA services overview in document 11-07/2119r1. 





Modifications to existing subclauses are shown using the “Track Changes” feature.
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