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Insert the editing instructions (shown in red) and modifications to clause 8.5.2 (shown with underlining and strikethrough).
Insert the following entry in Table 8-4 (KDE) and changed the Reserved row as shown:

	Table 8-4—KDE

	OUI
	Data Type
	Meaning

	00-0F-AC
	9
	Mesh GTK Delivery KDE

	00-0F-AC
	910-255
	


Insert the text as indicated and insert the figure within 8.5.2 as shown:
The format of the Error KDE is shown in Figure 8-32. Both MUI and Error Type fields are in big endian byte order. Table 8-5 shows different values of MUI, and Table 8-6 shows different values of SMK error types.
The format of the Mesh GTK Delivery KDE is shown in Figure A.  

	Sender MP Address
	Destination MP Address

	6 octets
	6 octets


Figure A – Mesh GTK Delivery KDE format
The following EAPOL-Key frames are used to implement the three different exchanges:
· MSA establishment procedure

Modify the third paragraph of 11A.4.2.1 as shown via “Track Changes”.

· Overview of MSA authentication mechanism

The MSA authentication mechanism includes the peer link management protocol (11A.2) and an MSA 4-Way Handshake (11A.4.2.2.6), which establishes a PTK, and allows each MP to provide its GTK to the peer MP.  
Modify 11A.4.2.2.6 as shown via “Track Changes”.

· MSA 4-way Handshake

Following peer link management and, if required, Initial MSA Authentication, the 802.1X authenticator initiates an MSA 4-way handshake. The EAPOL-Key frame notation is defined in 8.5.2.1.

Authenticator -> Supplicant: Data(EAPOL-Key(0, 0, 1, 0, P, 0, 0, MPTKANonce, 0, DataKD_M1)) where DataKD_M1 = 0.

Supplicant -> Authenticator: Data(EAPOL-Key(0, 1, 0, 0, P, 0, KeyRSC, MPTKSNonce, MIC, DataKD_M2)) where DataKD_M2 = (RSNIE, MSCIE, MSAIE, GTK KDE).

Authenticator -> Supplicant: Data(EAPOL-Key(1, 1, 1, 1, P, 0, KeyRSC, MPTKANonce, MIC, DataKD_M3)) where DataKD_M3 = (RSNIE, MSCIE, MSAIE, GTK KDE, Lifetime KDE).

Supplicant -> Authenticator: Data(EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC, DataKD_M4)) where DataKD_M4 = 0.

The message sequence is similar to that of 8.5.3.  The contents of each message shall be as described in 8.5.3, except as follows:

· Message 1: MPTKANonce is the value received by the Authenticator from the MKD during PMK-MA delivery. The Key Data field is empty.

· Message 2: The Key RSC field shall contain the starting sequence number that the Supplicant MP will use in MPDUs protected by the GTK included in this message.  The RSNIE, MSCIE, and MSAIE shall be the same as those contained in the peer link confirm message sent by the Supplicant. However, if Initial MSA Authentication occurred, the RSNIE shall also contain the PMK-MAName in the PMKID list field of the RSNIE. The GTK KDE shall contain the GTK of the supplicant MP. The Key Data field shall be encrypted. 

· Message 3: The RSNIE, MSCIE, and MSAIE shall be the same as those contained in the peer link confirm message sent by the Authenticator. However, if Initial MSA Authentication occurred, the RSNIE shall also contain the PMK-MAName in the PMKID list field of the RSNIE. The Lifetime KDE shall contain the lifetime of the PMK-MA.

The processing, upon reception, of Message 1 of the 4-way handshake shall be as described in 8.5.3.1 (following “Processing for PTK Generation”).

The processing of Message 2 is as described in 8.5.3.2 (following “Processing for PTK Generation”), except that verification of the Message 2 MIC (step b) shall be as follows: If the calculated MIC does not match the MIC that the Supplicant included in the EAPOL-Key frame, the Authenticator silently discards Message 2. If the MIC is valid, the Authenticator checks that the RSNIE, excluding the PMKID Count and PMKID List fields, bit-wise matches the RSNIE sent by the Supplicant in its peer link confirm message. Additionally, the Authenticator checks that the MSCIE and MSAIE each bit-wise match those sent by the Supplicant in its peer link confirm message.  The Authenticator also unwraps the supplicant’s encrypted GTK.  If any of these comparisons fail, or if the unwrapping of the GTK failed, the Authenticator shall close the link.

The processing of Message 3 is as described in 8.5.3.3 (following “Processing for PTK Generation”), except that step (a) is replaced with the following: Verifies that the RSNIE, excluding the PMKID Count and PMKID List fields, bit-wise matches the RSNIE sent by the Authenticator in its peer link confirm message. Additionally, the Supplicant checks that the MSCIE and MSAIE each bit-wise match those sent by the Authenticator in its peer link confirm message.  If any of these comparisons fail, the Authenticator shall close the link.

The processing of Message 4 is as described as in 8.5.3.4 (following “Processing for PTK Generation”), except that step (b) contains the following additional action: If the MIC is valid, the Authenticator uses the MLME-SETKEYS.request primitive to configure the GTK received in Message 2 into the IEEE 802.11 MAC. 

During processing of the 4-way handshake, the PTK shall be calculated by both MPs according to the procedures given in 8.8.6.

Following a successful MSA 4-way handshake, the IEEE 802.1X controlled port shall be opened at both MPs (for communication with the peer). Each MP shall use the Group Key Handshake (see 11A.4.3) to provide the peer MP with an updated GTK, as required, during the lifetime of the link. Subsequent EAPOL-Key frames shall use the Key Replay Counter to ensure they are not replayed. Messages protected with the PTK shall use the Pairwise cipher suite given in the MSAIE of the peer link confirm messages exchanged as part of Initial MSA Authentication.

Insert the following new subclause after 11A.4.2 (MSA establishment procedure) and before 11A.4.3 (Mesh key holder security association), renumbering subsequent subclauses as needed.
11A.4.3 Mesh Group Key Handshake

The Mesh Group Key Handshake may be used by either MP, after a secure peer link has been established, to update the GTK that it uses to protect broadcast and multicast MPDUs that it transmits.  The Mesh Group Key Handshake is similar to the Group Key Handshake defined in 8.5.4, but with minor updates required for use within a mesh.  
The EAPOL-Key frame notation is defined in 8.5.2.1.

Message 1: Authenticator → Supplicant: EAPOL-Key(1,1,1,0,G,0,Key RSC,0,MIC,DataKD_GM1) where DataKD_GM1 = (Mesh GTK Delivery KDE, GTK KDE).

Message 2: Supplicant → Authenticator: EAPOL-Key(1,1,0,0,G,0,0,0,MIC,DataKD_GM2) where DataKD_GM2 = Mesh GTK Delivery KDE.
The contents of each message shall be as described in 8.5.4, except as follows:
· Message 1:  The Key Data field shall contain a Mesh GTK Delivery KDE (see 8.5.2), where the Sender MP Address field is set to the MAC address of the sender of Message 1, and the Destination MP Address field is set to the MAC address of the MP to which Message 1 is being sent.  The Key Data field shall also contain the GTK KDE containing the GTK to be sent.  The entire Key Data field shall be encrypted.  The Key Data Length field shall indicate the length of the Key Data field after encryption, including any padding.
· Message 2:  The Key Data field shall contain a Mesh GTK Delivery KDE (see 8.5.2), where the Sender MP Address field is set to the MAC address of the sender of Message 2, and the Destination MP address field is set to the MAC address of the MP to which Message 2 is being sent.  The Key Data field shall not be encrypted.  The Key Data Length field shall indicate the length of the Mesh GTK Delivery KDE.

The processing, upon reception, of Message 1 of the Mesh Group Key Handshake shall be as described in 8.5.4.1.  Additionally, after verifying the MIC, the recipient of Message 1 shall verify that the Sender and Destination MP address fields in the Mesh GTK Delivery KDE contain the MAC address of the MP sending the GTK and the local MP’s MAC address, respectively.  If these addresses are not correctly included, the message shall be silently discarded.
The processing, upon reception, of Message 2 of the Mesh Group Key Handshake shall be as described in 8.5.4.2.  Additionally, after verifying the MIC, the recipient of Message 2 shall verify that the Sender and Destination MP address fields in the Mesh GTK Delivery KDE contain the MAC address of the MP sending Message 2 and the local MP’s MAC address, respectively.  If these addresses are not correctly included, the message shall be silently discarded.



Abstract


Analysis of the MSA architecture has revealed a few problems with the delivery of group keys.





First, during the MSA authentication mechanism’s 4-way handshake (11A.4.2.2.6), the GTK of each MP is delivered to the peer.  However, the 4-way handshake specification omits the KeyRSC from the information sent.  This sequence counter value is needed to properly use the GTK.





Second, additional information should be added to the draft regarding the group key handshake (8.5.4 in 802.11-2007).  The TGs draft (11A.4.2.1) indicates that this handshake is to be used for GTK updates.  However, if used without modification, the handshake is subject to reflection attacks.  A simple modification is proposed in this document that permits the group key handshake to be used.





Revision 01: This document was modified to add clarification to the Group Key Update reference in the text (previously in 11A.4.2.1 and moved to the end of 11A.4.2.2.6), to resolve LB93 CID 598.
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