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Abstract


This document includes the security review of IEEE 802.11r from Dan Simon.
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IEEE 802.11r Security Review

Dan Simon <dansimon@microsoft.com> Thu, Aug 16, 2007 at 3:23 PM
To: Clint Chaplin <clint.chaplin@gmail.com>

Clint: I'm sorry to have been so slow in reviewing the draft--1've actually spent quite a bit of time on it, and only now have | gotten to the point
where | think | understand the protocols from a cryptographic point of view. The cryptographic details are actually split up into four different parts of
the spec--section 7, which has the message formats, section 8.5, which has the key distribution and cryptographic computation details, section
11A.5, which gives the protocol flow, and section 11A.7, which describes the contents of the handshake messages. It would be helpful to have an
explicit roadmap somewhere, or at least some more explicit pointers to help readers find and put together these different pieces.

As for the crypto itself, it looks solid, as far as | can tell. My only recommendation would be to expand the labels in the key derivations to include
the string, "802.11r", or some equivalent. That way, if somebody decides to reuse the same keys for some other purpose, there's no danger of a
collision. | also wonder if enough consideration has been given to "crypto-agility"--that is, to the possibility that it may at some point become
necessary to replace one or more of the specific cryptographic algorithms used in the protocol. | assume that there are enough version numbers
buried in the protocol that a new version could easily be made backward compatible. But even where the spec mandates specific algorithms for
interoperability reasons, such as the PRF and MIC calculations, it might be worthwhile to consider adding algorithm (or algorithm suite) identifiers in
those places, to allow for easier revision if necessary in the future.

Just my 2c,
Dan
From: Clint Chaplin [mailto:clint.chaplin@gmail.com]
Sent: Sunday, July 15, 2007 6:26 PM

To: Dan Simon
Subject: IEEE 802.11r Security Review
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