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5. General description

5.2 Components of the IEEE 802.11 architecture

Insert the following new clause after 5.2.6

5.2.7 Wireless LAN Radio Measurements

Requirements - The requirements for radio measurements are listed below and are indicative of the role of wireless LANs being an extension of the wired network with all the constraints and issues apparent in the wired network, but also vulnerable to radio influences.  Information about the radio environment is used to meet the following requirements and provided by the measurements included in this specification. 

Data – QoS, wireless net (a, b, g) 

The data requirements for all networks are, for the most part, bursty.  That means information is moved across the network in bursts of packets and the sequence and the timing is not as important as the “best effort” to get it there as quickly as possible.

Voice – RSSI, S/N, Delay, Jitter, Encryption, device processor, wireless net (a, b, g)

Real-time voice requirements are primarily streaming.  That is, the packets must flow appropriately in order for the other end to be intelligible.  The packets must be in the order in which they were sent.  A few of the packets can be dropped without much consequence, but not too many.  When voice is sent over the airwaves in a WLAN, the packets are much more vulnerable to loss and retries than over a wire.  VOIP transmitted using a wireless LAN is vulnerable to changes in signal strength and subsequent loss of continuity and throughput rates.  Therefore, the status of the radio and the signal strength is directly correlated to the quality of the voice going over the air.

Video – RSSI, S/N, Encryption, device processor, wireless net (a, b, g, h)

Real-time video is in the same category as voice; the packets are sent in a streaming mode and are delivered in sequence.  Video can also be somewhat tolerant of dropped packets before the gap can be identified by the human eye.  However, if voice is included in that transmission, it has different requirements than the visualization of that video stream.  Sending video teleconferencing over a wireless LAN is in the same category as VOIP and therefore is vulnerable to radios and their signal strength and subsequent variations in throughput.  Video 

On Demand (VOD) is a different category in that it can be buffered and does not necessary need to be transmitted in real-time.

Diagnostics (non-802.11, 802.11, other APs)

The electromagnetic spectrum in the 2.4MHz and 5.15GHz unlicensed bands could be active with a multitude of devices in those bands, including non-802.11 (baby monitors, etc), 802.11, and other APs such as HomeRF.  The diagnostics about the kind of transmission and its strength could have an impact on the viability of the wireless LAN.  

AP Table

The table of APs visible will give the AP the capability to know what APs it can pre-authenticate to.  That means that in addition to the basic information, like MAC address and what 802.11x it might be, there should be information about the state of security, etc for the AP to pass information to other APs when the associated STAs are moving between APs.  This table may include statistics or trends in signal strength and throughput rates to accomplish particular information such as streaming media.

Station Table (BSS and IBSS)

A part of the requirements include a station table, including the APs which include a STA within them.  The station table would provide the needed information about the STA including the AP association, the MAC address, and  other pertinent facts about the STA.  The BSS, the IBSS, and the ESS will be needing information about the STAs in the station table.

Link stats (counts, data rates, RSSI, link margin)

In addition to the information needed about the STAs and the APs will be information about the links to the STAs.  The basic information includes the counts of packets, the data rates, packet rates, throughput rate, the RSSI (at the antenna), and the link margin for determining what capacity is possible.  It may include many more things, the radio resource measurement group has to determine what those might need to be.  This could be retained in the “per client” STA table information that is the STA inside the AP.  

MAC Statistics (channel utilization, total stations, events)

The MAC and MLME layer can produce information about channel utilization, the total number of stations associated and the events that happen within the MAC.  

Events (auth, deauth, associate, deassociate, current MIB)

The events that happen in the normal course of an AP or STAs life need to be recorded and acted upon or at least the information about the events maintained or passed on to MIB variables.  Such things as associations, deassociations, authentication, deauthentication are necessary event information and need to be time stamped.  Making this information available in the MIB allows for actions to be precipitated by the APs.

Coexistence Measurements

Information about what radio sources are being seen can be invaluable to the network about its capacity and the link margins available to it for transmitting information.  These emission sources may be seen as interferers or other 802.11 sources.  Even radar, such as in 802.11h, can be seen and acted upon as a result of being required to coexist.  Information is needed about all the unlicensed bands and to any radio environment for extending Dynamic Frequency Selection (DFS) and Transient Power Control (TPC) to other bands than the 5GHz like 802.11h addressed.

Retries

The number of retries when trying to communicate across the network can tell a lot about the efficiency and capability of the network at any one time.  The retries are detected by the MAC and should be stored in the MAC MIB.  

Clear Channel Assessment (CCA)

The CCA is a value to be determined and stored as useful for whether there is a clear channel which is being targeted for use.  There are at least three modes of assessing CCA and they are invaluable in determining whether a wireless communication is possible or required.
11k Mechanisms - The 11k measurement tools to meet the above requirements are described below:

Wireless Local Area Network (WLAN) Radio Measurements enable STAs to understand the radio environment in which they exist. WLAN Radio Measurements enable STAs to observe and gather data on radio link performance and on the radio environment. A STA may choose to make measurements locally, request a measurement from another STA, or may be requested by another STA to make one or more measurements and return the results. Radio Measurement data is made available to STA management and upper protocol layers where it may be used for a range of applications. The measurements enable adjustment of STA operation to better suit the radio environment. The Radio Resource Measurement specification includes measurements that extends the capability, reliability, and maintainability of WLANs by providing standard measurements across vendors, and provides the resulting measurement data to upper layers in the communications stack.  In addition to featuring standard measurements and delivering measurement information to upper layers, there are applications that require quantifiable radio environment measurements in order to attain the necessary performance levels. These applications include VoIP, Video Over IP, location based applications, as well as applications requiring mitigation of harsh radio environments (multifamily dwellings, airplanes, factories, municipalities, etc.). Radio Measurements address most of the existing issues in using unlicensed radio spectrum to meet the requirements of these emerging technologies. To address the mobility requirements of technologies, such as VoIP and video streaming, Radio Measurements such as Channel Load request/report, and the Neighbor request/report may be used to collect pre-handoff information which can drastically speed up handoffs between cells within the same ESS. By accessing and using this information, the STAs (either in the APs or in the individual devices) can make intelligent decisions about the most effective way to utilize the available spectrum, power, and bandwidth for its desired communications.

The request/response measurements are:

— Beacon

— Measurement Pilot

— Frame

— Channel Load

— Noise Histogram

— STA Statistics

— Location Configuration Information

— Neighbor Report

— Link Measurement

— Transmit Stream Measurement

The request-only mechanism is:

— Measurement Pause

These measurement mechanisms provide the capability for a STA to manage and query its radio environment, and to make appropriate assessments about its health and efficiency. It is the first step in making WLAN smart and capable of making appropriate decisions for fast transition, for mesh connectivity, and for managing the radio environment for all wireless devices.

5.2.7.1 Beacon

The Beacon request/report pair enables a STA to request from another STA a list of APs it can receive on a specified channel or channels. This measurement may be done by active mode (like active scan), passive mode (like passive scan), or beacon table modes. If the measurement request is accepted and is in passive mode, a duration timer is set and the measuring STA monitors the requested channel, measures beacon, probe response and measurement pilot power levels (RCPI), and logs all beacons, probe responses and measurement pilots received within the measurement duration. If the measurement request is in active mode, the measuring STA sends a probe request on the requested channel at the beginning of the measurement duration, then monitors the requested channel, measures beacon, probe response and measurement pilot power levels (RCPI), and logs all beacons, probe responses and measurement pilots received within the measurement duration. If the request is beacon table mode, then the measuring STA returns a Beacon Report containing the current contents of any stored beacon information for any supported channel with the requested SSID and BSSID without performing additional measurements.

5.2.7.2 Measurement Pilot

The Measurement Pilot frame is a compact management frame periodically transmitted by an AP with a relatively small interval as compared to a Beacon Interval. The Measurement Pilot frame is designed to provide a minimal set of information as compared to a Beacon frame to allow for the required small interval. The purpose of the Measurement Pilot frame is to provide timely information to a STA.

5.2.7.3 Frame

The frame request/report pair returns a picture of all the channel traffic and a count of all the frames received at the measuring STA. For each unique Transmitter Address, the STA reports the Transmitter Address, number of frames received from this transmitter, average power level (RCPI) for these frames, and BSSID of the transmitter.

5.2.7.4 Channel load

The channel load request/report pair returns the channel utilization measurement as observed by the measuring STA.

5.2.7.5 Noise histogram

The noise histogram request/report pair returns a power histogram measurement of non-802.11 noise power by sampling the channel when CCA indicates idle.

5.2.7.6 STA statistics

The STA statistics request/report pair returns groups of values for STA counters and for BSS Average Access Delay. The STA counter group values include: transmitted fragment counts, multicast transmitted frame counts, failed counts, retry counts, multiple retry counts, frame duplicate counts, Request to Send

(RTS) success counts, RTS failure counts, Acknowledgement (ACK) failure counts, received fragment counts, multicast received frame counts, FCS error counts, and transmitted frame counts. BSS Average

Access Delay group values include: AP average access delay, average access delay for each access category, associated STA count, and channel utilization

5.2.7.7 Location

The Location request/report pair returns a requested location in terms of latitude, longitude, and altitude. It includes types of altitude such as floors and permits various reporting resolutions. The requested location may be the location of the requestor (e.g. Where am I?) or the location of the reporting STA (e.g. Where are you?)

5.2.7.8 Measurement pause

The measurement pause request is defined, but no report comes back from this request. The measurement pause permits the inclusion of a quantified delay between the execution of individual measurements which are provided in a series within a measurement request frame. The measurement pause used as the last measurement in a frame provides control of the measurement period when measurement request frames are to be repeated.

5.2.7.9 Neighbor report

The neighbor report request is sent to an AP which returns a neighbor report containing information about known neighbor APs that are candidates for a BSS transition. Neighbor reports contain information from the table dot11RRMNeighborReportTable in the MIB concerning neighbor APs. This request/report pair enables a STA to gain information about the neighbors of the associated AP to be used as potential roaming candidates.

5.2.7.10 Link measurement

The link measurement request/report pair is like an RF ping in which a STA requests another STA to measure and report the link path loss and estimation of the link margin. This enables understanding the instantaneous capabilities of a link for QoS-type requirements.

5.2.7.11 Transmit stream measurement

The Transmit stream measurement is a request/report pair that enables a QoS STA to inquire of a peer QoS STA the condition of an ongoing traffic stream link between them. The Transmit Stream Measurement

Report provides the transmit-side performance metrics for the measured traffic stream. Trigger conditions included in the Transmit Stream Measurement Request may initiate triggered Transmit Stream Measurement Reports upon detection of the trigger condition.

5.3 Logical service interfaces

Change the list of architectural services in 5.3 as follows:

a) Authentication

b) Association

c) Deauthentication

d) Disassociation

e) Distribution

f) Integration

g) Confidentiality

h) Reassociation

i) MSDU delivery

j) DFS

k) TPC

l) Higher-layer timer synchronization (QoS facility only)

m) QoS traffic scheduling (QoS facility only)

n) Radio measurement

5.3.1 Station service (SS)

Change the list of station services (SSs) in 5.3.1 as follows:

a) Authentication

b) Deauthentication

c) Confidentiality

d) MSDU delivery

e) DFS

f) TPC

g) Higher-layer timer synchronization (QoS facility only)

h) QoS traffic scheduling (QoS facility only)

i) Radio measurement

5.4 Overview of the services

Insert the following sentence at the end of the first paragraph:

One of the services is used for radio measurement.

Insert the following new clause after 5.4.6:

5.4.7 Radio measurement service

The Radio Measurement Service provides:

— The ability to request and report radio measurements in supported channels.

— The ability to perform radio measurements in supported channels.

— An interface for upper layer applications to retrieve radio measurements using MLME primitives and/or MIB access.

· Information about neighbor APs.

Measurement Matrix

	Measurement
	Requirement
	Usage Scenarios
	11k Implementation
	Measurement Store for Upper Layers

	Beacon
	Timely RRM information in the beacon/probe form
	Assessing health and status of wireless LAN
	Request/Response
	MIB

	Measurement Pilot (mini-beacon)
	Telephony
	Voice handoff across WLAN cells or subnets
	Request/Response
	

	Frame
	Data, Voice, Video
	Voice and video status
	Request/Response
	MIB

	Channel Load
	Telephony & Video
	Voice and video status
	Request/Response
	MIB

	Noise Histogram
	Data, Voice, Video
	Trouble shooting radio interference
	Request/Response
	MIB

	STA Statistics
	Radio Environment Trouble Shooting
	Voice and video
	Request/Response
	MIB

	Location
	E911
	Emergencies
	Request/Response
	MIB

	Measurement Pause
	STA Overload Situation
	Need bandwidth other than measurements
	Request
	

	Neighbor Report
	Fast Handoff
	Crossing WLAN cells and subnet boundaries
	Request/Response
	MIB

	Link Measurement
	Existence on the Wireless Net (ping)
	Ping other wireless devices
	Request/Response
	MIB

	Transmit Stream
	Voice & Video
	Voice and video
	Request/Response
	MIB
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Clause 5 description of 11k requirements and the 11k mechanisms created to meet the requirements.
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