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1 Background

802.11r! is a proposed protocol specifying fast handoffs—for a Mobile Station—
from one Access Point to another. The emphasis being on reducing the handover
delay experienced by the Mobile Station. In this review we have focussed on the
over-the-air Fast BSS Transition protocol authentication in an RSN (FT in short).

2 Formal Description of FT

2.1 Key Derivations

R0O-Key-Data = KDF-384(XXKey, “R0O Key Derivation”, SSID Length|| SSID||
MDID||ROKHlength||ROKH-ID||SOKH-ID),
XXKey is either 2nd 256-bits of MSK or PSK

PMK-RO = L(R0-Key-Data, 0, 256)
PMK-ROName-Salt = L(R0-Key-Data, 256, 128)
PMKROName = Truncate-128(SHA-256( “R0O Key Name”||PMK-RONameSalt))
PMK-R1 = KDF-256(PMK-R0, “R1 Key Derivation”, R1KH-ID||S1KH-ID)
PMKRI1Name = Truncate-128(SHA-256( “R1 Key Name”||PMKRONamel|
RIKH-ID||S1KH-ID))
PTK = KDF-PTKLen(PMK-R1, “PTK Key Derivation”,
SNonce|| ANonce|| BSSID||STA-ADDR)
KCK||KEK||TK = PTK[0-127)||PTK[128-255)|| PTK[256-383]

An MSK is obtained from an EAP shared key (after successful EAP authenti-
cation), and PSK refers to a Pre-Shared Key.

!This review was conducted on IEEE 802.11r Draft 5.0, Amendment 2 (March 2007)





2.2 Messages

When first entering a Mobility Domain (MD) the Station (STA) must authenticate
itself using EAP followed by a 802.11 4-way handshake with an Access Point AP1.
Afterwards, when switching from AP1 to another Access Point (AP2), a lighter
protocol is used. In the message/arrow diagrams below, the messages from STA to
AP2 can be either direct or tunneled through AP1:

802.11 Auth Req[STA — APZ:  FT, RSNIE[PMKROName|, MDIE,
FTIE[SNonce, ROKH-ID]
802.11 Auth Resp[AP2 — STA]: FT, RSNIE[PMKROName], MDIE,
FTIE[ANonce, SNonce, R1KH-ID, ROKH-ID)
Reassoc Req[STA — AP2] : RSNIE[PMKR1Name|, MDIE,
FTIEIMICIKCK](msg3'), ANonce, SNonce,
R1KH-ID, ROKH-ID], RIC-Request
Reassoc Resp[AP2 — STA] : RSNIE[PMKR1Name|, MDIE,
FTIEIMICIKCK](msg4'), ANonce, SNonce,
RI1KH-ID, ROKH-ID, GTK|N]], RIC-Response

where,

msgd = STA-MAC||AP2-MAC||0x05||RSNIE[PMKR1Name], MDIE,
FTIE[0, ANonce, SNonce, R1KH-ID, ROKH-ID]|, RIC-Request
msgd! = STA-MAC||AP2-MAC||0206|| RSNIE[PMKR1Name], MDIE,
FTIE[0, ANonce, SNonce, R1KH-ID, ROKH-ID, GTK|N]], RIC-Request

and, PM K R[0|1]K HId refer to the ID (e.g. the MAC address) of the holder
of the associated keys.

The first two messages are supposed to identify STA to AP2, and the second
two messages are to prove that they both possess PMK-R1. After which, STA is
given an address and can securely transfer data via AP2.

As described in section 2.1, the PM K RO key is derived from the EAP shared
key; and, it should only be held by the Authentication Server (AS). The AS derives
the PM K R1 key from the PM K RO key and gives it to the AP. The PTK is derived
from PMKRI1 and used to create encrypt/MIC keys. The APs are assumed to have
a secure channel to the AS.

3 Comments

Some observations and questions we had about the protocol:

1. When handling a Mobile Station transition, AP2 must be able to get access
to the PMKRI1 associated with the station. How is this handled? Pulled by
AP2 from the AS, and then cached?





2. The first two messages are NOT MAC’d or encrypted. They are sent within
802.11 “management frames”, which are known to be unsecured. This is
being addressed by the 802.11w group, which is supposed to finalize a spec
by the middle of next year. If this is not already being done, making use of
802.11w encrypted management frames would add to the security of 802.11r.

3. Since the first two messages are unsecured, they could be spoofed. Further,
a denial-of-service attack could be mounted by flooding AP2 with bogus au-
thentication requests. AP2 would have to cache the nonces, and possibly have
to talk to the AS to get key information. Note that injecting custom 802.11r
messages is likely to be more than just a theoretical attack, as suggested by
a recent presentation on 802.11 security testing [1]

4. In the event that an Access Point is completely compromised or a “rogue”
Access Point is able to enter a Mobility Domain, what capabilities would an
attacker have? It would appear that this would be a major compromise of
the whole Mobility Domain.

5. The first message seems to provide an “oracle” for eavesdroppers, that iden-
tifies the location of a Mobile Station.

4 Formal Analysis

We have done a partial formal analysis of the protocol in Protocol Composition
Logic (PCL [2]). In short, we prove that certain authentication properties hold for
the protocol assuming that the other protocols running in the environment preserve
some properties as described below.

4.1 Assumptions

1. Only honest principals have access to KCK

ek = VX. Has(X, KCK) D Honest(X)

2. Symbolic secrecy of MICs: if a MIC is verified to be correct, then it was
computed by a principal having access to the MIC key

MIC VerifyMIC(X, MIC[k](m), k) D 3Y. Has(Y, k) A ComputeMIC(Y, m, k)





4.2 Invariants of F'T

I'; : Honest(S) A ComputeMIC(S, So||T'||0205|| RSNIE[PMKR1Name], MDIE,

FTIE[0, ANonce, SNonce, R1IKH-ID, ROKH-ID], RIC-Request) D So = SA
IPMKROName. Send(S, FT, RSNIE[PMKROName|, MDIE, FTIE[SNonce, ROKH-ID]) <
Send(S, RSNIE[PMKR1Name], MDIE, FTIE[MICIK CK](msg3(), ANonce, SNonce,

R1KH-ID, ROKH-ID], RIC-Request)
where,
msg3l = S||T|0205|| RSNIE[PMKR1Name|, MDIE,

FTIE[0, ANonce, SNonce, R1KH-ID, ROKH-ID]|, RIC-Request

I'5 : Honest(T") A ComputeMIC(T, S||Tp||04:06|| RSNIE[PMKR1Name], MDIE,

FTIE[0, ANonce, SNonce, R1KH-ID, ROKH-ID, GT K[N]], RIC-Response) D Ty =TA
IPMKROName. Send(T, FT, RSNIE[PMKROName|, MDIE, FTIE[SNonce, ROKH-ID]) <
Send(T, RSNIE[PMKR1Name|, MDIE, FTIE[MIC|K C K|(msg4,), ANonce, SNonce,

R1KH-ID, ROKH-ID], RIC-Response)
where,
msgdl = S||T||0206|| RSNIE[PMKR1Name|, MDIE,

FTIE[0, ANonce, SNonce, R1KH-ID, ROKH-ID, GT K[N]], RIC-Response

4.3 Analysis of FT

Theorem 4.1 (TAP Authentication) On completion of the F'T station role (STA)
by principal S, it is guaranteed that the intended target AP, T indeed sent the ex-
pected messages, given ¢rxcr holds. Formally,

FT+ [STA]g 3n. 3PMKROName. Send((T', ), msg2) < Send((T',n), msg4)

Proof Overview. Station thread S verifies the MIC with key KCK on message 2.
We apply axiom MIC to reason that some holder of key KCK must have computed
this MIC. By assumption ¢xcg this must be an honest thread. Since this MIC
is on a message with Transaction Sequence Number 0x06, we can apply invariant
I's and reason that some thread of 7" must have computed the MIC and sent the
appropriate messages. O

Theorem 4.2 (STA Authentication) On completion of the target AP (TAP)
by principal T, it is guaranteed that the intended station, S indeed sent the expected
messages, given ¢xcx holds. Formally,

FT+ [TAP]p 3n. IPMKROName. Send((S,n), msgl) < Send((S,7), msg3)

Proof is similar to the proof of theorem 4.1.
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